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Token Management Service Developer Guide

This developer guide is written for merchants who want to tokenize customers’ sensitive personal
information and eliminate payment data from their networks to ensure that it is not compromised.
The purpose of this guide is to help you create and manage tokens.

Conventions

These special statements are used in this document:

Important: An Important statement contains information essential to successfully
completing a task or learning a concept.

Warning: A Warning contains information or instructions, which, if not heeded, can result in
a security risk, irreversible loss of data, or significant cost in time or revenue or both.

Related Documentation

Refer to the Technical Documentation Hub in the Cybersource Developer Center for additional
technical documentation:

https://developer.cybersource.com/docs.html

Customer Support
For support information about any service, visit the Support Center:

http://support.visaacceptance.com
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Recent Revisions to This Document

25.04.01

TMS Workflows

Updated the PAN tokenization workflow and steps. See PAN Tokenization Process
Using TMS (on page 26).

25.01.01

Network Tokens
Added support for retrieving an AFT cryptogram as a network token payment
credential. See Retrieve Network Token AFT Payment Credentials (on page 327).

Updated the endpoint for generating a network token for an existing instrument
identifier. See Provision a Network Token for an Existing Instrument Identifier (on
page 309).

TMS Workflows

Updated the MIT workflows for merchants and partners. See Network Token MIT for
Merchants (on page 35) and Network Token MIT for Partners (on page 42).

Life-Cycle Management
Added examples for life-cycle management notifications after a network token update.
See Network Token Life-Cycle Management (on page 72).

Added life-cycle management reason values. See Network Token Life-Cycle
Management (on page 72).

Added a note about setting the organization ID to that of the vault owner when

creating a new webhook subscription. See Create Webhook Subscription (on page
82).

24.11.01

Instrument Identifier Tokens

Added push provisioning to the list of supported features for instrument identifier
tokens. See Instrument Identifier Tokens (on page 22).

Message-Level Encryption Keys

Added a statement about creating MLE keys for multiple merchants. See Message-Level
Encryption Keys (on page 65).

Network Tokens
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Added support for push provisioning for network tokens. See Push Provisioning for
Network Tokens (on page 339).

Test Card numbers

Updated the list of test card numbers for network token provisioning. See Test Card
Numbers (on page 56).

Token Requestor IDs

Added steps for entering the acquirer ID during token requestor ID enrollment. See
Token Requestor IDs (on page 75).

Token Management Service Workflows

Added a workflow for push provisioning. See Push Provisioning Process (on page
28).

24.10.01

BIN Request

Added support for retrieving BIN details in a TMS request. See BIN Lookup Service and
TMS (on page 348).

Network Tokens

Added support for deleting a standalone network token. See Delete a Standalone
Network Token (on page 321).

HTTP Status Codes
Added the 502 HTTP status code. See HTTP Status Codes (on page 358).

24.09.01

Unmasked Payment Details

Added information on setting the header and configuring your settings for retrieving
unmasked payment details. See these topics:

* Retrieve a Customer's Default Payment with an Unmasked Card Number (on
page 101)

* Retrieve a Customer Payment Instrument with an Unmasked Card Number (on
page 182)

* Retrieve a Payment Instrument with an Unmasked Card Number (on page 225)

* Retrieve an Instrument Identifier with an Unmasked Card Number (on page
267).

Network Tokens
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Added support for provisioning a network token for a card and consumer ID. See
Provision a Network Token for a Consumer (on page 312).

Added support for provisioning a network token for a token. See Provision a Network
Token for a Token (on page 315).

Added support for retrieving a network token. See Retrieve a Standalone Network
Token (on page 318).

Added EXPIRED as a network token status. See Network Token Life-Cycle Management
(on page 72).

Message-Level Encryption Keys

Added information about extracting the public key. See Message-Level Encryption Keys
(on page 65).

24.08.01

Test Card Numbers

Updated test card numbers for provisioning network tokens. See Test Card Numbers
(on page 56).
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VISA Platform Connect: Specifications and Conditions for
Resellers/Partners

The following are specifications and conditions that apply to a Reseller/Partner enabling its
merchants through Cybersource for Visa Platform Connect (“VPC”) processing. Failure to meet any
of the specifications and conditions below is subject to the liability provisions and indemnification
obligations under Reseller/Partner’s contract with Visa/Cybersource.

1. Before boarding merchants for payment processing on a VPC acquirer’s connection, Reseller/
Partner and the VPC acquirer must have a contract or other legal agreement that permits
Reseller/Partner to enable its merchants to process payments with the acquirer through the
dedicated VPC connection and/or traditional connection with such VPC acquirer.

2. Reseller/Partner is responsible for boarding and enabling its merchants in accordance with the
terms of the contract or other legal agreement with the relevant VPC acquirer.

3. Reseller/Partner acknowledges and agrees that all considerations and fees associated with
chargebacks, interchange downgrades, settlement issues, funding delays, and other processing
related activities are strictly between Reseller and the relevant VPC acquirer.

4. Reseller/Partner acknowledges and agrees that the relevant VPC acquirer is responsible for
payment processing issues, including but not limited to, transaction declines by network/
issuer, decline rates, and interchange qualification, as may be agreed to or outlined in the
contract or other legal agreement between Reseller/Partner and such VPC acquirer.

DISCLAIMER: NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE FOR
ANY ERRORS OR OMISSIONS BY THE VISA PLATFORM CONNECT ACQUIRER IN PROCESSING
TRANSACTIONS. NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE FOR
RESELLER/PARTNER BOARDING MERCHANTS OR ENABLING MERCHANT PROCESSING IN
VIOLATION OF THE TERMS AND CONDITIONS IMPOSED BY THE RELEVANT VISA PLATFORM
CONNECT ACQUIRER.
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TERMS OF USE APPLICABLE TO CARD NETWORK TOKENS

The following terms and conditions govern your use, receipt and/or possession of Card Network
Tokens.

1. DEFINTIONS. Capitalized terms used herein shall have the following meanings:

a. “Card Network PAN” means a number that is associated with a Payment Network for
purposes of card transactions, all in accordance with Payment Network Rules.

b. “Card Network Token” means a number provided by Cybersource pursuant to your use
of Token Management Service (“TMS”) that (i) is mapped to and is a surrogate for a Card
Network PAN; and (ii) to use the underlying Card Network PAN number in accordance
with the Cybersource Documentation.

c. “Payment Network Rules” means the operating rules, bylaws, schedules, supplements
and addenda, manuals, instructions, releases, specifications and other requirements, as
may be amended from time to time, of any of the Payment Networks.

d. “Payment Network(s)” means Visa, MasterCard, American Express, Discover Financial
Services, and any affiliates thereof or any other payment network applicable to these
Terms.

2. LIMITATIONS ON USE OF CARD NETWORK TOKENS. You agree to the following with respect
to your use, receipt and/or possession of Card Network Tokens:

a. You shall not maintain or create a mapping of the Card Network Token to the associated
Card Network PAN.

b. Upon request by Cybersource and/or the applicable Payment Network, you shall use
commercially reasonable efforts to delete any or all of the Card Network Tokens. You
acknowledge and agree that Cybersource or the applicable Payment Network may
request that you delete any Card Network Token at their sole discretion.

c. You shall not initiate any transaction with a Card Network Token without appropriate
consent from and disclosures to the cardholder, including any necessary consents in
order for the applicable Payment Network to receive, store, process and share any data in
order to deliver the token service. Except as authorized in accordance with the applicable
Payment Network Rules, you must use the Card Network Token only for transactions that
are authorized, cleared and settled through the applicable Payment Network.

d. You shall not use a Card Network Token in a manner that a Card Network PAN cannot be
used under the applicable Payment Network Rules. You agree that your responsibility
for use of Card Network Tokens is the same as your responsibilities for use of Account
Numbers under the applicable Payment Network Rules.
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e. You agree that the Payment Network Rules govern your relationship with the applicable
Payment Network and use of Card Network Tokens as if the Card Network Tokens were
Card Network PANs. You must comply with all applicable Payment Network Rules, as
determined by the applicable Payment Network.

f. You agree that any Card Network Tokens will be stored in compliance with PCI-DSS and
such storage is subject to your representations and warranties set forth in the applicable
agreement between you and Cybersource.

g. If you are a Reseller or Partner, to enable American Express Network Tokens, you must
have a direct acquiring or processing agreement signed with American Express in order
to support American Express Network Tokens on behalf of your merchants.

3. CARD ART. Cybersource may pass through rights allowing you to use, reproduce, display and
provide issuers’ trademarks and issuer-provided card art (collectively, "Issuer IP") on a non-
exclusive basis in strict accordance with the meta-data made available to you and such issuers’
branding guidelines (which may be updated by issuer from time to time), for use and display
solely for use with Card Network Tokens provisioned via TMS. You agree that you will not and
will not cause your affiliates or agents to alter the meta-data in any way.
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Introduction to the Token Management Service

The Token Management Service (TMS) enables you to replace personally identifiable information
(PII), such as the primary account numbers (PANs), with unique tokens. These tokens do not include
the PII data, but act as a placeholder for the personal information that would otherwise need to be
shared. By using tokens, businesses can provide a secure payment experience, reduce the risk of
fraud, and comply with industry consumer security regulations such as PCI-DSS.

TMS links tokens across service providers, payment types, and channels for sellers, acquirers, and
technology partners. TMS tokenizes, securely stores, and manages the primary account number
(PAN), the payment card expiration date, electronic check details, and customer data. TMS also
enables you to create a network token of a customer's payment card.

! Important: Due to mandates from the Reserve Bank of India, Indian merchants cannot store
PANSs. Use network tokenization instead.

You can manage sensitive data securely by creating, retrieving, updating, and deleting tokens through
the TMS API.

TMS simplifies your PCI DSS compliance. TMS passes tokens back to you that represent this data.
You then store these tokens in your environment and databases instead of storing customer payment
details.

TMS protects sensitive payment information through tokenization and secures and manages
customer data using these token types:

» Customer tokens
 Instrument identifier tokens
* Payment instrument tokens

* Shipping address tokens

These TMS tokens can be used individually, or they can be associated with one customer token:
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TMS Token Types
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Types of Tokens
These tokens comprise the types of TMS tokens:

 Customer Token: Contains customer's email address, customer ID, shipping address (stored in
a token), and other related data.

* Shipping Address Token: Contains the shipping address associated with a customer token.

* Payment Instrument Token: Contains the complete billing details for the payment type
including cardholder name, expiration date, and billing address.

* Instrument Identifier Token: Contains the tokenized primary account number (PAN) for card

payments as well as the associated network token or US or Canadian bank account number and
routing number.

* Network Token: Network tokens pass through an acquirer and are de-tokenized by the

payment network or issuer. For customer-initiated transactions, they require a cryptogram.
Network tokens are mapped to instrument identifier tokens.

TMS Token Types

o

&=

Customer Token

Email Customer ID Shipping address

’%:Tl Q ©
Payment Instrument Instrument Identifier Shipping Address
Token Token Token
© — @ @
Card1 Instrument D1 Address 1
© — @ @®
Card2 Instrument ID 2 Address 2
© — @ @
eCheck InstrumentID 3 Address 3
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Customer Tokens

The customer token contains data about the merchant's customer including email address, customer
ID, shipping address (stored in a token), and other related fields.

Related information
Manage Customer Tokens (on page 917)
Payments with Customer Tokens (on page 109)

Shipping Address Tokens

The shipping address token contains the shipping address information associated with a customer
token. This token includes any shipping address details, including the recipient's first and last name,
company, shipping address, email, and phone number. A customer can have one or more shipping
addresses, with one allocated as the customer's default shipping address.

Related information
Manage Shipping Address Tokens (on page 126)
Payments with Shipping Address Tokens (on page 145)

Payment Instrument Tokens
The payment instrument token contains the complete billing details for the payment type including

cardholder name, expiration date, and billing address. These are standalone payment instruments
that cannot be associated with a customer.

Related information
Manage Payment Instrument Tokens (on page 206)
Payments with Payment Instrument Tokens (on page 233)

Instrument Identifier Tokens

Instrument identifier tokens represent tokenized payment account numbers. Tokenized payment
account information includes a primary account number (PAN) for card payments, or a US or
Canadian bank account number and routing number for an ACH bank account. An instrument
identifier token can exist independently, or it can be associated with a payment instrument.

An instrument identifier token can also contain an associated network token.

Instrument identifier tokens are associated with these features:
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Card Art
TMS card art helps your customers select a card. See Card Art (on page 344).
Enrollable Network Tokens

TMS can enroll certain network tokens in an instrument identifier token to be used for
future payments. Future payments require only the instrument identifier token for the
payment information. The types of network tokens you can enroll into an instrument
identifier are tokens used for in-app payment methods such as:

* Android Pay
* Apple Pay

* Chase Pay

* Google Pay

* Samsung Pay

» Visa Click to Pay

See Create an Instrument Identifier for Enrollable Network Tokens (on page 248).
Push Provisioning

Push provisioning connects you with participating issuers to quickly provide
credentials to your customers. See Push Provisioning for Network Tokens (on page
339).

Related information
Manage Instrument Identifier Tokens (on page 243)
Payments with Instrument Identifier Tokens (on page 271)

Network Tokens

When a TMS token is used in a transaction, the TMS token is de-tokenized, and the PAN is sent to the
issuer for authorization. The primary account number (PAN) is still exchanged as the transaction is
processed. However, the PAN is removed from transaction processing and replaced with network
tokens, making the transaction more secure.

The network scheme generates network tokens. A token replaces customer card information in order
to ensure secure transactions. Network tokens are mapped to instrument identifier tokens. The

minimum card data required in order to request a network token is the PAN and the expiration date.

Using a network token has benefits:
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 Improved authorization rates for credentials-on-file (COF) and recurring payments.

* Real-time card information updates with life-cycle management. See Network Token Life-Cycle
Management (on page 72) for more information. When the customer's card details change,
you can receive the updated information automatically. See Manage Webhook Subscriptions
(on page 78) for more information on managing webhooks.

* Improved customer tracking through the payment account reference (PAR), which is a
consumer identifier that is less sensitive than the PAN. The PAR can be exchanged as the
transaction is processed.

Network tokens can be provided for merchants and partners.

Important: American Express does not support the payment facilitator (PayFac) model
for processing network tokens. Contact your American Express representative for more
information.

Related information

Payments with Network Tokens for Merchants (on page 297)

Manage Network Tokens for Partners (on page 305)

Manage Merchant-Initiated Transactions and Network Tokens (on page 301)
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Token Management Service Workflows

Tokenization workflows:

* PAN Tokenization Process Using TMS (on page 26)

* Network Token Tokenization Process (on page 27)
Network tokens workflows—merchant model:

* Network Token Provisioning—Merchant Model (on page 30)
* Network Token Authorizations (CIT)—Merchant Model (on page 33)

* Network Token Authorizations (MIT)—Merchant Model (on page 35)
Network tokens workflows—partner model:

* Network Token Onboarding—Partner Model (on page 69)
* Network Token Provisioning—Partner Model (on page 37)
* Network Token Authorizations (CIT)—Partner Model (on page 40)

* Network Token Authorizations (MIT)—Partner Model (on page 42)
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PAN Tokenization Process Using TMS

This workflow shows the tokenization process for TMS tokens.

PAN Tokenization Process with TMS

a h
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PAN jman a PAN o PAN PAN A
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Customer Merchant T™MS Payment Acquirer Payment Issuer
token  Gateway Network

. J

Network
PAN a token

—> Message through API Token Management
Service

1. The customer makes a purchase on the merchant's website using a PAN.
2. The merchant sends the PAN to the Cybersource gateway.

3. TMS creates a token for the merchant to store.

4. Cybersource detokenizes the TMS token when it is used in a transaction.

5. The detokenized PAN is exchanged across the payment ecosystem.
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Network Token Tokenization Process

This workflow shows the tokenization process for network tokens.

Network Token Tokenization Process

a B

Network Network
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—> Message through API Network Token
Provider
1. The customer makes a purchase on the merchant's website using a PAN.
2. The merchant sends the PAN to the gateway.
3. TMS creates a token.
4. TMS provisions a network token and links it to the TMS token.
5. The merchant stores the TMS token for subsequent transactions.

6. The network token and cryptogram are exchanged throughout the payment ecosystem.
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Push Provisioning Process

This workflow shows the process for push provisioning.

Push Provisioning Process
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—> Message through API

1. The customer logs in to their bank account and chooses a card and merchant.

2. The issuer sends the encrypted payment and user data to the network token provider.
3. The network token provider sends the encrypted payment and user data to the issuer.
4. The issuer invokes the merchant application with the token request push data.

5. The customer registers for a merchant account or logs into an existing account.
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6. You decrypt the push data.
7. You send a request to TMS to provision a network tokenized card.
8. TMS sends a request to the network token provider to provision the tokenized card.
9. The network token provider sends the provisioning response to TMS.
10. TMS sends you the TMS token along with the provisioning status.

11. Using the response sent from TMS, you send a request to TMS to retrieve the instrument
identifier token. See Retrieve an Instrument Identifier (on page 253).

12. TMS sends you the instrument identifier token.

13. You store the instrument identifier token for future transactions. Your designation as
a merchant or a partner determines how you use an instrument identifier token in an
authorization. For more information, see:

> Merchant: Authorize a Payment with an Instrument Identifier (on page 277)

o Partner: Retrieve Network Token Payment Credentials (on page 323)
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Network Token Provisioning for Merchants

This workflow shows the process of network token provisioning for merchants.
Network Token Provisioning for Merchants: Tokenizing PAN

5 o

=)

Customer Merchant Token Management Card Brand
Service
Customer Request Generate Generate
enters card _n% _°_> TMS token _a_>
data PAN PAN PAN
— Network token data
Store TMS :
Kl o | H:J
network H
Masked card # token flag TMS token, H
expiry, PAR,
~— and suffix
.
Store network
tokenflag | €7 crenooeeene
Notification
———

—> Message through API
---> Message through webhook

Tokenizing PAN

. The customer enters their card data and sends the PAN to the merchant.
. The merchant sends the PAN to Token Management Service.

. Token Management Service generates a TMS token and synchronously provisions a network
token from the card brand.

. Token Management Service sends the merchant the TMS token, expiration date, suffix, and
payment account reference (PAR).

. The merchant stores the TMS token ID and network token flag and sends the customer the
masked card number.
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Network Token Provisioning for Merchants: Cryptogram Retrieval

™ =’

Merchant Token Management Card Brand
Service

Cryptogram request

né [ Lookup network token ]

aé [ Generate cryptogram ]
L J TMS token

Token metadata

2 ~ il |
Decrypt and start ¢ ° e

authorization

L
=]

—> Message through API

Network token + cryptogram Cryptogram

Cryptogram Retrieval

1. The merchant requests the cryptogram using a TMS token from Token Management Service.

2. Token Management Service looks up the network token and sends the token metadata to the
card brand.

3. The card brand generates the cryptogram and sends it to Token Management Service.

4. Token Management Service sends the network token and cryptogram to the merchant.
5. The merchant uses the network token along with the cryptogram to start the authorization.

Network Token Provisioning for Merchants: PAR Retrieval

e

Merchant Token Management
Service
4 )\
Tokenretrieval S Lookup token +
n 7 retrieve PAR
L J TMS token

Store PAR ¢ a

N J PAR

L
=]

—> Message through API
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PAR Retrieval

1. The merchant retrieves the TMS token and sends to Token Management Service.
2. Token Management Service looks up the token and retrieves the PAR.
3. Token Management Service sends the PAR to the merchant.

4. The merchant stores the PAR.
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Network Token CIT for Merchants

This workflow shows a credentials-on-file (COF) authorization using a network token for a customer-
initiated transaction (CIT).

Network Token CIT Authorizations for Merchants

. o e =]

Customer Merchant Payment Processor Card Brand

Customer Submit Lookup
selects COF > authorization ™S > network token
using TMS token token

Request Generate
cryptogram cryptogram

Network token T |

+cryptogram Cryptogram
"
Acquirer
Decrypt and start
authorization a
Authorization Network token
result +cryptogram
+3-D Secure data
4
Process
A4

a authorization

Update order Authorization

customer

—> Message through API

1. The customer makes a purchase and selects COF.

2. The merchant submits an authorization to the payment processor using a TMS token.
3. The payment processor uses the TMS token to look up the network token.

4. The payment processor requests the cryptogram generated by the card brand.

5. The payment processor sends the network token, cryptogram, and 3-D Secure data to the
acquirer in the authorization request.
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6. The acquirer processes the authorization and sends the authorization result to the payment
processor.

7. The payment processor sends the authorization result to the merchant.

8. The merchant updates the order and advises the customer on how to proceed depending on
the authorization result.
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Network Token MIT for Merchants

This workflow shows a credentials-on-file (COF) authorization using a network token for a
merchant-initiated transaction (MIT).

Important: Before you can process a MIT, the customer must have previously made a
purchase and given consent for you to store their payment credentials.

Network Token MIT Authorizations for Merchants

8 =4 w i

Customer Merchant Payment Processor Acquirer

MIT event: Submit Lookup
authorization using _°_> network token
TMS token TMS
token
Network token

Request
—a_ authorization —a
Authorization
result

Network token
+MIT/COF
(transaction ID)

Process
n authorization

Provide Update systems Authorization
good/service — with transaction result

!
=]

—> Message through API

(1]
—

status

1. The merchant sends the TMS token to the payment processor.
2. The payment processor looks up the network token associated with the TMS token.

3. The payment processor sends the network token and MIT COF data to the acquirer in the
authorization request.

4. The acquirer processes the authorization and sends the authorization result to the payment
processor.
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5. The payment processor sends the authorization result to the merchant.
6. The merchant updates the system to reflect the status of the transaction.

7. The customer provides goods/service.
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Network Token Provisioning for Partners

This workflow shows the process of network token provisioning for partners.
Network Token Provisioning for Partners: Tokenizing PAN

s s

=)

Customer Merchant Token Management Card Brand
Service
Customer Request Generate Generate
enters card _nﬁ _°_> TMS token _a_>
data PAN PAN PAN
EEE— ; Network token data
Store TMS :
- R H:J
network H
Masked card # token flag TM$ token,
expiry, PAR,
— and suffix
)
Store network '
token flag Goneenes ToTTmTooTeees
Notification
| —

—> Message through API
---> Message through webhook

Tokenizing PAN

. The customer enters their card data and sends the PAN to the merchant.
. The merchant sends the PAN to Token Management Service.

. Token Management Service generates a TMS token and synchronously provisions a network
token from the card brand.

. Token Management Service sends the merchant the TMS token, expiration date, suffix, and
payment account reference (PAR).

. The merchant stores the TMS token ID and network token flag and sends the customer the
masked card number.
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Network Token Provisioning for Partners: Cryptogram Retrieval

&l =’

Merchant Token Management Card Brand
Service

Payment credentials
request

n% [ Lookup network token J

a% [ Generate cryptogram J
TMS token

Token metadata

0
{ Decrypt and start } ¢ ° a

authorization
Network token + cryptogram Cryptogram

U
=]

—> Message through API

Cryptogram Retrieval

1. The merchant requests the payment credentials using a TMS token from Token Management
Service.

2. Token Management Servicelooks up the network token and sends the token metadata to the
card brand.

3. The card brand generates the cryptogram and sends it to Token Management Service.

4. Token Management Service sends the network token and cryptogram to the merchant.

5. The merchant uses the network token along with the cryptogram to start the authorization.
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Network Token Provisioning for Partners: PAR Retrieval

o

Merchant Token Management
Service
' N\
Token retrieval Lookup token +
n 7 retrieve PAR
N\ J TMS token

Store PAR ¢ a

\ J PAR

L
=]

—> Message through API

PAR Retrieval

1. The merchant retrieves TMS token and sends it to Token Management Service.
2. Token Management Service looks up the token and retrieves the PAR.
3. Token Management Service sends the PAR to the merchant.

4. The merchant stores the PAR.
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Network Token CIT for Partners

This workflow shows a credentials-on-file (COF) authorization using a network token for a customer-
initiated transaction (CIT).

The workflow begins when the customer makes a purchase from the merchant and selects a COF
during payment.

Network Token CIT Authorizations for Partners

s o e =]

Customer Merchant Payment Processor Card Brand

Customer Request Lookup
selects COF > payment ™S network token

token

Request Generate
cryptogram E— cryptogram
Token

metadata

Decryptand | T
start ba Cryptogram

credentials

authorization

Network token -
+cryptogram I I I
l Acquirer
Network token + cryptogram

+3-D Secure a
Request Process
authorization 7 authorization

0—
5 Send authorization ‘

—> Message through API

N

Authorization result

1. The customer makes a purchase and selects COF.

2. The merchant requests the payment credentials and sends the TMS token to the payment
processor.

3. The payment processor uses the TMS token to look up the network token.

4. The payment processor requests the cryptogram generated by the card brand.

5. The payment processor sends the network token and cryptogram to the merchant.

6. The merchant uses the network token along with the cryptogram to start the authorization.
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7. The merchant sends the network token, cryptogram, and 3-D Secure data to the acquirer in the
authorization request.

8. The acquirer processes the authorization and sends the authorization result to the merchant.

9. The merchant sends the customer the authorization result from the acquirer.
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Network Token MIT for Partners

This workflow shows a credentials-on-file (COF) authorization using a network token for a
merchant-initiated transaction (MIT).

Important: Before you can process a MIT, the customer must have previously made a
purchase and given consent for you to store their payment credentials.

Network Token MIT Authorizations for Partners

8 =4 ji2; i

Customer Merchant Payment Processor Acquirer

Request Lookup
payment ™S > network token
credentials
token

Decrypt ha

network tokens

d

B Network token + a
Request MIT/COF transaction ID . Process
authorizations authorization

0—
2 Send authorization
Authorization result

Network token
+cryptogram

—> Message through API

1. The merchant requests the payment credentials and sends the TMS token to the payment
processor.

2. The payment processor uses the TMS token to look up the network token.
3. The payment processor sends the network token and cryptogram to the merchant.

4. The merchant uses the network token along with the cryptogram to start the authorization.
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5. The merchant sends the network token and MIT COF data to the acquirer in the authorization
request.

6. The acquirer processes the authorization and sends the authorization result to the merchant.

7. The merchant sends the customer the authorization result from the acquirer.
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Requesting the Token Management Service API

Before requesting the Token Management Service (TMS) API, you must already have a Business
Center account. If you do not, you can create an evaluation account.

Follow these steps to request the TMS API:

1. Authenticate to the API using either HTTP signature authentication or JSON Web Token (JWT)
authentication.

a. A Base64-encoded shared secret key is passed in the headers you generate for HTTP
signature authentication.

See Shared Secret Key Pair in Getting Started with the REST API for instructions.

b. A P12 Certificate is passed in the headers you generate for JWT authentication.

See Create a P12 Certificate in the Getting Started with the REST API for instructions.
2. Specify one of the following hosts in the URL:
a. Sandbox: POST https://apitest.cybersource.com
b. Production: POST https://api.cybersource.com
c. Production in India: POST https://api.in.cybersource.com/

3. Append the resource, such as, /tms/v2/customer to the host URL. For example, https://
api.cybersource.com/tms/v2/customer.

4. Pass your request using a HTTP GET, POST, PATCH or DELETE method as specified in each API
operation.

HTTP Response Headers

Response Header Possible Values Description

instrumentidentifier-created | true or false This value indicates whether a new
instrument identifier was created. For
example, you have never tokenized this
PAN or bank account, or an existing one was
returned.
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Related information
Getting Started with the REST API—Secure Communication Requirements

Case Sensitivity

Token IDs are not case sensitive. The following requests return the same resource:

GET /instrumentidentifiers/49C26351BF7D8765E05333B9d30AA9DB

GET /instrunmentidentifiers/49c26351bf 7d8765e05333b9d30aa9db

Important: Unlike the token ID in the request URL, all request fields are case sensitive.

List matching rules:
* Accept any case (web, WEB, WeB).
* Store the expected case (WEB).

* Return the expected case (WEB) metadata.

Metadata

Token type structures such as instrument identifiers and payment instruments contain a metadata
map that contains data about the creator.

A metadata map is returned for every token type in a response to an HTTP POST, GET, and PATCH
request.

Example: Metadata from a Response

"nmetadata": {
"creator": "m d1"

}
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Patching Considerations

Patching within TMS is based on JSON Merge Patch (RFC7396), in which changes follow the same
structure being modified as that of a POST request, rather than JavaScript Object Notation (JSON)
Patch (RFC6902), in which changes are expressed as a set of actions.

A PATCH request is different from a PUT request in that only the fields that must be changed need to
be provided in the request, and those changes are merged with the existing record.

Here are some rules to consider:
» When a field is to be removed, you can remove a field by entering a value of null.
» When a field is set to null, and it does not exist in the current record, it is ignored.

* You can remove groups of fields by setting the parent container to null.

Important: Array values are patched as a whole, so in the patch request, provide the final
value that is expected after the patch.

Patching Examples
Below are some use-case examples of patching rules.
Example: Updating Expiration Month and Year Values

You can get the existing values by sending a GET request to the payment instrument ID as shown
below:

GET /tms/vl/ paynentinstrunent/<i d>

The response is shown below:

" links": {
"self": {
"href": "https://api.cybersource.com tns/vl/ paynmentinstrunments/ 9000000000000
000002001"

}

} ’
"id": "9000000000000000002001",

"object": "paynentlnstrument",
"state": "ACTIVE",
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"card": {
"expirati onMonth": "09",
"expirationYear": "2017",
"type": "visa",
"issueNunber": "01"

" _enbedded": ({
"instrunentldentifier": {
"_links": {
"self": {
"href": "https://api.cybersource.conltns/vl/instrunmentidentifiers/ 900000
0000000000001001"

}
(¥
"id": "9000000000000000001001",
"object": "instrunentldentifier",
"state": "ACTI VE",
"card": {

"nunber": "411111XXXX11112"

To update just the card.expirationMonth and card.expirationYear fields, send the following PATCH
request:

PATCH /t s/ v1/ paymenti nstrunment/ <i d>

{

"card": {
"expirationMonth": "10",
"expirationYear": "2020"

}

}

You can see the new values by issuing another GET request to /tms/v1/paymentinstrument/<id>. The
response is shown below.

" links": {
"sel f": {
"href": "https://api.cybersource.comtns/vl/ paynmentinstrunments/ 9000000000000
000002001"

}
b
“id": "9000000000000000002001",
"object": "paynentlnstrunment",
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"state": "ACTIVE",

"card": {
"expirationMnth": "10",
"expirationYear": "2020",
"type": "visa",

"i ssueNumnber": "01"

}, " _enbedded": {

nstrunentldentifier": {

" links": {

"sel f": {
"href": "https://api.cybersource.comtns/vl/instrumentidentifiers/ 900000

0000000000001001"

}
(¥
"id": "9000000000000000001001",
"object": "instrunentldentifier",
"state": "ACTI VE",
"card": {

"nunber": "411111XXXX11112"

Example: Removing Card Issue Number (Single Field) and Buyer Information (Container)

First, send a GET request to /tms/v1/paymentinstrument/<id> to see the current values:

" links": {
"sel f": {
"href": "https://api.cybersource.comtns/vl/ paynentinstrunments/ 9000000000000
000002001"

}
l s
"id": "9000000000000000002001",
"object": "paynentlnstrunment",
"state": "ACTIVE",
"card": {
"expirationMonth": "09",
"expirationYear": "2017",
"type": "visa",
"issueNunmber": "01"
l s

"buyer | nformation": ({
"conpanyTaxl D': "12345",
"currency": "USD'

}
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" _enbedded": {
"instrunentldentifier": {

"_links": {
"self": {
"href": "https://api.cybersource.conltns/vl/instrunmentidentifiers/ 900000
0000000000001001"
}
}
"id": "9000000000000000001001",
"object": "instrunentldentifier",
"state": "ACTIVE",
"card": {
"number": "411111XXXX11112"
}

Then send a PATCH request to /tms/v1/paymentinstrument/<id> and include the following payload:

{
"card": {
"issueNunber": null
}
"buyer | nformation": null
}

The result can be seen in the next GET request to /tms/v1/paymentinstrument/<id>:

" links": {
"sel f": {
"href": "https://api.cybersource.comtns/vl/ paynmentinstrunments/ 9000000000000

000002001"

}
b
“id": "9000000000000000002001",
"object": "paynentlnstrument",
"state": "ACTIVE",
"card": {
"expirationhMnth": "09",
"expirationYear": "2017",
"type": "visa"
}
"_enbedded": {
"instrunentldentifier": {
" links": {
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"self": {

"href": "https://api.cybersource.conltns/vl/instrunmentidentifiers/ 900000
0000000000001001"

}
}
"id": "9000000000000000001001",
"object": "instrunentldentifier",
"state": "ACTIVE",
"card": {

"number": "411111XXXX11112"
}

Example: Patching an Array

Original value:

{
"a": |
{
"b": ,
d"
}
]
}
Patch payload:
{
"a'i |
{
gy
}
]
}

Final value:
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Pagination

Responses can indicate pagination if you include the limit and offset fields in your request.

Parameter Description

limit
Controls the maximum number of items that can be returned for a single
request. The default is 20; the maximum is 100.

If you set a limit greater than 100, the following error results:

Hitp Status: 400 Bad Request

Body
{
"errors": |
{
"type": "invalidParaneters",
"message": "lInvalid paraneter val ues",
"detail s": |
{
"name": "limt"
}
]
}

offset
Controls the starting point within the collection of results. Defaults to e.

Setting a zero offset retrieves the first item in the collection.

For example, if you have a collection of 15 items to be retrieved from a
resource, and you specify 1imit=5, you can retrieve the entire set of results
in three successive requests by varying the offset value: offset=0, offset=5,
and offset=10.

An offset greater than the number of results does not return an embedded
object.
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Pagination Response Header

Header Description

X-total-count Returns total records count regardless of pagination.

Pagination Response Body Fields

Field Description

"object":"collection" Shows that the response is a collection of objects.
"offset": 40 The offset parameter used in the request.
"limit": 20 The limit parameter used in the request.

"count": 20 The number of objects returned.

"total": 87 The total number of objects.
Examples

Pagination Example 1
This example shows a request for objects 41 to 60.

Request

GET https://api.cybersource.comtns/vl/instrumentidentifiers/5BAAD18F8091052CE0539
399D30AAB2F/ paynent i nst r unent s?of f set =40& i nmi t =20

For merchants in India, the Production endpoint is https://api.in.cybersource.com/

! Important:
* If you are on the first collection, the previous link would not be included.
* If you are on the last collection, the next link would not be included.
* All other links are always included. For example, if there was only one collection of
results, the URL for self, first, and last links would be the same.
Response
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"_links": {
"self": {
“href":

"https://api.cybersource.conftns/vl/instrunmentidentifiers/5BAADL8F8091052CE053939
9D30AAB2F/ paynent i nst runent s?of f set =40&1 i mi t =20"
b
"first": {
"href":
"https://api.cybersource.conltns/vl/instrunmentidentifiers/5BAADL8F8091052CE053939
9D30AAB2F/ paynent i nst r unent s?of f set =0&l i m t =20"
b
"prev": {
"href":
"https://api.cybersource.conltns/vl/instrunmentidentifiers/5BAADL8F8091052CE053939
9D30AAB2F/ paynent i nst runment s?of f set =20&l i mi t =20"
b
"next": {
"href":
"https://api.cybersource.conftns/vl/instrunmentidentifiers/5BAADL8F8091052CE053939
9D30AAB2F/ paynent i nst runment s?of f set =60&I i mi t =20"
b
"last": {
"href":
"https://api.cybersource.conltns/vl/instrunmentidentifiers/5BAADL8F8091052CE053939
9D30AAB2F/ paynent i nst runment s?of f set =80&l i mi t =20"

}
s
"object":"collection",
"of fset": 40
"limt": 20,
"count": 20
"total ": 87,
" enbedded": {
<array data>
}

Pagination Example 2 - Offset to Limit Relationship
This example shows a request for objects 3 to 6, from a total of 8 objects.

The example below shows the second collection of results and highlights that the previous page link
will not change the user’s original limit parameter value.

This means that the previous collection will contain objects 0-3, and therefore collection 1 and
collection 2 will both contain object 3.
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Request

CET https://api.cybersource.conmtns/vl/instrunmentidentifiers/5BAAD18F8091052CE0539
399D30AAB2F/ paynent i nst runent s?of f set =3& i ni t =4

Offset to Limit Relationship

ObjectO Object 2 Object3 [ Object 4 ] [ Object5 ] [ Object 6 ] Object 8

offset=0 limit=4 offset=3 limit=4 offset=7 limit=4

Response
{
" links": {
"self": {
"href":

"https://api.cybersource.comtns/vl/instrumentidentifiers/5BAAD1I8F8091052CE053939
9D30AAB2F/ paynent i nst runent s?of f set =3&l i m t =4"
H
"first": {
"href":
"https://api.cybersource.comtns/vl/instrunmentidentifiers/5BAAD1I8F8091052CE053939
9D30AAB2F/ paynent i nst runent s?of f set =0&l i m t =4"
H
"prev': {
"href":
"https://api.cybersource.comtns/vl/instrumentidentifiers/5BAAD1I8F8091052CE053939
9D30AAB2F/ paymnent i nst runent s?of f set =0&l i m t =4"
H
"next": {
"href":
"https://api.cybersource.comtns/vl/instrumentidentifiers/5BAAD1I8F8091052CE053939
9D30AAB2F/ paynent i nst runent s?of f set =7&l i m t =4"
H
"last": {
"href":
"https://api.cybersource.comtns/vl/instrumentidentifiers/5BAAD1I8F8091052CE053939
9D30AAB2F/ paymnent i nst runent s?of f set =7&l i m t =4"

}
H
"object":"collection",
"of fset": 3,
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"limt": 4,

"count": 4,
"total ": 8,
" _enbedded": {

<array data>
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Supported Processors

The processors listed below support customer and instrument identifier tokens, unless noted
otherwise.

Processor Payment Method

Visa Platform
Connect * Credit card—supports 0.00 pre-authorizations for Visa and Mastercard
cards.

* Credit card—supports 1.00 pre-authorizations for American Express,
Discover, Diners Club, and JCB card types.

* Debit card and prepaid card.

* Payouts.

Test Card Numbers

Use these test card numbers to provision and test TMS tokens and network tokens.

All of the test card numbers listed here are enabled for card art. For more information on card art,
see Card Art (on page 344).

Successful Network Token Provisioning

Use these test card numbers to provision network tokens. For Mastercard and Visa cards, replace

the X in the card number with 0. For Mastercard cards, you can use any future date for the expiration
date.

Test Card Numbers for Successful Network Token Provisioning

Card Brand Number Expiration Ccvv
Date

American Any Any Any

Express

Mastercard 512X342233150747  Any Any

Mastercard 512X343287499758 | Any Any

Mastercard 51203501XXX64594 | Any Any
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Test Card Numbers for Successful Network Token Provisioning

(continued)
Card Brand

Visa
Visa
Visa
Visa
Visa
Visa

Visa

Number

46229431231XX639
46229431231XX647
46229431231XX654
46229431231XX662
46229431231XX67X
46229431231XX688
46229431231XX696

Expiration
Date

12/26
12/26
12/26
12/26
12/26
12/26
12/26

Cvv

242
749
972
344
306
065
264

! Important: Once a network token has been successfully provisioned for one of the above
test PANs there is no way to delete the network token to further attempt successful

provisioning. Please be aware of this when testing.

Unsuccessful Network Token Provisioning

Use these test card numbers to test unsuccessful provisioning of network tokens.

For American Express cards, replace the X in the PAN with a 0. For Visa cards, replace the X in the
PAN with any number. You can use any future date for the expiration date.

Test Card Numbers for Unsuccessful Network Token Provisioning

Card Brand

American
Express

American
Express

American
Express

American
Express

Visa

Visa

PAN

370000000XXXX28

3700000000XXXX2

37000000XXXX119

370000000XXXX36

4000000011XXXXXX

4001770011XXXXXX

Expiration
Date

Any

Any

Any

Any

Any

Any

Cvv

Any

Any

Any

Any

Any

Any

Failure Reason

CARD_NOT_ELIGIBLE

DECLINED

SERVICE_UNAVAILABLE

CARD_NOT_ALLOWED

CARD_VERIFICATION_FAI

LED
CARD_NOT_ELIGIBLE
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Test Card Numbers for Unsuccessful Network Token Provisioning (continued)

Card Brand PAN Expiration CVV | Failure Reason

Date
Visa 4010057011XXXXXX | Any Any | CARD_NOT_ALLOWED
Visa 4010057022XXXXXX | Any Any | DECLINED
Visa 4020057022XXXXXX | Any Any | DECLINED
Visa 4010057033XXXXXX | Any Any | SERVICE_UNAVAILABLE
Visa 4020057033XXXXXX | Any Any | SERVICE_UNAVAILABLE
Visa 4010057044XXXXXX | Any Any | SYSTEM_ERROR
Visa 4020057044XXXXXX | Any Any | SYSTEM_ERROR
Visa 4020057055XXXXXX | Any Any | INVALID_REQUEST

Visa Token for Token

Use these Visa test card numbers to test token for token provisioning of network tokens. Replace the
X in the card number with any number and use any future date for the expiration date.

Test Card Numbers for Token for Token

Card Number Expiration CVV | Response

Brand Date

Mastercard | Any Any Any | SUCCESS

Visa 4000010011XXXXXX ' Any Any | CARD_VERIFICATION_FAI
LED

Visa 4000010022XXXXXX | Any Any  CARD_NOT_ELIGIBLE

Visa 4000010033XXXXXX ' Any Any | CARD_NOT_ALLOWED

Visa 4000010044XXXXXX | Any Any | SERVICE_UNAVAILABLE

Visa 4000010055XXXXXX | Any Any | SYSTEM_ERROR

Visa 4000010088XXXXXX ' Any Any | INVALID_REQUEST

Visa Push Provisioning

Use these Visa account reference ID numbers to test unsuccessful push provisioning of network
tokens. To successfully test token provisioning for Visa, you can use any 16-digit alphanumeric
account reference ID.
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Test Card Numbers for Push Provisioning

Card Account Reference ID Response

Brand

Visa Any Success

Visa aaaaac907033097c2ec91c3cea9d6d02 | cardVerificationFailed

Visa bbbbbc907033097c2ec91c3cea9d6d02 | cardNotEligible

Visa cccccc907033097c2ec91c3cea9d6d02 | cardNotAllowed

Visa dddddd907033097c2ec91c3cea9d6d02 | provisionDataExpired

Visa ffffff907033097c2ec91c3cea9d6d02 SERVICE_UNAVAILA
BLE

Visa ggggeg907033097c2ec91c3cea9d6d02 | SYSTEM_ERROR
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Token Management Service Onboarding

This section contains information necessary to onboard merchants and TMS vault management:

* Merchant ID Hierarchy (on page 60)

» Merchant ID Registration (on page 61)

* Portfolio MIDs for Partners (on page 61)
* Token Vault Management (on page 62)

» Message-Level Encryption Keys (on page 65)

Merchant ID Hierarchy

The Business Center is an online portal provisioned to partners and end merchants. This portal
can be used to onboard merchants, view transactional activity and generate and download reports
among other things.

There are two environments associated with the Business Center. Each has its own corresponding
URL in order to gain access to the Business Center for the relevant environment:

Test: https://businesscentertest.cybersource.com
Production: https://businesscenter.cybersource.com

In order to gain access to Business Center partners/merchants must be provisioned with an
Organization ID, otherwise known as a merchant ID (MID). There are multiple types of MIDs:

* Portfolio: This is typically a MID that is provisioned to partners. Portfolio MIDs enable
partners to onboard merchants into either a test or production environment.

* Merchant: This is a parent MID that can house multiple transactional MIDs. This will be
directly associated with the end merchant and will be created by the partner under the
portfolio MID. This MID will be attached to specific functionality such as the token vault (Token
Management Service vault).

* Transactional: This is a child MID. Each partner’s end merchant may have multiple
transactional MIDs. The transactional MID is typically used for processing into Token
Management Service, for example, to provision a network token via the Token Management
Service API. This will be directly associated with the partners end merchant and will be created
by the partner under the portfolio MID.
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Merchant ID Registration

A Cybersource MID is a unique value within Cybersource that you define during account registration.
Your MID identifies your merchant account and payment configuration within Cybersource systems.
You provide this identifier when you sign in to the Business Center and submit transactions to
Cybersource.

Multiple MIDs can be configured for various token types. You receive the instrument identifier token
regardless of your account’s token type. Reasons for multiple MIDs include:

* You have multiple processors.

* Point-of-sale terminals have unique MIDs, which are usually configured for the PAN-only
instrument identifier token.

When you have multiple MIDs, you can set up one token vault to which all of your MIDs have access
or set up multiple vaults to limit access to tokens. See Token Vault Management (on page 62) for
more information on setting up and managing your token vault.

Create an Evaluation Account

To create an evaluation account, visit the Business Center Evaluation Account Sign-Up page.

To complete the registration process, follow the email instructions that you received to activate your
merchant account, and log in to the Business Center.

Send your merchantID to TMS representative supporting you with integration to create a vault and
enable Token Management Service with network tokens.

Portfolio MIDs for Partners

Partners will need to onboard merchants using a portfolio MID. To create a portfolio MID, contact
Cybersource support. For information about creating a portfolio MID, visit the Support Center:

http://support.visaacceptance.com

Customer support will respond with a questionnaire. The below information will need to be
completed:

* Organization ID: Portfolio MID name
* Environment: Test and Production

* Business information: The business name and address

Token Management Service | Token Management Service Onboarding | 61


https://www.cybersource.com/register/
https://www.cybersource.com/register/
http://support.visaacceptance.com

* Business contact: The contact that receives an email registration link to gain access to
Business Center through the portfolio MID.

» Technical contact: The contact that receives automatically generated notifications, such as
product updates, as well as non-urgent notifications.

* Emergency contact: The contact that receives urgent messages such as service outage
notifications

* Merchant notifications: This will send a welcome email to the business contact associated
with the end merchant.

* Processing information: Not applicable.
* Product information: TMS only
 Customer Support: Not applicable.

* Branding: Not applicable.

Token Vault Management

Token vaults are where merchants store their customer and payment data. A Business Center
internal user can enable the TMS vault.

Vaults are assigned to an owner, and all data within the vault belongs to the owner. You can grant
permission to individual MIDs to create, retrieve, update, and delete tokens within a vault. Created
tokens belong to the owner of the vault, not the creator of the token. If you remove a MID from a
vault, it can no longer access any tokens within that vault, including tokens created under that MID.

Important: It is not currently possible to merge vaults, so ensure that merchants are set up
with the correct vault by creating a new vault or granting access to an existing vault.

Configure the Token Vault Settings Using the Business Center

Follow these steps to configure your merchant token vault settings:

1. Log in to the Business Center test environment or production environment.
o Test: https://businesscentertest.cybersource.com

o Production: https://businesscenter.cybersource.com

2. In the left navigation panel, click the Token Management icon ().
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3. Click Vault Management New. The Vault Management page appears.
4. From the Vault Owner drop-down list, select the vault owner.
5. In the Details column, click Vault Settings. The Edit Vault page appears.

6. Click Edit.
A dialog box appears with a message to warn you that changing your vault settings could result
in your merchants being unable to access tokens, which could result in failing transactions.
Click Yes if you want to continue.

7. Enter the vault name, supported payment methods, supported token types and formats, card
number masking format, payment instrument storing configuration, and the webhook URL.
For each token type, you can choose from these token formats:

o 32 Character Hex
o 22 Digits
° 19 Digits Luhn Check Passing

o 16 Digits Luhn Check Passing

¢« Important: Account Updater is incompatible with instrument identifier tokens in the
22-digit format.

8. Click SAVE.

9. To return to the vault management page, click VAULT MANAGEMENT.

Configure the Token Vault Access Using the Business Center

Follow these steps to configure your merchant token vault access settings:

1. Log in to the Business Center test environment or production environment.
o Test: https://businesscentertest.cybersource.com

o Production: https://businesscenter.cybersource.com

2. In the left navigation panel, click the Token Management icon ().
3. Click Vault Management New. The Vault Management page appears.
4. Select the vault owner that you want to configure from the Vault Owner drop-down list.

5. In the Details column, click Access Settings. The MID Access page appears.
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6. Check the box for the vault settings you want to enable for each merchant you want to
configure:

> Visa Token

> Mastercard Token
o Card Unmasked

o Create

o Update

o Retrieve

7. Click Submit to save your settings.

Configure Network Tokenization Using the Business Center

Follow these steps to configure a merchant token vault network tokenization settings:

1. Log in to the Business Center test environment or production environment.
o Test: https://businesscentertest.cybersource.com

o Production: https://businesscenter.cybersource.com

2. In the left navigation panel, click the Token Management icon ().

3. Click Vault Management New. The Vault Management page appears.

4. Select the vault owner that you want to configure from the Vault Owner drop-down list.

5. In the Details column, click Network Tokenization. The Network Tokenization page appears.

6. On the VISA tab, switch the Enroll to VISA Token Services button to On to enable Visa token
services.
The required business information for the merchant information will be populated:

o Merchant name
o Website URL
o Country code

7. Click Manage Details.
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a. Check Enable Visa Token Provisioning to enable Visa network token provisioning.

b. Check Enable Visa Token Transactions to enable Visa transaction processing using
network tokens.

8. On the MASTERCARD tab, switch the Enroll to MASTERCARD Token Services button to On to
enable Visa token services.

9. Click Manage Details.

a. Check Enable Mastercard Token Provisioning to enable Mastercard network token
provisioning.

b. Check Enable Mastercard Token Transactions to enable Mastercard transaction
processing using network tokens.

10. Enter the token requestor ID (TRID) information:
o TRID (Visa and Mastercard)
o Relationship Id (Visa only)

11. Click Submit to save your settings.

Message-Level Encryption Keys

You must use message-level encryption (MLE) in order for personally identifiable information, such
as payment information, to be returned unmasked by TMS. You must create an MLE security key
for your Cybersource merchant account in the Business Center before a TMS response can return
unmasked payment information using MLE.

MLE keys can be created at the portfolio and transacting levels of an organization. You must create
an MLE key at the portfolio level of an organization if you want to use a single MLE key for the
encryption and decryption of payment information for multiple merchants. To do so, you must log in
to the Business Center using your portfolio credentials and ensure that the MLE key is generated for
your organization.

MLE keys expire after 3 years.

Security keys can be used to make any request, including payments. Treat your security keys as you
would any secure password.

You must use separate keys for the test and production environments.
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Prerequisite
You must have a tool such as OpenSSL installed on your system.

To create an MLE key, you must first extract a public key. You can use a tool such as OpenSSL to
extract the key:

openssl genrsa -out private.pem 2048 && openssl rsa -in private. pem -outform PEM
- pubout -out public.pem

For information creating an MLE key, see Creating a Message-Level Encryption Key (on page 67).
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Creating a Message-Level Encryption Key

Follow these steps to create a message-level encryption key:
1. Log in to the Business Center:
https://businesscentertest.cybersource.com

2. On the left navigation panel, choose @Payment Configuration > Key Management.

3. Click + Generate Key.

Key Management n—p

* = Required
Search Filters .
Key Type Created At

REST-Shared Secret v ‘ Last 6 Months (GMT) v ‘ (®) Aqd fiiter

Applied Filters: Key Type: REST-Shared Secret, Created At: Last 6 Months (GMT)

Reset search

The Create Key page appears.

4. Select Message-Level Encryption and click Generate Key.

Message-Level Encryption
Select this to provide your public key for services that require Message-Level Encryption.

@ }Message—LeveI Encryption
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Generate key

5. Enter the public key value into the text field, and click Create Key.

Message-Level Encryption

* = Required

Key Configuration
To add a new Message Level Encryption (MLE) key enter your public key in Base64 format below
excluding any header and footer (----- BEGIN/END PUBLIC KEY-==-~ ). Once submitted the key

will need to be activated before it can be used.

MLE Public Key Value *
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Network Tokenization

This section contains information on network tokenization:

* Network Token Enablement (on page 69)
* Network Token Onboarding—Partner Model (on page 69)

*» Token Requestor IDs (on page 75)

Network Token Enablement

Network token enablement is currently a manual process and requires a request to be sent to
Cybersource support. For more information about network token enablement, visit the Support
Center:

http://support.visaacceptance.com

! Important: Before sending the request, you must ensure that the merchant/parent MID has
been created and the TMS product is enabled.

Network Token Onboarding—Partner Model

This workflow shows the merchant onboarding process.

The workflow begins when the partner creates a merchant profile on the Cybersource platform using
TMS templates.
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Network Token Onboarding for Partners

4 o= =)

Gateway Partner Card Brand

for TMS Give access to using TMS templates
boarding API

Set up templates _— { Create merchant

l Submit request through API

{ Create merchant based S {Provide details to enable

on APl request Confirm network tokenization
boarding success

l Submit email to Support

Verify request and Complete registration

7

generate boarding Submit request to scheme process
request
l Respond with confirmation + TRID
Complete registration Complete merchant
process Update on setup
completion

!
=]

—> Message through API

1. The gateway sets up templates for TMS.
2. partner creates merchant profile using TMS templates.
3. The partner submits a request to Cybersource via APL

4. Cybersource creates a merchant based on the API request and confirms boarding success with
partner.

5. The partner provides merchant details via email to enable network tokenization and submits
email to Cybersource support.

6. Cybersource verifies the request, generates the onboarding request, and sends the request to
the card brand.
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7. The card brand completes the registration process and responds to Cybersource with the
confirmation and token requestor ID (TRID).

8. Cybersource notifies the partner that onboarding is complete.

9. The partner completes merchant setup.
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Network Token Life-Cycle Management

Life-cycle management is a key feature of credentials-on-file (COF) network tokenization. Issuers can
keep COF network tokens updated as changes are made to their cardholders' accounts. TMS notifies
you in real time when updates are made to a card represented by the COF network token in your TMS
vault. Issuers push the life-cycle management updates either in real time or via a batch process to the
card brands. Life-cycle updates and timelines will vary by issuer based on their update process. For
example, TMS notifies you when a card becomes inactive.

There are three distinct types of life-cycle management events:

* COF token status changes. Token statuses are:

o ACTIVE: The account and network token are active and in good standing.

When COF network tokens are active, merchants can process transactions according to
their COF agreement.

o

DELETED: This is the final state for a network token. A network token can be deleted when
the account is closed or on cardholder instruction.

Merchants must request a new credential from the cardholder.

o

EXPIRED: This is a temporary status for COF network tokens where the token has passed
its expiration date. This is not a status that results from a life-cycle management update.

Cybersource does not process transactions with network tokens that have an EXPIRED
status and merchants should not send transactions with network tokens that have an
EXPIRED status. When the network token status is EXPIRED, there should be a life-cycle
management notification to update the status of the token, or the merchant can submit a
re-provision.

o

SUSPENDED: This status is temporary for COF network tokens and can change to ACTIVE

or DELETED. Merchants should not send authorizations on suspended tokens. However,
these tokens can be re-activated by the issuer later. Suspended COF network token events
are usually triggered according to cardholder instruction or flagged by the issuer for
suspected fraudulent activity. When the status changes from SUSPENDED to ACTIVE or
DELETED, a merchant receives a life-cycle management update.

Merchants can proactively contact a cardholder to update the credential or have them
contact the issuer to reactivate the credential.

» PAN updates to the COF network token:
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o NEW PAYMENT ACCOUNT EXPIRY: A new expiration date has been provided by the issuer
associated with the PAN.

Merchants can retrieve the new expiration date and store it in their cardholder records.
o NEW PAYMENT ACCOUNT NUMBER: A new PAN has been provisioned for the network token.

Merchants can retrieve the new PAN suffix (last four digits) and the new expiration date
to store in their cardholder records.

* Life-cycle management reason values:
o CARD_UPDATED: The card expiration date or last four digits have been updated.
o METADATA_UPDATE: The card metadata has been updated.

> PROVISIONED: A network token has been provisioned. This reason value is only available
when the eventType is set to tms.networktoken.provisioned. For more information, see
Manage Webhook Subscriptions (on page 78).

> TOKEN_STATUS_UPDATE: The network token status has been updated.

o TOKEN_UPDATED: The token expiration date has been updated.

REST Examples: Life-Cycle Management Notifications

Network Token Enrollment Notification

{
"event Type": "tmns.networ kt oken. provi si oned",
"webhookl d": "261d2616- xxxx- 9ba8- q3456- 8b588d0a5f 2a",
"productld": "tokenManagenent",
"organi zationld": "md",

"event Date": "2025-02-24T16: 46: 27",
"transactionTracel d": "234234234234234c14e374c2b5a31e26c4316f 0dc-0",
"retryNunber": O,
"payl oad": {
"data": {

"reason": "PROVI S| ONED",

"id": "2EE7067B2F015632E0631E588E0A1987",

"type": "tokeni zedCar dEnrol | nents",

"version": "1.0",
" links": {
"t okeni zed-cards": |
{
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"href": "/tms/v2/tokenized-cards/2E8B371F931C4B9BE0631D588D0AF123",
"id": "2E8B371F931C4B9BE0631D588D0AF123",
"state": "ACTI VE"

}
1
"instrunmentldentifiers": [
{
“href": "/tms/vl/instrunentidentifiers/7045450003485829123",
"id": "7045450003485829870"
}
]
}
}
"organi zationld": "mid"

H
"request Type": "NEW

}

Network Token Update Notification

{
"event Type": "tns. networkt oken. updat ed",
"webhookl d": "261d2616- xxxx- 9ba8- q3456- 8b588d0a5f 2a",
"productld": "tokenManagenent",
"organi zationld": "md",

"event Date": "2025-02-24T16: 46: 27",
"transactionTracel d": "234234234234234c14e374c2b5a31e26c¢4316f 0dc-0",
"retryNunber": 0,
"payl oad": {
"data": {
"reason": "TOKEN_STATUS UPDATED",
"id": "2EE7067B2F015632E0631E588E0A1987",
"type": "tokeni zedCar dUpdat es",

"version": "1.0",
" links": {
"t okeni zed-cards": |
{

“href": "/tms/v2/tokenized-cards/2E8B371F931C4B9BE0631D588D0AF123",
"id": "2E8B371F931C4B9BE0631D588D0AF123",
"state": "DELETED

}
Il
"instrunentldentifiers": [
{
"href": "/tms/vl/instrunmentidentifiers/7045450003485829123",
"id": "7045450003485829870"
}
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]
}
H

"organi zationld": "mid"

H
"request Type": " NEW

}

Network Token Life-Cycle Management Reports

You can generate reports that contain Life-Cycle Management events for Network Tokens.
These reports include network token-related fields that are updated as a result of the Life-Cycle
Management events sent to the Token Management Service.

For more information about how to generate these reports in the Business Center, see the Reporting
User Guide.

For more information about how to generate these reports using the Reporting API, see the Reporting
API.

The Reporting User Guide and the Reporting Developer Guide contain these relevant topics:
* Downloading Available Reports
* Creating Custom Reports

* Subscribing to Standard Reports

* Fields and Descriptions for Downloadable Reports

Token Requestor IDs

A token requestor ID (TRID) is a unique identifier that entities such as merchants use to request
network tokens from token providers. Having a TRID is a prerequisite for enabling network
tokenization.

Each entity must register with the token provider to get a TRID. Contact a Cybersource
representative to enroll a merchant as a token requestor.
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Visa and Mastercard TRIDs

An internal user can enroll a merchant as a VISA or Mastercard token requestor through the Business
Center.

Follow these steps to enroll a merchant as a token requestor in the Business Center:

1. Navigate to Token Management.

2. Click Vault Management.

3. Use the Vault Owner filter to search for the merchant account that has TMS enabled.

4. Choose the merchant account to view the TMS vaults that are configured for the merchant.
5. Click Network Tokenization.

6. Click Enroll to VISA/Mastercard token services.

7. Enter the required information for each card type:
Mastercard
Business entity name
Visa

Merchant name
Merchant website URL
Merchant country code

8. Click Onboard with Acquirer ID.

9. Enter the required information:
Acquirer ID
Set the value to 40010052242. It is a static acquirer ID that is used for TMS.
Acquirer Merchant ID

Enter your organization ID.

10. Click Enroll to Network Token Services to complete enrollment.

When the enrollment is submitted, the relationship ID and token requestor ID appear on the page for
Visa Token Service (VTS) and the token requestor ID appears for Mastercard.

In order to request a TRID from the token provider, Cybersource uses merchant business details

already stored. If any of the details are not present, a dialog form should appear prompting you to
complete the missing information.
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American Express TRIDs

Enrollment as a token requestor for American Express is a manual process. Contact your
Cybersource representative to request the TRID for American Express.

Allow 2 to 3 days for the completion of your request.

¢ Important: Service establishment (SE) Numbers are required in order to process
American Express card transactions.
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Manage Webhook Subscriptions

This section contains information on creating, retrieving, and updating webhook subscriptions. You
can create, retrieve, update, or delete notification subscriptions for various events by submitting
an HTTP POST, GET, PATCH, or DELETE request to the notification-subscriptions/v1/webhooks
endpoint. Use the webhooks REST API to:

* Create Keys for Digital Signature (on page 80)

* Create Webhook Subscription (on page 82)

* Retrieve Webhook Subscription Details (on page 85)
» Update Webhook Subscription (on page 87)

* Delete Webhook Subscription (on page 89)

When you send an API request to create a webhooks subscription, you must include the product and
its associated events to which you are subscribing.

You can create webhooks subscriptions for these Token Management Service network token events:

Token Management Service
Product ID Event Types Description

tokenManagement tms.networktoken.updated Notifies you
of a network
token's change
in expiration
date or status
(suspend, resume,
or deactivate).

tms.networktoken.provisioned Notifies you when
a network token
provision for
an instrument
identifier
token has been
successful.
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Example: Product and Network Token Events in a Webhook Subscription

“product | d": "tokenManagenent",
"event Types": [
"t nms. net wor kt oken. provi si oned",
"t ms. net wor kt oken. updat ed"

For more info, see the Webhooks Developer Guide .
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Create Keys for Digital Signature

This section shows you how to create keys for digital signature.

Endpoint
Test: POST https://apitest.cybersource.com/kms/egress/v2/keys-sym
Production: POST https://api.cybersource.com/kms/egress/v2/keys-sym

Production in India: POST https://api.in.cybersource.com/kms/egress/v2/keys-sym

Required Fields for Creating Keys for Digital Signature
clientRequestAction
keyInformation.provider
keyInformation.tenant
keyInformation.keyType

keyInformation.organizationld

REST Example: Creating Keys for Digital Signature

Request

"client Request Acti on": " CREATE",
"keyl nformation": ({

“provider": "nrtd",

"tenant": "testrest",
"keyType": "sharedSecret",
"organi zationld": "testrest"
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Response to a Successful Request

"subm t Ti meUt c": "2023-02-10T21: 26: 582",
"status": "SUCCESS',
"keyl nformation": {
“provider": "nrtd",
"tenant": "testrest",
"organi zationld": "testrest",
"keyld": "f4602849-1466-7937-e053- 5a588d0ac970",
"key": "CWK8MHIbH dt 74kft | P/ +0t TGBOWe+SVWkS7qXj i VIJA=",
"keyType": "sharedSecret",
"status": "active",
"expirationDate": "2026-02-09T21: 26: 582"
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Create Webhook Subscription

This section shows you how to create a webhook subscription.

! Important: You must set the organizationld field value to that of the TMS vault owner.
To receive life-cycle management notifications for network tokens that are created by
transacting merchant [Ds (MIDs) under that TMS vault, you must set the scope of the field
value to descendants.

Endpoint

Test: POST https://apitest.cybersource.com/notification-subscriptions/vl/webhooks
Production: POST https://api.cybersource.com/notification-subscriptions/v1/webhooks

Production in India: POST https://api.in.cybersource.com/notification-subscriptions/
v1l/webhooks

Required Fields for Creating Webhook Subscription
clientRequestAction
keyInformation.provider

keyInformation.tenant
The value must be set to nrtd.

keyInformation.keyType
keyInformation.organizationld

keyInformation.expiryDuration

REST Example: Creating a Webhook Subscription
Request

"organi zation": {"organi zationld": "TMsVaul t OmerO gl D'},
"product”: {"productld": "tokenManagenent"},
"webhook" : {
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"webhookl d": "e33b4ff 7-f94a-2de4- e053- a2588e0a0403",

"webhookUrl": "https://URL",

"createdOn": "2021-12-15 23:46: 00. 053",

"event Types": [
{"nanme": "tns.networktoken. provi si oned"},
{"nanme": "tns.networktoken. updat ed"}

1

"status": "ACTIVE",

"retryPolicy": {

"al gorithm': "ARI THVETIC',
"firstRetry": 5,

"interval": 5,

"number Of Retries": 4,
"deacti vateFl ag": fal se,
"repeat SequenceCount": 4,
"repeat SequenceVWai t Ti me": 5

}
"securityPolicy": [ {
"di gi tal Si gnat ur eEnabl ed": "yes",
"proxyType": "external",
"security id": "cO05cc30a-ce9b-487f - be38- 65ab5977b5bc"
"security_type": "key"
}H
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Response to a Successful Request

{
"organi zationld": "TMsVaul t Omer Orgl D',
"productld": "term nal Managenent",
"event Types": |
"t ms. net wor kt oken. provi si oned",
"t ms. net wor kt oken. updat ed"
1,
"webhookl d": "e33b4ff7-f94a-2de4- e053- a2588e0a0403"
"webhookUrl": "https://NewURL",
"heal t hCheckUrl": "https://URL"
"createdOn": "2022-07-07 17:24:05.116"
"status": "ACTIVE",
"retryPolicy": {
"algorithnt: "ARI THVETIC',
"firstRetry": 1,
"interval ": 1,
"nunberOf Retries": 3,
"deactivateFl ag": false
"repeat SequenceCount": O,
"repeat SequenceVWai t Ti ne": 0
s

"securityPolicy": {
"securityType": "KEY",
"proxyType": "external"

"di gital Si gnatureEnabl ed": "yes"

1

"version": "3",

"deliveryType": "nrtdCentral"

"notificationScope": "DESCENDANTS"
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Retrieve Webhook Subscription Details

This section shows you how to retrieve webhook subscription details.

Endpoint
Test: GET https://apitest.cybersource.com/notification-subscriptions/vil/webhooks/{webhookID}

Production: GET https://api.cybersource.com/notification-subscriptions/vi1/webhooks/
{webhookID}

Production in India: GET https://api.in.cybersource.com/notification-subscriptions/
v1l/webhooks/{webhookID}

Required Field for Retrieving Webhook Subscription Details

webhookID
Include the ID of the webhook you would like to update.

REST Example: Retrieving Webhook Subscription Details

Request

CGET https://apitest.cybersource.com notification-subscriptions/vl/ webhooks/e33b4ff
7-f94a- 2de4- e053- a2588e0a0403
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Response to a Successful Request

{
"organi zationld": "testrest",
"“productld": "tokenManagenent",
"event Types": |
"t ms. net wor kt oken. provi si oned",
"t ms. net wor kt oken. updat ed"
1,
"webhookl d": "e33b4ff7-f94a-2de4- e053- a2588e0a0403"
"webhookUrl": "https://URL",
"heal t hCheckUrl": "https://jURL",
"createdOn": "2022-07-07 17:24:05.116"
"status": "ACTIVE",
"retryPolicy": {
"algorithnt: "ARI THVETIC',
"firstRetry": 1,
"interval ": 1,
"nunberOf Retries": 3,
"deactivateFl ag": false
"repeat SequenceCount": O,
"repeat SequenceVWai t Ti ne": 0
s

"securityPolicy": {
"securityType": "KEY",
"proxyType": "external"

"di gital Si gnatureEnabl ed": "yes"

1

"version": "3",

"deliveryType": "nrtdCentral"

"notificationScope": "DESCENDANTS"
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Update Webhook Subscription

This section shows you how to update a webhook subscription.

Endpoint
Test: PATCH https://apitest.cybersource.com/notification-subscriptions/vil/webhooks/{webhookID}

Production: PATCH https://api.cybersource.com/notification-subscriptions/v1/webhooks/
{webhookID}

Production in India: PATCH https://api.in.cybersource.com/notification-subscriptions/
v1l/webhooks/{webhookID}

Required Field for Updating Webhook Subscription

webhookID
Include the ID of the webhook you would like to update.

REST Example: Updating Webhook Subscriptions

Request
{
"description": "Update to nmy sanpl e webhook",
"organi zationld": "testrest",
“product 1 d": "termn nal Managenment ",
"webhookUr | ": "https://NewURL"
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Response to a Successful Request

{
"organi zationld": "testrest",
"productld": "term nal Managenent",
"event Types": |
"t ms. net wor kt oken. provi si oned",
"t ms. net wor kt oken. updat ed"
1,
"webhookl d": "e33b4ff7-f94a-2de4- e053- a2588e0a0403"
"webhookUrl": "https://NewURL",
"heal t hCheckUrl": "https://URL"
"createdOn": "2022-07-07 17:24:05.116"
"status": "ACTIVE",
"retryPolicy": {
"algorithnt: "ARI THVETIC',
"firstRetry": 1,
"interval ": 1,
"nunberOf Retries": 3,
"deactivateFl ag": false
"repeat SequenceCount": O,
"repeat SequenceVWai t Ti ne": 0
s

"securityPolicy": {
"securityType": "KEY",
"proxyType": "external"

"di gital Si gnatureEnabl ed": "yes"

1

"version": "3",

"deliveryType": "nrtdCentral"

"notificationScope": "DESCENDANTS"
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Delete Webhook Subscription

This section shows you how to delete a webhook subscription.

Endpoint

Test: DELETE https://apitest.cybersource.com/notification-subscriptions/v1/webhooks/
{webhookID}

Production: DELETE https://api.cybersource.com/notification-subscriptions/v1/webhooks/
{webhookID}

Production in India: DELETE https://api.in.cybersource.com/notification-subscriptions/
v1l/webhooks/{webhookID}

Required Field for Deleting a Webhook Subscription

webhookID
Include the ID of the webhook you would like to update.

REST Example: Deleting a Webhook Subscription

Request

DELETE https://apitest.cybersource.con notification-subscriptions/vl/ webhooks/{{tm
s-webhook-i d} }
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Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).
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Customer Tokens

The customer token contains data about the merchant's customer including email address, customer
ID, shipping address (stored in a token), and other related fields.

Related information
Manage Customer Tokens (on page 917)
Payments with Customer Tokens (on page 109)

Manage Customer Tokens

This section contains information on managing customer tokens.

The customer token represents customer-related information including details for a payment card
or electronic check, billing address, shipping address, and merchant defined data. You can create,
retrieve, update, or delete a customer by submitting an HTTP POST, GET, PATCH, or DELETE operation to
the tms/v2/customers endpoint. Use the TMS REST API to:

* Create a customer token (on page 92)
* Retrieve a customer token (on page 95)
* Update a customer's information (on page 97)

* Delete a customer token (on page 99)

For more information on customer tokens, see Customer Tokens (on page 22).
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Create a Customer

This section shows you how to create a customer token with no payment details.

Endpoint
Test: POST https://apitest.cybersource.com/tms/v2/customers
Production: POST https://api.cybersource.com/tms/v2/customers

Production in India: POST https://api.in.cybersource.com/tms/v2/customers

Required Fields for Creating a Customer

You can include any of the following fields in the body of the request:

buyerInformation.merchantCustomerID
buyerInformation.email
clientReferencelnformation.code
merchantDefinedInformation.name

merchantDefinedInformation.value

Related Information

» API Field Reference for the REST API

REST Example: Creating a Customer

Request

{

"buyer | nformation": ({
“mer chant Custoner | D': "Your customer identifier",
"email": "test@ybs. cont

s

"clientReferencel nformation": {
"code": "123456"
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H

"mer chant Def i nedl nf ormati on": [

{

nane": "datal",
"val ue": "Your custoner data"
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Response to a Successful Request

{
" links": {
"sel f": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}1
"paynent | nstrunents": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s"
}1
"shi ppi ngAddr esses": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses™
}
}1
"id": "F2F3ADA770102B51E053A2598D0A9078"
"buyer | nformation": ({
“mer chant Custoner I D': "Your customer identifier",
"email": "test@ybs. cont
}1
"clientReferencel nformation": {
"code": "TC50171_3"
}1
"mer chant Def i nedl nf ormati on": [
{
"nane": "datal",
"val ue": "Your customer data"
}
]1
"metadata": {
"creator": "testrest"
}
}
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Retrieve a Customer

This section shows you how to retrieve a customer token.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}
Production in India: GET https://api.in.cybersource.com/tms/v2/customers/{customerTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

REST Example: Retrieving a Customer

Request

CGET https://apitest.cybersource.comtnms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9
078
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Response to a Successful Request

{
" links": {
"sel f": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}1
"paynent | nstrunents": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s"
}1
"shi ppi ngAddr esses": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses™
}
}1
"id": "F2F3ADA770102B51E053A2598D0A9078"
"buyer | nformation": ({
“mer chant Custoner I D': "Your customer identifier",
"email": "test@ybs. cont
}1
"clientReferencel nformation": {
"code": "TC50171_3"
}1
"mer chant Def i nedl nf ormati on": [
{
"nane": "datal",
"val ue": "Your customer data"
}
]1
"metadata": {
"creator": "testrest"
}
}
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Update a Customer

This section shows you how to update a customer token.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}

Production: PATCH https://api.cybersource.com/tms/v2/customers/{customerTokenId}
Production in India: PATCH https://api.in.cybersource.com/tms/v2/customers/{customerTokenId}
The {customerTokenId} is the customer token ID returned in the id field when you created the

customer token. For more information, see Create a Customer (on page 92). Include only the fields
you want to add or update in the request.

Optional Fields for Updating a Customer

You can include any of the following fields in the body of the request:

buyerInformation.merchantCustomerID
buyerInformation.email
clientReferencelnformation.code
merchantDefinedInformation.name

merchantDefinedInformation.value

Related Information

» API Field Reference for the REST API

REST Example: Updating a Customer
Request

PATCH https://apitest.cybersource.conitns/v2/ customnmers/F2F3ADA770102B51E053A2598D0
A9078
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Response to a Successful Request

{
" links": {
"sel f": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}1
"paynent | nstrunents": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s"
}1
"shi ppi ngAddr esses": {
“href":
"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses™
}
}1
"id": "F2F3ADA770102B51E053A2598D0A9078"
"buyer | nformation": ({
“mer chant Custoner I D': "Your customer identifier",
"email": "test@ybs. cont
}1
"clientReferencel nformation": {
"code": "TC50171_3"
}1
"mer chant Def i nedl nf ormati on": [
{
"nane": "datal",
"val ue": "Your customer data"
}
]1
"metadata": {
"creator": "testrest"
}
}
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Delete a Customer

This section shows you how to delete a customer token.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}

Production: DELETE https://api.cybersource.com/tms/v2/customers/{customerTokenId}
Production in India: DELETE https://api.in.cybersource.com/tms/v2/customers/{customerTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Required Fields for Deleting a Customer Token

customerTokenld

Include the ID of the customer token you want to retrieve in the URL path.
Related Information
* API Field Reference for the REST API
REST Example: Deleting a Customer

Request

DELETE https://apitest.cybersource.con tns/v2/ custoners/ F2F3ADA770102B51E053A2598D
0A9078
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Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).
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Retrieve a Customer's Default Payment with an Unmasked Card
Number

This section shows you how to retrieve a customer's default payment with an unmasked card
number.

Important: To retrieve unmasked payment details, you must ensure that your MLE key
pair and your token vault are configured correctly. For more information on MLE keys, see
Message-Level Encryption Keys (on page 65). For more information on token vaults, see
Token Vault Management (on page 62). If necessary, contact your Cybersource account
manager or customer support.

The response is BASE 64-encoded JSON web encryption (JWE) token. The decoded JWE has these
elements:

{ "alg": "RSA-QAEP-256", //The algorithmused to encrypt the CEK
"cty": "json", //The content type
"typ": "JW", //The token type
"enc": "A256GCM', //The algorithmthat is used to encrypt the nmessage
"kid": "keyld" //The serial nunber of shared public cert for encryption of CEK

}
<Encrypted Data> //The encrypted payl oad that natches the JSON response nornal |y

returned by the TM5S API, except with an unmasked paynent details

Header Configuration

You must pass this request header to retrieve unmasked payment details: Accept: application/jose.
The term application/jose refers to Javascript Object Signing and Encryption (JOSE). JOSE is a
framework that provides end-to-end security to JavaScript Object Notation (JSON)-based data
structures. JOSE achieves this by offering a collection of specifications to encrypt and digitally sign
JSON payloads. In this case, the response is message-level encrypted using a JSON Web Token (JWT).
Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}

Production in India: GET https://api.in.cybersource.com/tms/v2/customers/{customerTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).
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REST Example: Retrieving a Customer's Default Payment with an
Unmasked Card Number

Request

CGET https://apitest.cybersource.comtmnms/v2/ custoners/FASFB3E443AC3C57E053A2598D0A9
CFF
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Response to a Successful Request
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Retrieve a Customer's Default Payment and Shipping Details

This section shows you how to retrieve a customer's default payment and shipping details.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}
Production in India: GET https://api.in.cybersource.com/tms/v2/customers/{customerTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

REST Example: Retrieving a Customer's Default Payment and Shipping
Details

Request

CGET https://apitest.cybersource. comtms/v2/ custoners/FASFB3E443AC3C57E053A2598D0A9
CFF
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Response to a Successful Request

{
" links": {
"sel f": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"
s
"paynent | nstrunents": {
“href":
"/tms/v2/ cust oners/ FASFB3E443AC3C57E053A2598D0A9CFF/ paynent -i nstrunment s"
s
"shi ppi ngAddr esses": {
“href":
"/tms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ shi ppi ng- addr esses™
}

s
"id": "F45FB3E443AC3C57E053A2598D0A9CFF",
"clientReferencel nformation": {
"code": "TC50171_3"
s
"defaul t Paynment I nstrunment": {
"id": "F45FC6785E3C31A2E053A2598D0A5346"
s
"def aul t Shi ppi ngAddress": {
"id": "F45FB3E443AF3C57E053A2598D0A9CFF"
s
"nmetadata": {
"creator": "testrest"
s
" _enbedded": {
"defaul t Paynment I nstrunment": {
" links": {
"sel f": {
“href":
"/tnms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ paynent -i nstrument s/ FASFC6785
E3C31A2E053A2598D0A5346"
s
"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

} ’
"id": "FA5FC6785E3C31A2E053A2598D0A5346" ,

"default": true,
"state": "ACTI VE",

"card": {
"expirationMonth": "12",
"expirationYear": "2031",
"type": "001"

s

Token Management Service | Customer Tokens | 106



"buyer | nformation": {
"currency": "USD'

(¥

"bill To": {
"firstName":
"l ast Nane" :
"address1":
"address2":
"locality":
"admi ni strativeArea":
"post al Code":
"country": "US",
"email ":
"phoneNumnber " :

n JO"N‘ ,
n mol ,

" Addr ess

H

"processi ngl nformation":

"bi | | Paynment Pr ogr anEnabl ed" :

},
"instrunentldentifier":
Ilidll:

{

(¥

"met adat a": {
"creator": "testrest"

(¥

" _enbedded": {
"instrunentldentifier

"_links": {
"self": {
“href":

"201 S. Division

"48104-

St.",
2",

"Ann Arbor",

n M n ,
2201",

"test @ybs. cont',
"999999999"

{

fal se

"7030000000014911515"

{

“/tms/vl/instrumentidentifiers/7030000000014911515"

}
"paynment | nstr
"href":

umrent s":

{

"/tms/vl/instrunmentidentifiers/7030000000014911515/ paynenti nstrunents"

}
Ji o
"id":
"obj ect":
"state": "ACTI VE"
"t okeni zedCard":

"state":

"number " :

"type":

"requestorld"

"card": {
"suffix":
"expirati

"7030000000014911515",
"instrunent!ldentifier",

{

" ACTI VE",

" 489537 XXXXXX5914"
"expirationhont h":
"expirationYear":
"visa",

n 12|| ,
n 2022|| ,

: "40010052236",

n 1515|| ,

onMont h": "12",
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"expirationYear": "2031"

}
(¥
"card": {
"number": "489537XXXXXX1515"
(¥
"issuer": {
"paynent Account Ref erence": "V0010013019326121174070050420"
(¥

"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
}
"met adat a": {
"creator": "testrest"
}
}
}
}
"def aul t Shi ppi ngAddr ess": {
"_links": {
"self": {
"href":

"/tms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ shi ppi ng- addr esses/ FASFB3E443
AF3C57E053A2598D0A9CFF"
(¥
"customer": {
“href": "/tms/v2/ custoners/ FASFB3E443AC3C57E053A2598D0A9CFF"

(¥
"id": "F45FB3E443AF3C57E053A2598D0A9CFF",
"default": true,
"shi pTo": {
"firstName": "JOHN',
"l ast Nane": "DEO',
"conmpany": "Visa",
"address1": "201 S. Division St.",
"address2": "Address 2",
“locality": "Ann Arbor",
"admi nistrativeArea": "M",
"post al Code": "48104-2201",
"country": "US"
(¥

"met adat a": {
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"creator": "testrest"

Payments with Customer Tokens

This section contains information on making payments with customer tokens.

The customer token represents customer-related information including details for a payment card or
electronic check, billing address, shipping address, and merchant defined data.

You can make a payment using an existing customer token or create one. To make a payment using a
new customer token, you must include token creation in the authorization request. For example:

* Create a Customer Token with Validated Payment Details (on page 110)

To process a payment using an existing customer token, you must include the customer token ID as
the value in the paymentInformation.customer.id field. For example:

* Authorizing a Payment with a Customer Token (on page 115)

» Making a Credit with a Customer Token (on page 122)

For more information on customer tokens, see Customer Tokens (on page 22).
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Create a Customer Token with Validated Payment Details

This section shows you how to create a customer with validated payment details.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Creating a Customer Token with Validated
Payment Details Using the REST API

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentIinformation.card.expirationMonth
paymentIinformation.card.expirationYear
paymentIinformation.card.number
paymentInformation.card.type

processingInformation.actionList
Set the value to TOKEN_CREATE.
processingInformation.actionTokenTypes

Set the value to customer.
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Related Information

» API Field Reference for the REST API

REST Example: Creating a Customer Token with Validated Payment

Details

Request

POST https://apitest.cybersource. com pts/v2/ paynents

"clientReferencel nformation": {
"code": "TC50171_3"
}7

"processi ngl nformation": {

"commercel ndicator": "internet",

"actionList": [
" TOKEN_CREATE"

Il

"acti onTokenTypes": [
"custoner",
"paynent | nstrunment ",
"shi ppi ngAddr ess"

]

(¥
"orderInformation": {

"bill To": {
"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division
"post al Code": "48104-2201",
"locality": "Ann Arbor",
"adm ni strati veArea": "M",
"firstNanme": "John",
"phoneNunber": "999999999",
"district": "M",
"bui | di ngNurber": "123",
"conmpany": "Visa",
"email": "test@ybs. cont

(¥

"shi pTo": {

"country": "US",
"l ast Nane": "Deo",

St.
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"address2": "Address 2",

"addressl1": "201 S. Division St.",

"post al Code": "48104-2201",
“locality": "Ann Arbor",
"admi ni strativeArea": "M",
"firstName": "John",
"phoneNunber": "999999999",
"district": "M",
“bui | di ngNunber™": "123",
"conmpany": "Visa",
"email": "test@ybs. cont

}

"anmount Detai | s": {
"total Anpunt": "102.00",
"currency": "USD'

}
}
"paynent | nformation": {
"card": {
"expirationYear": "2031",
"nunber": "4895379987X11515",
"securityCode": "089",
“expirati onMonth": "12",
"type": "001"
}
}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760630088136127303955/rever sal s"

1
"sel f": {

“met hod": "CET",

"href": "/pts/v2/ paynents/ 6760630088136127303955"
1

"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760630088136127303955/ capt ur es"

1
"clientReferencel nformation": {
"code": "TC50171_3"
1
"id": "6760630088136127303955"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "102. 00"
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
} y
"card": {

"type": "001"
}

s
"poi nt O Sal el nformation": {
"termnalld": "111111"
s
"processorlnformation": {
"paynent Account Ref er enceNunber": "V0010013019326121174070050420"
"approval Code": "888888"
"net wor kTransactionld": "123456789619999"
"transactionld": "123456789619999"
"responseCode": "100",
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"avs": {
n C Odell : n XII ,
"codeRaw': "I 1"

b,
"reconciliationld": "69816012FDTK35GM',

"status": "AUTHORI ZED',
"subm t Ti meUtc": "2023-02-10T21: 03: 292",
"t okenl nformation": ({
"instrunmentidentifierNew': false,
"instrunentldentifier": {
"state": "ACTI VE",
"id": "7030000000014911515"
}
"shi ppi ngAddr ess": {

"id": "FAS5FB3E443AF3C57E053A2598D0A9CFF"

H

"paynent | nstrunent": {

"id": "FA5FC6785E3C31A2E053A2598D0A5346"

H

"customer": {

"id": "FAS5FB3E443AC3C57E053A2598D0A9CFF"
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Authorizing a Payment with a Customer Token

This section provides the information you need to authorize a payment with a customer token.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with a Customer Token
clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentIinformation.customer.id

Set to the ID of the customer token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with a Customer Token

Request

{

"clientReferencel nformation": {
"code": "12345678"
H
"paynent | nformation": {
"customer": {
"id": "FAS5FB3E443AC3C57E053A2598D0A9CFF"
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"order|nformation": {
"anmount Detai | s": {
“currency": "USD',
"total Anpunt": "10.00"
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Response to a Successful Request

The request response returns the payment instrument and shipping address IDs that are used as the

customer's defaults.

" links": {
"aut hReversal ": {
“met hod": "POST",

"href": "/pts/v2/ paynment s/ 7055928871556818104953/ r ever sal s"

b
"sel f": {

“met hod": "CET",

“href": "/pts/v2/ payment s/ 7055928871556818104953"
H

"capture": {
“met hod": "POST",

"href": "/pts/v2/ paynment s/ 7055928871556818104953/ capt ur es"

}
H
"clientReferencel nformation": ({
"code": "12345678"
H
"id": "7055928871556818104953"
"orderInformtion": ({
"amount Detai | s": {
“aut hori zedAmount ": " 10. 00"
“currency": "USD'

}
b
"paynent Account I nf or mati on": {
"card": {
"type": "001"
}
b

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
b
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTI VE"
b
"shi ppi ngAddress": {
"id": "OF35FOD99AD0O88B5E063A2598D0AE066"
b
"paynent | nstrunent": {
"id": "OF35E9CFEA463E34E063A2598D0A3FC2"

H
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"card": {
"type": "001"
o
"customer": {
"id": "B21E6717A6F03479E05341588E0A303F"

}
"poi nt O Sal el nformation": {
"termnal ld": "111111"
}
"processor | nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I1"

b,

"reconciliationld": "67467352CRI | SD1G',
"status": "AUTHORI ZED',

"subm tTineUtc": "2024-01-18T15:48: 072"

REST Example: Authorizing a Payment Using a Customer Token Linked
to a Network Token

Request

"clientReferencel nformation": {
"code": "12345678"
b
"paynent | nformation": {
"customer": {
"id": "F60328413BAB09A4EO053AF598E0A33DB"
}
b
"orderInformtion": ({
"amount Detai | s": {
“total Amount": "102.21",
“currency": "USD'
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Response to a Successful Request

The request response returns the payment instrument and shipping address IDs that are used as the

customer's defaults.

" links": {

"aut hReversal ": {
“met hod": "POST",
"href":

b

"sel f": {
"met hod" :
"href":

b

"capture": {
"met hod":
"href":

}
H
"clientReferencel nformation": ({
"code": "TC50171_3"
H
"“id": "6778647071126384904953",
"issuerlnformation": {
"responseRaw':
b
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnount " :
“currency": "USD'

}
s
"paynent Account I nf or mati on": {
"card": {
"type":
}
s
"paynent | nformation": {
"t okeni zedCard": {
"type": "002"
s
"instrunentldentifier": {
"id": "7020000000010603216",
"state": "ACTI VE"
s
"shi ppi ngAddress": {
"id": "F60328413BAE09A4E053AF598E0A33DB"
s

" CGET",

" POST",

"102. 21",

" 002"

"0110322000000E100002000. . . .

"/ pts/v2/ paynment s/ 6778647071126384904953/ r ever sal s"

"/ pts/v2/ paynment s/ 6778647071126384904953"

"/ pts/v2/ payment s/ 6778647071126384904953/ capt ur es"
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"paynent | nstrunent": {
Ili dll:
(¥
"card": {
Iltypell:
(¥
"customer": {
Ili dll:

n 002||

}
}
"poi nt O Sal el nformation": {
"term nal 1d": "08244117"
}, "processinglnformation": {
"processor|nformation": {
"paynent Account Ref er enceNunber " :
"mer chant Nunber " :
"appr oval Code": "831000",

"F6032841BE33098EE0S3AFS98EOABOAS"

"F60328413BABO9A4EOS3AFS98EOA33DB"

||014|| } ,

paynent Sol uti on":

"500150U4USUYXLV127XTONYNAOCLL"

"000844028303882",

"net wor kTransactionld": "0602MCC603474",
"transactionld": "0602MCC603474",
"responseCode": "00",
"avs": {
"code": "Y',
"codeRaw': "Y"
}
o
"reconciliationld": "EUHWENH Z30',
"status": "AUTHORI ZED',

"subm tTineUtc": "2023-03-03T17: 31:

487"
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Making a Credit with a Customer Token

This section shows you how to make a credit with a customer token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.com/pts/v2/credits

Production in India: POST https://api.in.cybersource.com/pts/v2/credits

Required Fields for Making a Credit with a Customer Token

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentIinformation.customer.id

Set to the ID of the customer token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Making a Credit with a Customer Token

Request

{

"clientReferencel nformation": {
"code": "12345678"

H
"paynent | nformation": {
"customer": {
"id": "FAS5FB3E443AC3C57E053A2598D0A9CFF"
}
}

"orderInformtion": ({

Token Management Service | Customer Tokens | 122


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/api-fields-about-guide.html

"anmount Detai | s": {
"currency": "USD',
"total Ampunt": "10. 00"

Token Management Service | Customer Tokens | 123



Response to a Successful Request

{
" links": {
"void": {
"met hod": "POST",
"href": "/pts/v2/credits/7055967677826132904951/ voi ds"
1
"sel f": {
“met hod": "CET",
"href": "/pts/v2/credits/7055967677826132904951"
}
1

"clientReferencel nformation": {
"code": "12345678"

1

"credit Amount Det ai | s": {
"currency": "USD',
"credi t Amount": "10.00"

1

"id": "7055967677826132904951"

"orderInformtion": ({
"amount Detai | s": {

"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
1
"instrunentldentifier": {
"id": "7030000000014831523"
"state": "ACTIVE"

}

hi ppi ngAddr ess": {

“id": "FAS5FD8DE51B99E9CE053A2598D0AFDFA"

}

"paynent | nstrunent": {

“id": "FAS5FE45E7993C7DBE053A2598D0AED19"

}1

"card": {
"type": "001"

}1

"customer": {
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"id": "FAS5FB3E443AC3C57E053A2598D0A9CFF"

}
}
"processor|nformation": {
"paynent Account Ref er enceNunber": "V0010013019326121538313096266",
"approval Code": "888888",
"responseCode": "100"
}
"reconciliationld": "67444961BRI LOBB8",
"status": "PENDI NG',
"subm t Ti meUtc": "2024-01-18T16: 52: 482"
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Shipping Address Tokens

The shipping address token contains the shipping address information associated with a customer
token. This token includes any shipping address details, including the recipient's first and last name,
company, shipping address, email, and phone number. A customer can have one or more shipping
addresses, with one allocated as the customer's default shipping address.

Related information
Manage Shipping Address Tokens (on page 126)
Payments with Shipping Address Tokens (on page 145)

Manage Shipping Address Tokens

This section contains information managing shipping address tokens.

A shipping address token is associated with a customer token. You can create, retrieve, update, or
delete an instrument identifier by submitting an HTTP POST, GET, PATCH, or DELETE operation to the /
tms/v2/customers/{customerTokenId}/shipping-addresses endpoint. Use the TMS REST API shipping

address endpoint to:

* Create a shipping address token (on page 126)

* Retrieve a shipping address token (on page 137) or multiple shipping address tokens for a
specific customer (on page 139)

* Update a shipping address (on page 142)

* Delete a shipping address (on page 144)

For more information on shipping address tokens, see Shipping Address Tokens (on page 22).

Create a Customer Shipping Address

This section shows you how to create a customer shipping address.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses
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Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

If the default field is not supplied and the customer does not already have a shipping address, then
the shipping address will become the default. Otherwise, it will become a customer's non-default
shipping address.

Required Fields for Creating a Customer Shipping Address

You can include any of the following fields in the body of the request:

shipTo.address1
shipTo.address2
shipTo.administrativeArea
shipTo.company
shipTo.country
shipTo.email
shipTo.firstName
shipTo.lastName
shipTo.locality
shipTo.phoneNumber

shipTo.postalCode

Related Information

» API Field Reference for the REST API
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REST Example: Creating a Customer Shipping Address

Request

POST https://apitest.cybersource. comtns/v2/ custoners/ F2F3ADA770102B51E053A2598D0A
9078/ shi ppi ng- addr esses
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses/ F2F4C2D1B9
66D631E053A2598D0AB155"
s
"customer": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}
s
"id": "F2F4C2D1B966D631E053A2598D0AB155" ,
"default": true,
"shi pTo": {
“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"nmetadata": {
"creator": "testrest"
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Add a Default Shipping Address

This section shows you how to add a default customer shipping address.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Required Fields for Adding a Default Shipping Address

You can include any of the following fields in the body of the request:
default
Set to true.

shipTo.address1
shipTo.address2
shipTo.administrativeArea
shipTo.company
shipTo.country
shipTo.email
shipTo.firstName
shipTo.lastName
shipTo.locality
shipTo.phoneNumber

shipTo.postalCode
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Related Information

» API Field Reference for the REST API

REST Example: Adding a Default Shipping Address

Request

"default": true,

"shi pTo": {
"firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"adm nistrati veArea": "CA",
"post al Code": "94105",
“country": "US",
"phoneNunber": "4158880000",
"email": "test@ybs. cont
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Response to a Successful Request

" links": {

"sel f": {

“href":
"/tms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ shi ppi ng- addr esses/ FA5FD8DES1
A89E9CE053A2598 DOAFDFA"

s

"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

s
"id": "FA5FD8DE51A89E9CE053A2598D0AFDFA",
"default": true,
"shi pTo": {
"firstNanme": "John",
"l ast Nane": " Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"nmetadata": {
"creator": "testrest"
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Add a Non-Default Shipping Address

This section shows you how to add a non-default customer shipping address.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer Shipping Address (on page 126).

Required Fields for Adding a Non-Default Shipping Address

You can include any of the following fields in the body of the request:
default
Set to false.

shipTo.address1
shipTo.address2
shipTo.administrativeArea
shipTo.company
shipTo.country
shipTo.email
shipTo.firstName
shipTo.lastName
shipTo.locality
shipTo.phoneNumber

shipTo.postalCode
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Related Information

» API Field Reference for the REST API

REST Example: Adding a Non-Default Shipping Address

Request
{
"default": false,
"shi pTo": {
"firstNanme": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
“country": "US",
"phoneNunber”: "4158880000",
"email": "test@ybs. cont
}
}
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Response to a Successful Request

" links": {

"sel f": {

“href":
"/tms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ shi ppi ng- addr esses/ FA5FD8DES1
B99E9CE053A2598 DOAFDFA"

s

"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

s
"id": "FA45FD8DE51B99E9CE053A2598D0AFDFA",
"default": false,
"shi pTo": {
"firstNanme": "John",
"l ast Nane": " Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"nmetadata": {
"creator": "testrest"
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Change a Default Shipping Address

This section shows you how to change a default customer shipping address.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production: PATCH https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses/{shippingAddressTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. In the {shippingAddressTokenId} path parameter, pass the shipping address token
ID response field returned when you created a shipping address token. For more information, see
Create a Customer (on page 92) and Create a Customer Shipping Address (on page 126).

Required Fields for Changing a Default Shipping Address
default

Set to true.

Related Information

» API Field Reference for the REST API

REST Example: Changing Default Shipping Address

Request

"default": true
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Response to a Successful Request

" links": {

"sel f": {

“href":
"/tms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ shi ppi ng- addr esses/ FA5FD8DES1
B99E9CE053A2598 DOAFDFA"

s

"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

} ’
"id": "FA5FD8DE51B99E9CE053A2598D0AFDFA",

"default": true,

"shi pTo": {
"firstNanme": "John",
"l ast Nane": " Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

s

"nmetadata": {
"creator": "testrest"

Retrieve a Customer Shipping Address

This section shows you how to retrieve a customer shipping address.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}
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Production in India: GET https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses/{shippingAddressTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. In the {shippingAddressTokenId} path parameter, pass the shipping address token
ID response field returned when you created a shipping address token. For more information, see
Create a Customer (on page 92) and Create a Customer Shipping Address (on page 126).

REST Example: Retrieving a Shipping Address

Request

CGET https://apitest.cybersource.comtnms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9
078/ shi ppi ng- addr esses/ F2F4C2D1B966D631E053A2598D0AB155
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Response to a Successful Request

{
"shi pTo": {
“firstName": "Jane",
"l ast Nane": "Smith",
"conpany": "Lear G oup, LLC',
"addressl": "123 Mountain Peaks Rd",
"address2": "",
"l ocality": "Mountain Peaks",
"admi ni strativeArea": "CA",
"post al Code": "90212",
"country": "US",
"email": "jane.smth@eargroupllc.world",
"phoneNunber": "123-456-7890"
}
}

Retrieve All Customer Shipping Addresses

This section shows you how to retrieve all customer shipping addresses.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses

Production in India: GET https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Use these query string parameters to filter the list of payment instrument tokens:

* of fset — Page offset number.

* limit — Maximum number of items you would like returned.
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REST Example: Retrieving All Customer Shipping Addresses

Request

CGET https://apitest.cybersource.comtns/v2/ custoners/ F2F3ADA770102B51E053A2598D0A9
078/ shi ppi ng- addr esses?of f set =0&l i m t =20
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Response to a Successful Request

The shipping address in the first array element is the default shipping address.

{
" links": {
"sel f": {
"href":

"/tms/v2/ cust onmer s/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses?of f set =0&I
imt=20"
b
"first": {
"href":
"/tms/v2/ cust onmer s/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses?of f set =0&I
imt=20"
b
"last": {
"href":
"/tms/v2/ cust onmer s/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses?of f set =0&I
imt=20"

}
s
"of fset": O,
"limt": 20,
"count": 1,
"total ": 1,
" _enbedded": {
"shi ppi ngAddr esses": |
{
" links": {
"sel f": {
"href":

“/tms/v2/ cust oner s/ F2F3ADA770102B51E053A2598D0A9078/ shi ppi ng- addr esses/ F2F4C2D1B9
66D631E053A2598D0AB155"
b
"customer": {
“href": "/tms/v2/ custoners/ F2F3ADA770102B51E053A2598D0A9078"

}

} ’
"id": "F2F4C2D1B966D631E053A2598D0AB155" ,

"default": true,

"shi pTo": {
"firstNanme": "John",
"l ast Nane": " Doe",
"conpany": " Conpany Nane",
"address1": "1 Market St",
"locality": "San Francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
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"country": "US",
"emai | ": "test@ybs. cont,
"phoneNunber": "4158880000"

},
"met adata": {
"creator": "testrest"

Update a Customer Shipping Address

This section shows you how to update a customer shipping address.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production: PATCH https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses/{shippingAddressTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. In the {shippingAddressTokenId} path parameter, pass the shipping address token
ID response field returned when you created a shipping address token. For more information, see
Create a Customer (on page 92) and Create a Customer Shipping Address (on page 126).

Required Fields for Updating a Customer Shipping Address
shipTo.address1
shipTo.address2
shipTo.administrativeArea
shipTo.company

shipTo.country
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shipTo.email
shipTo.firstName
shipTo.lastName
shipTo.locality
shipTo.phoneNumber

shipTo.postalCode

Related Information

» API Field Reference for the REST API

REST Example: Updating a Customer Shipping Address

Request

"shi pTo": {
"firstNanme": "Jane",
“lastNane": "Snmith",
"conpany": "Lear G oup, LLC',

"addressl": "123 Muntai n Peaks Rd",

"address2": "Unit B",

"l ocality": "Mountain Peaks",
"adm nistrati veArea": "CA",
"post al Code": "90212",
“country": "US",

"email": "jane.smth@ eargroupllc.world",

"phoneNunber": "123-456-7890"

Response to a Successful Request

"shi pTo": {
“firstName": "Jane",
“lastNane": "Smith",
"conpany": "Lear Goup, LLC',
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"addressl1l": "123 Mountain Peaks Rd",
"address2": "Unit B",

"“locality": "Muntain Peaks",

"admi ni strativeArea": "CA"

"post al Code": "90212",

"country": "US",

"emai |l ": "jane.smth@ eargroupllc.world",
"phoneNunber": "123-456-7890"

Delete a Customer Shipping Address

This section shows you how to delete a customer shipping address.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production: DELETE https://api.cybersource.com/tms/v2/customers/{customerTokenId}/shipping-
addresses/{shippingAddressTokenId}

Production in India: DELETE https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/shipping-addresses/{shippingAddressTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. In the {shippingAddressTokenId} path parameter, pass the shipping address token
ID response field returned when you created a shipping address token. For more information, see
Create a Customer (on page 92) and Create a Customer Shipping Address (on page 126).

Important: If you have more than one shipping address, the default shipping address cannot
be deleted without first selecting a new default shipping address.

Required Fields for Deleting a Customer Shipping Address

customerTokenld

Include the ID of the customer token you want to retrieve in the URL path.
shippingAddressTokenld

Include the ID of the shipping address token you want to retrieve in the URL path.
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Related Information

» API Field Reference for the REST API

REST Example: Deleting a Customer Shipping Address

Request

DELETE https://apitest.cybersource. com tnms/v2/ customers/F2F3ADA770102B51E053A2598D
0A9078/ shi ppi ng- addr esses/ F2F4C2D1B966D631E053A2598D0AB155

Response to a Successful Request
A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).

Payments with Shipping Address Tokens

This section contains information on making payments with shipping address tokens.

A shipping address token is associated with a specific customer token. This includes any shipping
address details, including first and last name, company, shipping address, email, and phone number.

To make a payment using a shipping address token, you must either create the token
in the authorization request or include the customer token ID as the value in the
paymentInformation.customer.id and paymentInformation.shippingAddress.id fields. You can make
payments using non-default shipping address tokens. For example:

* Authorizing a Payment with a Non-Default Shipping Address (on page 146)

For more information on shipping address tokens, see Shipping Address Tokens (on page 22).
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Authorizing a Payment with a Non-Default Shipping Address

This section provides the information you need in order to make a payment with a non-default
shipping address.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments

Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with a Non-Default
Shipping Address

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentIinformation.customer.id
Set to the ID of the customer token you want to use.
paymentinformation.shippingAddress.id

Set to the ID of the shipping address token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with a Non-Default Shipping
Address

Request

{

"clientReferencel nformation": {
"code": "12345678"
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"paynent | nformation": {
"customer": {
"id": "F45FB3E443AC3C57E053A2598D0A9CFF"
}
"shi ppi ngAddr ess": {
"id": "FA5FD8DE51B99E9CE053A2598D0AFDFA"

}
"orderInformation": {
"anmount Detai | s": {
“currency": "USD',
"total Anpunt": "10.00"
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href":
s
"sel f": {
"met hod" :
“href":
s
"capture":
"nmet hod" :
"href":

}

" CGET",

{
" POST",

} y
"cl i ent Ref erencel nformati on":
"code": "12345678"

{

1
"id": "7055949037316786904953",
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount ":
"currency": "USD'

}

"10. 00",

}1
"paynent Account | nf or mati on":
"card": {
"type":
}

{

"0o1"

s
"paynent | nformation":
"t okeni zedCard": {
"type": "001"
s
"instrunentldentifier":
"id":
"state":

{

{
"7030000000014831523",

" ACTI VE"
}

hi ppi ngAddr ess": {
"id":
1
"paynent | nstrunent " :
"id":
1
"card": {
"type":
1

{

"0o1"

" FA5FD8DE51B99E9CE053A2598 DOAFDFA!

"FA5FE45E7993C7DBE053A2598 DOAEDL 9’

"/ pts/v2/ paynent s/ 7055949037316786904953/ r ever sal s"

"/ pts/v2/ paynent s/ 7055949037316786904953"

"/ pts/v2/ paynent s/ 7055949037316786904953/ capt ur es"
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"customer": {
"id": "F45FB3E443AC3C57E053A2598D0A9CFF"
}
(¥
"poi nt O Sal el nf ormati on":
"termnpal ld": "111111"
(¥
"processor | nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
avs": {
"code":
"codeRaw':

{

n XII ,
n I 1||

}
Ji o
"reconciliationld": "674679208RlI KQ62K",
"status": "AUTHORI ZED',
"subm t Ti mreUtc": "2024-01-18T16: 21: 442"
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Customer Payment Instrument Tokens

Customer payment instruments are payment instruments that are linked to a specific customer
token. Supported payment instruments include payment cards, tokenized cards (Apple Pay and
Android Pay), or ACH bank accounts.

Manage Customer Payment Instrument Tokens

This section contains information on managing customer payment instrument tokens.

Customer payment instruments are payment instruments that are linked to a specific customer
token. The following payment instruments are supported:

» Payment card
* Tokenized card (Apple Pay and Android Pay)

» ACH bank account
You can create, retrieve, update, or delete a payment instrument by submitting an HTTP PosT, GET,
PATCH, or DELETE operation to the tms/v2/customers/{customerTokenId}/payment-instruments endpoint.

Use the TMS REST API payment instrument endpoint to:

* Create a customer payment instrument token (on page 150)
* Retrieve a customer payment instrument token (on page 178)
* Update a customer payment instrument (on page 190)

* Delete a customer payment instrument (on page 195)

For more information on customer tokens and payment instrument tokens, see Customer Tokens (on
page 22) and Payment Instrument Tokens (on page 22), respectively.

Create a Customer Payment Instrument

This section shows you how to create a customer payment instrument token.
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Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Required Fields for Creating a Customer Payment Instrument

card.type

Required if the instrument identifier ID being linked to is card-based.

Related Information

» API Field Reference for the REST API

Optional Fields for Creating a Customer Payment Instrument
bankAccount.type
billTo.address1
billTo.address2
billTo.aminstrativeArea
billTo.company
billTo.country
billTo.email
billTo.firstName
billTo.lastName

billTo.locality
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billTo.phoneNumber

billTo.postalCode
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.issuedBy.administrativeArea
buyerInformation.personalldentification.type
card.expirationMonth

card.expirationYear

card.issueNumber

card.startMonth

card.startYear

card.useAs
card.tokenizedInformation.requestorID
card.tokenizedInformation.transactionType

default

If you do not include this field, the first payment instrument for a customer becomes
the default. A subsequent payment instrument becomes the non-default option.

instrumentldentifier.id
processingInformation.billPaymentProgramEnabled

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API
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REST Example: Creating a Customer Payment Instrument

Request
{

"card": {
"expirationMonth": "12",
"expirationYear": "2031",
"type": "001"

} Ll

"bill To": {

“firstNanme": "John",
"l ast Nane": "Doe",
"conpany": "Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
“"admi ni strativeArea": "CA",
"post al Code": "94105",
“country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
1
"instrunentldentifier": {
"id": "7010000000016241111"
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s/ F39732BE4
BDA9A1EEO053AF598E0A4081"
s
"customer": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}
s
"id": "F39732BE4BDA9A1EEO53AF598E0A4081"
"default": true,
"state": "ACTI VE",

"card": {
"expirationMonth": "12"
"expirationYear": "2031",
"type": "001"

1

"bill To": {

“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"instrunentldentifier": {
"id": "7010000000016241111"
s
"nmetadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href": "/tms/vl/instrumentidentifiers/7010000000016241111"
s
"paynent | nstrunents": {
“href":
"/tms/vl/instrumentidentifiers/7010000000016241111/ paynenti nstrunents"

}
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}
"id": "7010000000016241111",

"object": "instrunentldentifier
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {

"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"

}

Ji o

"met adat a": {
"creator": "testrest"

Token Management Service | Customer Payment Instrument Tokens | 155



Add a Default Payment Instrument Using Instrument Identifier

This section shows you how add a default payment instrument using an instrument identifier.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Required Fields for Adding a Default Payment Instrument Using
Instrument Identifier Using the REST API

default

Set value to true.

Related Information

» API Field Reference for the REST API

Optional Fields for Adding a Default Payment Instrument Using
Instrument Identifier Using the REST API

bankAccount.type
billTo.address1
billTo.address2
billTo.aminstrativeArea
billTo.company

billTo.country
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billTo.email

billTo.firstName

billTo.lastName

billTo.locality

billTo.phoneNumber

billTo.postalCode
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.issuedBy.administrativeArea
buyerInformation.personalldentification.type
card.expirationMonth

card.expirationYear

card.issueNumber

card.startMonth

card.startYear

card.type

card.useAs
card.tokenizedInformation.requestorID
card.tokenizedInformation.transactionType
instrumentldentifier.id
processingInformation.billPaymentProgramEnabled

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API
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REST Example: Adding a Default Payment Instrument Using
Instrument Identifier

Request
{

"default": true,

"card": {
"expirationMonth": "12"
"expirationYear": "2031",
"type": "001"

s

"bill To": {
"firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"locality": "san francisco",
"adm nistrativeArea": "CA",
"post al Code": "94105",
“country": "US",
"phoneNunber": "4158880000"
"email": "test@ybs. cont

s

"instrunentldentifier": {
"“id": "7010000000016241111"
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Response to a Successful Request

" links": {
"sel f": {
“href":
"/tnms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ paynent - i nst runment s/ FASFD8DES
42 A9E9CE053A2598 DOAFDFA"
s
"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

s
"id": "FA5FD8DE542A9E9CE053A2598D0AFDFA"
"default": true,
"state": "ACTI VE",
"card": {
"expirationMonth": "12"
"expirationYear": "2031",

"type": "001"
s
"bill To": {
“firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"addressl1l": "1 Market St",
"locality": "san francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s

"instrunentldentifier": {
"id": "7030000000014911515"

s
"nmetadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href": "/tms/vl/instrumentidentifiers/7030000000014911515"
s
"paynent | nstrunents": {
“href":
"/tms/vl/instrumentidentifiers/7030000000014911515/ paynenti nstrunents"
}

Token Management Service | Customer Payment Instrument Tokens | 159



}
"id": "7030000000014911515"

"object": "instrunentldentifier",
"state": "ACTIVE",
"card": {

"nunber": "489537XXXXXX1515"
}
"issuer": {

"paynent Account Ref erence": "V0010013019326121174070050420"
}
"processingl nformation": {

"aut hori zationOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
Ji o
"met adata": {
"creator": "testrest"
}
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Add a Default Payment Instrument with Validated Payment

This section shows you how to add a default payment instrument with a validated payment method.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Adding a Default Payment Instrument with
Validated Payment Using the REST API

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentIinformation.card.expirationMonth
paymentIinformation.card.expirationYear
paymentIinformation.card.number
paymentInformation.card.type

paymentIinformation.customer.id
Set the value to the ID of the customer token.
processingInformation.actionList

Set the value to TOKEN_CREATE.
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processingInformation.actionTokenTypes
Set the value to paymentInstrument.
tokenInformation.paymentinstrument.default

Set value to true.

Related Information

» API Field Reference for the REST API

REST Example: Adding a Default Payment Instrument with Validated
Payment

Request

"clientReferencel nformation": {
"code": "TC50171_3"
}
"processingl nformation": {
"conmer cel ndi cator”: "internet",
"actionList": [
" TOKEN_CREATE"

I

"acti onTokenTypes": [
"paynment | nstrunment "

(¥
"order|nformation": {
"bill To": {

"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division St.",
"post al Code": "48104-2201",
"locality": "Ann Arbor",
"admini strativeArea": "M",
"firstNanme": "John",
"phoneNunber": "999999999",
"district": "M",
"bui | di ngNurber": "123",
"conmpany": "Visa",
"email": "test@ybs. cont
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"shi pTo": {
"country":
"l ast Nane" :
"address2":
"address1":

"post al Code":

"locality":
"adm ni strat
"firstName":
"phoneNumnber
"district":

"bui | di ngNurrber " :

"conpany":
"email ":
(¥
"amount Det ai | s":
"t ot al Ampunt
"currency":

I
"paynent | nf or mati on"
"customer": {

"Deo",

" Address 2",

"201 S. Division St.",
"48104-2201",

"Ann Arbor",

iveArea": "M",

"John",
"1 "999999999",
"M

n 123" ,
Vi sa",

"test @ybs. cont

{

"102. 00",
n USDI

- A

"id": "{{tms-custoner-id}}"
}
"card": {
"expirationYear": "2031",
"nunber": "4895379987X11523",
"securityCode": "965",
“expirati onMonth": "12",
"type": "001"
}
}
"t okenl nformation": ({

"paynent | nstrunent": {

"default": "

true"
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Response to a Successful Request

{
" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760637747316173203955/r ever sal s"
1
"sel f": {
“met hod": "CET",
“href": "/pts/v2/ payment s/ 6760637747316173203955"
1
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760637747316173203955/ capt ur es"
}

}

"clientReferencel nformation": {
"code": "TC50171_3"

}

"id": "6760637747316173203955"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "102. 00"
"currency": "USD'

}

"paynent Account | nformati on": {

"card": {

"type"

}

. "oo1"

"paynent | nformation": {
"t okeni zedCard": {

"type"

}

"id":
}

"card": {

"type":

}

"customer"”

"id":

}

. "oo1"

hi ppi ngAddr ess": {

" FA5FD8DE51B99E9CE053A2598 DOAFDFA"

"0o1"

-
" FA5FB3E443AC3C57E053A2598D0AICFF"

"poi nt Of Sal el nformation": {
“termnal ld": "111111"

}
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"processor|nformation": {
"paynent Account Ref er enceNunber": "V0010013019326121538313096266",
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "|1"

}
"reconciliationld": "69815876LDTHDAXU",
"status": "AUTHORI ZED',
"subm t Ti meUtc": "2023-02-10T21: 16: 152",
"t okenl nformation": ({
"instrunentidentifierNew': false,
"instrunentldentifier": {
"state": "ACTI VE",
"id": "7030000000014831523"
}
"paynent | nstrunent": {
"id": "FA5FE45E7993C7DBE053A2598D0AED19"
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Add a Non-Default Payment Instrument Using Instrument
Identifier

This section shows you how to add a non-default payment instrument using instrument identifier.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production: POST https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: POST https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150).

Required Fields for Adding a Non-Default Payment Instrument Using
Instrument Identifier

customerTokenld
Include the ID of the customer token you want to retrieve in the URL path.
paymentinstrumentTokenld

Include the ID of the payment instrument token you want to retrieve in the URL path.

Related Information

» API Field Reference for the REST API

Optional Fields for Adding a Non-Default Payment Instrument Using
Instrument Identifier

bankAccount.type

billTo.address1
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billTo.address2

billTo.aminstrativeArea

billTo.company

billTo.country

billTo.email

billTo.firstName

billTo.lastName

billTo.locality

billTo.phoneNumber

billTo.postalCode
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.issuedBy.administrativeArea
buyerInformation.personalldentification.type
card.expirationMonth

card.expirationYear

card.issueNumber

card.startMonth

card.startYear

card.type

card.useAs
card.tokenizedInformation.requestorID
card.tokenizedInformation.transactionType

default
Set value to true if default, otherwise set value to false.

instrumentldentifier.id
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Set the value to the ID of the instrument identifier token.

processingInformation.billPaymentProgramEnabled

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API

REST Example: Adding a Non-Default Payment Instrument Using

Instrument Identifier

Request

"default": false,
"card": {

"expirationMonth": "12",
"expirationYear": "2031",

"type": "001"

(¥

"bill To": {
"firstNanme": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",

"address1": "1 Market St",
"locality": "san francisco",

"adm ni strati veArea":
"post al Code": "94105",
"country": "US",

"phoneNunber": "4158880000",
"email": "test@ybs. cont

}

"instrunentldentifier": {

"id": "{{tns-instrunentldentifier-id}}"
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Response to a Successful Request

" links": {

"sel f": {

“href":
"/tnms/v2/ cust oner s/ FASFB3E443AC3C57E053A2598D0A9CFF/ paynent - i nstrunment s/ FASFE3ASD
AD6CF8CE053A2598D0AALEF"

s

"customer": {
"href": "/tms/v2/ custoners/ FA5FB3E443AC3C57E053A2598D0A9CFF"

s
"id": "FA5FE3ASDAD6CF8CE053A2598D0AA1EF",
"default": fal se,
"state": "ACTI VE",
"card": {
"expirationMonth": "12",
"expirationYear": "2031",

"type": "001"
s
"bill To": {
“firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"addressl1l": "1 Market St",
"locality": "san francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s

"instrunentldentifier": {
"id": "7030000000012931531"

s
"nmetadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href": "/tms/vl/instrumentidentifiers/7030000000012931531"
s
"paynent | nstrunents": {
“href":
"/tms/vl/instrumentidentifiers/7030000000012931531/ paynenti nstrunents"
}
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}
"id": "7030000000012931531",
"object": "instrunentldentifier",
"state": "ACTIVE",
"card": {

"nunber": "489537XXXXXX1531"
}
"issuer": {

"paynent Account Ref erence": "V0010013019326121921451482293"
}
"processingl nformation": {

"aut hori zationOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
Ji o
"met adata": {
"creator": "testrest"
}
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Add a Non-Default Payment Instrument with Validated
Payment

This section shows you how to add a non-default payment instrument with a validated payment.

Endpoint

Test: GET https://apitest.cybersource.com/pts/v2/payments

Production: GET https://api.cybersource.com/pts/v2/payments
Production in India: GET https://api.in.cybersource.com/pts/v2/payments

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92).

Required Fields for Adding a Non-Default Payment Instrument with
Validated Payment Using the REST API

orderInformation.amountDetails.currency

orderInformation.amountDetails.total Amount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentInformation.card.expirationMonth
paymentInformation.card.expirationYear
paymentinformation.card.number

paymentinformation.card.type
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paymentInformation.customer.id

Set the value to the ID of the customer token.
processingInformation.actionList

Set the value to TOKEN_CREATE.
processingInformation.actionTokenTypes

Set the value to paymentInstrument.
tokenInformation.paymentinstrument.default

Set value to false.

Related Information

» API Field Reference for the REST API

REST Example: Adding a Non-Default Payment Instrument with
Validated Payment

Request

"clientReferencel nformation": {
"code": "TC50171_3"
(¥
"processi ngl nformation": {
"commercelndicator": "internet",
"actionList": [
"TOKEN_CREATE"
Il
"actionTokenTypes": [
"paynent | nst runment "

(¥
"orderInformation": {
"bill To": {

"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division St.",
"post al Code": "48104-2201",
"locality": "Ann Arbor",
"adm ni strati veArea": "M",
"firstNanme": "John",
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"phoneNunber": "999999999",
"district": "M",

“bui | di ngNunber": "123",
"conmpany": "Visa",

"emai |l ": "test@ybs. cont

(¥

"shi pTo": {
"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division St.",
"post al Code": "48104-2201",
“locality": "Ann Arbor",
"admi ni strativeArea": "M",
"firstName": "John",
"phoneNunber": "999999999",
"district": "M",
“bui | di ngNunber": "123",
"conmpany": "Visa",
"emai |l ": "test@ybs. cont

(¥

"anmount Detai | s": {
"total Anpunt": "102.00",
“currency": "USD'

}
"paynent | nformation": {
"customer": {
"id": "{{tms-custoner-id}}"
}
"card": {
"expirationYear": "2031",
"nunber": "4895379987X11531",
"securityCode": "258",
“expirati onMonth": "12",
"type": "001"

I8
"t okenl nformation": ({
"paynent | nstrunent": {
"default": "fal se"
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Response to a Successful Request

{
" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760638084316175703955/rever sal s"
1
"sel f": {
“met hod": "CET",
"href": "/pts/v2/ paynents/6760638084316175703955"
1
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760638084316175703955/ capt ur es"
}

}

"clientReferencel nformation": {
"code": "TC50171_3"

}

"id": "6760638084316175703955"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "102. 00"
"currency": "USD'

}

"paynent Account | nformati on": {

"card": {

"type"

}

. "oo1"

"paynent | nformation": {
"t okeni zedCard": {

"type"

}

"id":
}

"card": {

"type":

}

"customer"”

"id":

}

. "oo1"

hi ppi ngAddr ess": {

" FA5FD8DE51B99E9CE053A2598 DOAFDFA"

"0o1"

-
" FA5FB3E443AC3C57E053A2598D0AICFF"

"poi nt Of Sal el nformation": {
“termnal ld": "111111"

}
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"processor|nformation": {
"paynent Account Ref er enceNunber": "V0010013019326121921451482293",
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "|1"

}
"reconciliationld": "698162754DTI ATRS",
"status": "AUTHORI ZED',
"subm t Ti meUtc": "2023-02-10T21: 16: 482",
"t okenl nformation": ({
"instrunentidentifierNew': false,
"instrunentldentifier": {
"state": "ACTI VE",
"id": "7030000000012931531"
}
"paynent | nstrunent": {
"id": "FA5FE45E79DCC7DBE053A2598D0AED19"
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Change a Customer's Default Payment Instrument

This section shows you how to change a customer's default payment instrument.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production: PATCH https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150).

Required Fields for Changing a Customer's Default Payment
Instrument

default

Set value to true.

Related Information

» API Field Reference for the REST API

REST Example: Changing a Customer's Default Payment Instrument

Request

"default": true

Token Management Service | Customer Payment Instrument Tokens | 176


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/api-fields-about-guide.html

Response to a Successful Request

" links": {
"sel f": {
“href":
"/tms/v2/ cust oners/ FADSE715F75E9910E053A2598D0A7278/ paynent - i nstrunent s/ FAD5E715F
7BD9910E053A2598D0A7278"
s
"customer": {
"href": "/tms/v2/ custoners/ FAD5SE715F75E9910E053A2598D0A7278"

s
"id": "FADSE715F7BD9910E053A2598D0A7278"
"default": true,
"state": "ACTI VE",
"card": {
"expirationMonth": "12"
"expirationYear": "2031",

"type": "001"
s
"bill To": {
“firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"addressl1l": "1 Market St",
"locality": "san francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s

"instrunentldentifier": {
"id": "7010000000016241111"

s
"nmetadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href": "/tms/vl/instrumentidentifiers/7010000000016241111"
s
"paynent | nstrunents": {
“href":
"/tms/vl/instrumentidentifiers/7010000000016241111/ paynenti nstrunents"
}
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}
"id": "7010000000016241111",

"object": "instrunentldentifier",
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
Ji o
"met adat a": {
"creator": "testrest"
}

Retrieve a Customer Payment Instrument

This section shows you how to retrieve a customer payment instrument token.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: GET https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150).
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REST Example: Retrieving a Customer Payment Instrument

Request

CGET https://apitest.cybersource.comtns/v2/ custoners/ F2F3ADA770102B51E053A2598D0A9
078/ paynent -i nst runent s/ F39732BE4BDA9ALEE053AF598E0A4081
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s/ F39732BE4
BDA9A1EEO053AF598E0A4081"
s
"customer": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}
s
"id": "F39732BE4BDA9A1EEO53AF598E0A4081"
"default": true,
"state": "ACTI VE",

"card": {
"expirationMonth": "12"
"expirationYear": "2031",
"type": "001"

1

"bill To": {

“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"instrunentldentifier": {
"id": "7010000000016241111"
s
"nmetadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href": "/tms/vl/instrumentidentifiers/7010000000016241111"
s
"paynent | nstrunents": {
“href":
"/tms/vl/instrumentidentifiers/7010000000016241111/ paynenti nstrunents"

}

Token Management Service | Customer Payment Instrument Tokens | 180



}
"id": "7010000000016241111",

"object": "instrunentldentifier
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {

"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"

}

Ji o

"met adat a": {
"creator": "testrest"
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Retrieve a Customer Payment Instrument with an Unmasked
Card Number

This section shows you how to retrieve a payment instrument with an unmasked card number.

Important: To retrieve unmasked payment details, you must ensure that your MLE key
pair and your token vault are configured correctly. For more information on MLE keys, see
Message-Level Encryption Keys (on page 65). For more information on token vaults, see
Token Vault Management (on page 62). If necessary, contact your Cybersource account
manager or customer support.

The response is BASE 64-encoded JSON web encryption (JWE) token. The decoded JWE has these
elements:

{ "alg": "RSA-QAEP-256", //The algorithmused to encrypt the CEK

"cty": "json", //The content type

"typ": "JW", //The token type

"enc": "A256GCM', //The algorithmthat is used to encrypt the nessage

"kid": "keyld" //The serial nunber of shared public cert for encryption of CEK
}
<Encrypted Data> //The encrypted payl oad that natches the JSON response nornal |y
returned by the TM5 API, except with an unmasked paynent details

Header Configuration

You must pass this request header to retrieve unmasked payment details: Accept: application/jose.
The term application/jose refers to Javascript Object Signing and Encryption (JOSE). JOSE is a
framework that provides end-to-end security to JavaScript Object Notation (JSON)-based data

structures. JOSE achieves this by offering a collection of specifications to encrypt and digitally sign
JSON payloads. In this case, the response is message-level encrypted using a JSON Web Token (JWT).

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: GET https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}
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The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150)

REST Example: Retrieving a Customer Payment Instrument with an
Unmasked Card Number

Request

CGET https://apitest.cybersource.comtns/v2/ custoners/ F2F3ADA770102B51E053A2598D0A9
078/ paynent -i nst runent s/ F39732BE4BDA9ALEE053AF598E0A4081
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Response to a Successful Request

eyJraWQ O Ji YTELZDRmMTI zMTMONj | kZj g5MVDMLNz k2 YWE4Nz c4ZGVONTY4ODI kI i wi Y3R5I j oi anNvb

I sl nR5¢cCl 61 kpXVCl sl mVuYyl 61 kEyNTZHQOOi LCIhbCGci O JSUOEt TOFFUCOYNTYi f Q FZbQse7nmPcf 25
5vpZFXM4Zy8DGal gehCYUi 6h6et t 2Wjf P2XA0uz PeRxE- P6CBJult r kSQJ cZ4PqgBc X4xwyYnts 8PUrhkakn
cpj XSvYUaq4RY39kj 9BRzvn47F180ONMWICDzaTkOxi 7ynGN6vb_ Y3 wn5KLXAQVTUCMY Lked50AFr CnVVAC
BJt QQONKMZ GZWLWRI W HP6D4 | MJUZe5Qn8Qz438scq9DQ OBum JK xx_ | KA- r 1XOkWdvnCas nKleEc?2j

Po3EL9CGDe6W3z QFEbhNt C4ARsa33- | cOl xj f uAsl 8Ymmt HYKel TvQ 6nB7cOP- guKnRAJk2SUPKMOLGUI f g
. zvgReLHEOY bDf WRp. bCMWI gHEVIBOXHr L9Ej 1en8xZCi YEUCNG6 HAnT KOgxJAXxZoc OLAt Rixgyr f DI | NAi

6Jg9UWledl VLIFYyM Xx2D2x4nj HKOKzC2KJS KTpXR1s1- pJNG68j wZ- g_zPqgj 1PLa_EGSu73NwhJYal Gv
hDuo6Ek8bk GVUt NmPQz890X2KbxuW 2LQ0JbBBa_df QA kRcM URI Ebhf 1nvl zLWTXhRN2wf B7L1BcAsa
051Dy YXowQJ pWWSK1 St C2EKDXSz gpf XP1ZWSKA8SSK pVSmwOkb0On6DZNkwt KI g4eGDok9at JpbZ3gCEqqK
DYCy 1l evIQrw | n20PLpSpFGy PRUGPBMInz Qo- Gt GEMLt i KbpDUzaCL_0i FSG JCPeot t P- B98R2 YKdnGa
31 wWWgzhAMI Bk Af EGAXOTCWW ZESX FWAUT2Mz dX3_Mz9gBgCRal101kmBdHYwaj C Vb1VETI H S7zpQLOt

XPKm uAGTvGSr 6PWh9Zi gkOd4R5LC70A40dVI pPhY2mlhekt LQZj 1uUl r 5AaHyj Hx- BnnFi c0CDj M)3t 8g
| 9gl eQ44ugUMWYCc19M/ki i kxsvl 8h9Ua2hCSFbvvglcCOczZwbh2Ut | 8EZcJdl t w2ut oi O6l bsSKE9hU2b16
QWXoVI Mki FNOGA T JgMez Jf Pny VBl kKN3nmHMWLwKSek 5Hqduj ULhFhMIXDRdt mLD__ 5L0i Axuz 1SnByx5Hm
j XW Cpzl f TOVT- pSf | dl wBak FOpBRXDSCZs AEql wddS1Dbj f Nk43E WwKTmvQA86A nUX7SK70gl Cydci Hs
Ssr El cp6l GFpbPMGs8QN1czKPr HOI r nkD21xkxhXj nC71 qa0- XFXI UBqSV7PsBt Uj Onz7o0KOzXvI | i 2SV2
gz PEKOQ449HKPXDoBy naT5pW 4WC3JnDwAhy x2f 05ABZF9- N _EA.e7H5EoBaCohbKkc3j 24nNQ4r _n5c¢cC
5weBCx| dkr SKh54pFQIRr 72pgEV2XoO0Ty1Jaf i 3EJdC_GFOBKI 3AFVWW3f GEJqg_r pe8Pxgkkl i AuywwJ43i

G uzD- 61 b5j | ABRcDFah2j h_3t YeWs 2EVBqn CuAUXREKebdd H2BTgcgxzDn9Y6AJi 3Zr dc948qgx Xpowi

YW 5t 5xN8x5kJcOzKVNOCzi 5Lggcl N- FnizsyB4r Rj v9aGPr scoClpL7x| LEnyHRnlI QUy96NTG7qOQbhV3
dzawzZN UZ6LTy TMVOX0679NNGS2Rr j xFsr YuVHAQ 3SeVc TKe5FL3@Bi KFgFj nYMih73zt YWbt n6r Ax2
Daq5G FkD8PnHNnz Cpl GRXopj a00XxEKLII ugeKx SEor DPaCB8ov499ML91Br Tgqc6XaBl 7kYuel W AoVEf C
TIOFVNf 28HOX A5V XINgKFye2ExkMyk3j j f Cn3pkoFwrbyhalgnalgz 788Gx My Kt HOKEKMKF gSCf j - woedbT
| 7QJeyYj FuVUqgi xZI 024YAUoo4Or cCZagll zLNkpQo_xOgf 1i MoRENDc p2MKx MdkJW 72uB5XWet HaQPnz
BAxJcBwO_gB5AHy Al k. 0gA- QQ63VEU1VWHE _H DQA

List Payment Instruments for a Customer

This section shows you how to retrieve a customer's payment instruments.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production: GET https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments

Production in India: GET https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments
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The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. For more information, see Create a Customer (on page 92) and Create a Customer
Payment Instrument (on page 150).

Use these query string parameters to filter the list of payment instrument tokens:

* of fset — Page offset number.

* 1imit — Maximum number of items you would like returned.

Required Fields for Listing Payment Instruments for a Customer

customerTokenld

Include the ID of the customer token you want to retrieve in the URL path.
Related Information
+ API Field Reference for the REST API
REST Example: Listing Payment Instruments for a Customer

Request

GET https://apitest.cybersource.comtnms/v2/ custoners/ 7A906EC3DOF73581E0539599D30AA
DC1/ paynent - i nst runent s?of f set =4&l i m t =2
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Response to a Successful Request

" links": {
"sel f": {
“href":
"/tms/v2/ cust onmers/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nstrument s?of f set =4&
[imt=2"
s
"first": {
“href":
"/tms/v2/ cust onmers/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nst runment s?of f set =0&
[imt=2"
s
"prev': {
“href":
"/tms/v2/ cust oners/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nst runment s?of f set =2&
[imt=2"
s
"next": {
“href":
"/tms/v2/ cust oners/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nstrunment s?of f set =6&
[imt=2"
s
"last": {
“href":
"/tms/v2/ cust onmers/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nst runment s?of f set =8&
[imt=2"
}
s
"of fset": 4,
"limt": 2,
"count": 2,
"total ": 10,
" _enbedded": {
"paynent | nstrunments": |
{
" links": {
"sel f": {
“href":
"/tms/v2/ cust oners/ 7A906EC3DOF73581E0539599D30AADCL/ paynent - i nstrunment s/ 7A906EC3D
OF73581E0539599D30AAPI 1"
s
"customer": {
“href": "/tms/v2/ custoners/ 7A906EC3DOF73581E0539599D30AADCL"
}
s
"id": "7A906EC3DOF73581E0539599D30AAPI 1",
"state": "ACTI VE",
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"card": {

"expirati onMonth": "09",
"expirationYear": "2017",
"type": "001",
"issueNunber": "01",
"startMnth": "01",
"startYear": "2016",
"useAs": "pinless debit",
"t okeni zedl nformati on": {

"requestorl D': "12345",

"transacti onType": "1"
}

}

"buyer | nformation": {
"conpanyTax| D': "12345",
"“currency": "USD',
"dateOfBirth": "2000-12-13",
"personal | dentification": [

{
"id": "57684432111321",
"type": "driver license",
"issuedBy": {
"admini strativeArea": "CA"
}
}
]
(¥
"bill To": {
"firstName": "John",
"l ast Nane": "Smith",
"conpany": " Conpany Nane",
"addressl1l": "8310 Capital of Texas H ghwas North",
"address2": "Bl uffstone Drive",
"locality": "Austin",
"admi ni strativeArea": "TX',
"post al Code": "78731",
“country": "US",
"email": "john.smth@est.conf,
"phoneNunber": "+44 2890447951"
(¥

"processi ngl nformation": {
"bi | | Payment Pr ogr anEnabl ed": true,
"bankTransfer Opti ons": ({
" SECCode": " WEB"
}
}
"mer chant | nformation": {
"mer chant Descriptor": {
"al t er nat eNanme": "Branch Nane"
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}
"met adat a": {
“creator": "md"
}
"instrunentldentifier": {
"id": "7040000000057621111"
}
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href": "/tms/vl/instrunmentidentifiers/7040000000057621111"
}
"paynment | nstrunents": {
"href":
"“/tms/vl/instrunentidentifiers/7040000000057621111/ paynenti nstrumnments"
}
}
"id": "7040000000057621111",
"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {
"number": "411111XXXXX1111"
}
"issuer": {
"paynent Account Ref erence": "V0000000000004111111111111211"
}
"met adata": {
“creator": "md"

"_links": {
"self": {
"href":
"/tms/v2/ cust oners/ 7TAS06EC3DOF73581E0539599D30AAPI 1/ paynent - i nst runent s/ 7A906EC3D
OF73581E0539599D30AAP| 2"
}
"custoner": {
“href": "/tms/v2/ custoners/ 7A906EC3DOF73581E0539599D30AAP| 2"

H
"id": "7A906EC3DOF73581E0539599D30AAPI 2",
"state": "ACTIVE",
"card": {
“expirati onMonth": "09",
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"expirationYear": "2017",
"type": "001",
"issueNunber": "01",
"startMnth": "01",
"startYear": "2016",
"useAs": "pinless debit",
"t okeni zedl nformati on": {

"requestorl D': "12345",

"transacti onType": "1"
}

}

"buyer | nformation": {
"conpanyTax| D': "12345",
"“currency": "USD',
"dateOfBirth": "2000-12-13",
"personal I dentification": [

{
"id": "57684432111321",
"type": "driver license",
"issuedBy": {
"admi ni strativeArea": "CA"
}
}
]
(¥
"bill To": {
"firstName": "John",
"l ast Nane": "Smith",
"conpany": " Conpany Nane",
"addressl1l": "8310 Capital of Texas H ghway North",
"address2": "Bl uffstone Drive",
"locality": "Austin",
"admi ni strativeArea": "TX',
"post al Code": "78731",
"country": "US",
"email": "john.smth@est.conf,
"phoneNunber": "+44 2890447951"
(¥

"processi ngl nformation": {
"bi | | Payment Pr ogr anEnabl ed": true,
"bankTransfer Opti ons": ({
" SECCode": "WEB"
}
}
"mer chant | nformation": {
"mer chant Descriptor": {
"al t er nat eNanme": "Branch Nane"
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"met adat a": {
"creator": "md"
}
"instrunentldentifier": {
"id": "7040000000057621111"
}
" _enbedded": ({
"instrunentldentifier": {
"_links": {
"self": {
"href": "/tms/vl/instrunmentidentifiers/7040000000057621111"
}
"payment | nstrunents": {
"href":
"“/tms/vl/instrunentidentifiers/7040000000057621111/ paynenti nstrunments"
}
}
"id": "7040000000057621111",
"object": "instrunentldentifier",
"state": "ACTI VE",
"card": {
"number": "411111XXXXX1111"
}
"issuer": {
"paynent Account Ref erence": "V0000000000004111111111111211"
}
"met adat a": {
“creator": "md"

Update a Customer Payment Instrument

This section shows you how to update a customer payment instrument token.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}
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Production: PATCH https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150).

Required Fields for Updating a Customer Payment Instrument

customerTokenld
Include the ID of the customer token you want to retrieve in the URL path.
paymentinstrumentTokenld

Include the ID of the payment instrument token you want to retrieve in the URL path.

Related Information

» API Field Reference for the REST API

Optional Fields for Updating a Customer Payment Instrument
bankAccount.type
billTo.address1
billTo.address2
billTo.aminstrativeArea
billTo.company
billTo.country
billTo.email
billTo.firstName
billTo.lastName

billTo.locality
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billTo.phoneNumber

billTo.postalCode
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.issuedBy.administrativeArea
buyerInformation.personalldentification.type
card.expirationMonth

card.expirationYear

card.issueNumber

card.startMonth

card.startYear

card.type

card.useAs
card.tokenizedInformation.requestorID
card.tokenizedInformation.transactionType

default
Set value to true if default, otherwise set value to false.

instrumentldentifier.id
processingInformation.billPaymentProgramEnabled

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API
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REST Example: Updating a Customer Payment Instrument

Request
{

“"default": "true",

"card": {
"expirati onMonth": "12",
"expirationYear": "2031",
"type": "001"

s

"bill To": {

"firstNane": "John",
"| ast Nane": " Doe",
"conpany": "Conpany Nane",
"address1": "1 Market St",
"address2": "Unit B",
"locality": "San Francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
“country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"instrunentldentifier": {
"id": "7010000000016241111"
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"/tms/v2/ cust oners/ F2F3ADA770102B51E053A2598D0A9078/ paynent -i nstrunment s/ F39732BE4
BDA9A1EEO053AF598E0A4081"
s
"customer": {
"href": "/tms/v2/ custoners/F2F3ADA770102B51E053A2598D0A9078"
}
s
"id": "F39732BE4BDA9A1EEO53AF598E0A4081"
"default": true,
"state": "ACTI VE",

"card": {
"expirationMonth": "12"
"expirationYear": "2031",
"type": "001"

1

"bill To": {

“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"address2": "Unit B"
"locality": "San Francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"instrunentldentifier": {
"id": "7010000000016241111"

s
"metadata": {
"creator": "testrest"
s
" enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href": "/tms/vl/instrunmentidentifiers/7010000000016241111"
s
"paynent | nstrunents": {

"href":
"/tms/vl/instrumentidentifiers/7010000000016241111/ paynenti nstrunents"
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}
H
"id": "7010000000016241111",
"object": "instrunentldentifier",
"state": "ACTI VE",
"card": {
"number": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"

}

Ji o

"met adat a": {
"creator": "testrest"

Delete a Customer Payment Instrument

This section shows you how to delete a customer payment instrument token.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production: DELETE https://api.cybersource.com/tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

Production in India: DELETE https://api.in.cybersource.com/tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId}

The {customerTokenId} is the customer token ID returned in the id field when you created the
customer token. The {paymentInstrumentTokenId} is the payment instrument token ID you want to
retrieve. For more information, see Create a Customer (on page 92) and Create a Customer Payment
Instrument (on page 150).
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Important: If you have more than one payment Instrument, then the default payment
Instrument cannot be deleted without first selecting a new default payment instrument.

REST Example: Deleting a Customer Payment Instrument

Request

DELETE https://apitest.cybersource.com/tms/v2/customers/F2F3ADA770102B51E053A2598D0A9078/p
ayment-instruments/F39732BE4BDA9A1EEO53AF598E0A4081
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Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).

Payments with Customer Payment Instrument Tokens

This section contains information on making payments with customer payment instrument tokens.

Customer payment instruments are payment instruments that are linked to a specific customer
token. The following payment instruments are supported:

* Payment card
* Tokenized card (Apple Pay and Android Pay)

» ACH bank account
To process a payment using a payment instrument token, you must include the customer token ID as
the value in the paymentInformation.paymentInstrument.id field. You can make payments using non-

default payment instruments associated with the customer. For example:

* Authorizing a Payment with a Non-Default Payment Instrument (on page 198)

* Making a Credit with a Non-Default Payment Instrument (on page 202)

For more information on customer tokens and payment instrument tokens, see Customer Tokens (on
page 22) and Payment Instrument Tokens (on page 22), respectively.

Token Management Service | Customer Payment Instrument Tokens | 197



Authorizing a Payment with a Non-Default Payment
Instrument

This section provides the information you need in order to authorize a payment with a non-default
payment instrument.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with a Non-Default
Payment Instrument

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentinformation.paymentinstrument.id

Set to the ID of the payment instrument token you want to use.

Related Information

* API field reference guide for the REST API

Optional Fields for Authorizing a Payment with a Non-Default
Payment Instrument

You can use these optional fields to include additional information when authorizing a payment with
a non-default payment instrument.

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1

orderInformation.billTo.administrativeArea
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orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentlnformation.card.number

paymentInformation.card.type

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with a Non-Default Payment
Instrument

Request

{

"clientReferencel nformation": {
"code": "12345678"

}
"paynent | nformation": {
"paynent | nstrunent": {
"id": "OF3BB131F8143A58E063A2598D0AB921"
}
}
"orderInformation": {
"anmount Detai | s": {
"currency": "USD',
"total Anpunt": "10.00"
}
}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 7055952648586653304951/ r ever sal s"
s
"sel f": {
"met hod": " CGET",
"href": "/pts/v2/ paynents/7055952648586653304951"
s
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 7055952648586653304951/ capt ur es"
}
s
"clientReferencel nformation": {
"code": "12345678"
s
"id": "7055952648586653304951"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnpunt": "10. 00"
"currency": "USD'
}
s
"paynent Account | nformati on": {
"card": {
"type": "001"
}
s
"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
s
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTIVE"
s
"paynent | nstrunent": {
"id": "OF3BB131F8143A58E063A2598D0AB921"
s
"card": {
"type": "001"
}
s
"poi nt O Sal el nformation": {
“termnal ld": "111111"
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(¥
"processor|nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
}
(¥
"reconciliationld": "67468244CRI LOUOY",
"status": "AUTHORI ZED',
"subm t Ti meUt c": "2024-01-18T16: 27: 452"
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Making a Credit with a Non-Default Payment Instrument

This section shows you how to make a credit with a non-default payment instrument.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.compts/v2/credits

Production in India: POST https://api.in.cybersource.compts/v2/credits

Required Fields for Making a Credit with a Non-Default Payment
Instrument

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentinformation.paymentinstrument.id

Set to the ID of the payment instrument token that you want to use.

Related Information

* API field reference guide for the REST API

Optional Fields for Making a Credit with a Non-Default Payment
Instrument

You can use these optional fields to include additional information when making a credit with a non-
default payment instrument.

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea

orderInformation.billTo.country
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orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentinformation.card.expirationMonth
paymentinformation.card.expirationYear
paymentinformation.card.number

paymentInformation.card.type

Related Information

* API field reference guide for the REST API

REST Example: Making a Credit with a Non-Default Payment
Instrument

Request

{

"clientReferencel nformation": {
"code": "12345678"

}
"paynent | nformation": {
"paynent | nstrunent": {
"id": "OF3BB131F8143A58E063A2598D0AB921"
}
}
"orderInformation": {
"anmount Detai | s": {
"currency": "USD',
"total Anpunt": "10.00"
}
}
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Response to a Successful Request

{
" links": {
"void": {
"met hod": "POST",
"href": "/pts/v2/credits/7055968581386446104953/ voi ds"
1
"sel f": {
“met hod": "GET",
“href": "/pts/v2/credits/7055968581386446104953"
}
1
"clientReferencel nformation": {
"code": "12345678"
1
"credit Amount Det ai | s": {
"currency": "USD',
"credi t Amount": "10.00"
1

"id": "7055968581386446104953"
"orderInformtion": ({
"amount Detai | s": {
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
s
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTIVE"
s
"paynent | nstrunent": {
"id": "OF3BB131F8143A58E063A2598D0AB921"
s
"card": {
"type": "001"
}
s
"processorlnformation": {
"approval Code": "888888"
"responseCode": "100"
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"reconciliationld": "67445196PRI LCQCN',
"status": "PEND NG',

"subm t Ti mreUtc": "2024-01-18T16: 54: 182"
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Payment Instrument Tokens

The payment instrument token contains the complete billing details for the payment type including
cardholder name, expiration date, and billing address. These are standalone payment instruments
that cannot be associated with a customer.

Related information
Manage Payment Instrument Tokens (on page 206)
Payments with Payment Instrument Tokens (on page 233)

Manage Payment Instrument Tokens

This section contains information on managing payment instrument tokens.
A payment instrument represents a means of payment and a payment instrument token stores this
information using an instrument identifier token. It does not store the card number and cannot exist

without an associated instrument identifier. It can include an instrument identifier, expiration date,
billing address, and card type.

You can create, retrieve, update, or delete an instrument identifier by submitting an HTTP POST,
GET, PATCH, or DELETE operation to the tms/v1/paymentinstruments endpoint. Use the TMS REST API

payment instrument endpoint to:

* Create a payment instrument token (on page 206)
* Retrieve a payment instrument token (on page 211)
» Update a payment instrument (on page 227)

* Delete a payment instrument (on page 231)

For more information on payment instrument tokens, see Payment Instrument Tokens (on page 22).

Create a Payment Instrument

This section shows you how to create a payment instrument token.
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Endpoint
Test: POST https://apitest.cybersource.com/tms/vl/paymentinstruments
Production: POST https://api.cybersource.com/tms/vl/paymentinstruments

Production in India: POST https://api.in.cybersource.com/tms/vl/paymentinstruments

Required Fields for Creating a Payment Instrument
card.type

instrumentldentifier.id

Include the ID of the instrument identifier token you want to use to create a payment
instrument.

Related Information

» API Field Reference for the REST API

Optional Fields for Creating a Payment Instrument

default
Set value to true if default, otherwise set value to false.

bankAccount.type
billTo.firstName
billTo.lastName
billTo.company
billTo.address1
billTo.locality
billTo.administrativeArea
billTo.postalCode
billTo.country

billTo.email
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billTo.phoneNumber

card.expirationMonth

card.expirationYear

card.issueNumber

card.startMonth

card.startYear

card.useAs

tokenizedInformation.requestorID
tokenizedInformation.transactionType
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.type
buyerInformation.personalldentification.issuedBy.administrativeArea
billTo.address2
processingInformation.billPaymentProgramEnabled
processingInformation.bankTransferOptions.SECCode

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API
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REST Example: Creating a Payment Instrument

Request
{

"card": {
"expirationMonth": "12",
"expirationYear": "2031",
“"type": "visa"

} Ll

"bill To": {

"firstNane": "John",

"| ast Nane": " Doe",
"conpany": "Conpany Nane",
"address1": "1 Market St",
"locality": "San Francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
“country": "US",

"email": "test@ybs. cont,
"phoneNunber": "4158880000"

instrunentldentifier": {
"id": "7010000000016241111"
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Response to a Successful Request

" links": {
"sel f": {

"href": https://apitest.cybersource.conm tns/vl/ paynentinstrunments/F39763E8CFDF235
4E053AF598E0AF684"
}
1
"id": "F39763E8CFDF2354E053AF598E0AF684" ,
"object": "paynentlnstrunment",
"state": "ACTI VE",
"card": {
"expirationMnth": "12"
"expirationYear": "2031",
"type": "visa"

"bill To": {
“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"metadata": {
"creator": "testrest"
s
" _enbedded": {
"instrunentldentifier": {
" links": {
"sel f": {
“href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
s
"payment | nstrunents": {
“href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynenti nst runent s"

}
s
"id": "7010000000016241111",
"object": "instrunentldentifier"
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"state": "ACTIVE",
"card": {

"number": "411111XXXXXX1111"
}

"processi ngl nformation": {
"aut hori zati onOptions": ({
"initiator": {

"merchantInitiatedTransaction": {
"previousTransactionld": "123456789619999"
}
}
}
}
"met adat a": {
"creator": "testrest"
}

Retrieve a Payment Instrument

This section shows you how to retrieve a payment instrument token.

Endpoint

Test: GET https://apitest.cybersource.com/tms/vl/paymentinstruments/{paymentInstrumentTokenId}

Production: GET https://api.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}

Production in India: GET https://api.in.cybersource.com/tms/

vl/paymentinstruments/{paymentInstrumentTokenId}

The {paymentInstrumentTokenId} is the payment instrument token ID you want to retrieve. For more
information, see Create a Payment Instrument (on page 206).
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REST Example: Retrieving a Payment Instrument

Request

GET https://apitest.cybersource.com/tms/vl/paymentinstruments/F39763E8CFDF2354EQ53AF598EQA
F684

Token Management Service | Payment Instrument Tokens | 212



Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource. contns/vl/ paynentinstruments/F39763E8CFDF2354E053AF5
98EOAF684"
}
1
"id": "F39763E8CFDF2354E053AF598E0AF684" ,
"object": "paynentlnstrunment",
"state": "ACTI VE",
"card": {
"expirationMnth": "12"
"expirationYear": "2031",
"type": "visa"

"bill To": {
“firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"locality": "San Francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
s
"metadata": {
"creator": "testrest"
s
" _enbedded": {
"instrunentldentifier": {
" links": {
"sel f": {
“href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
s
"payment | nstrunents": {
“href":
"https://apitest.cybersource.contns/vl/instrumentidentifiers/70100000000162411
11/ paynenti nst runent s"

}
s
"id": "7010000000016241111",
"object": "instrunentldentifier"
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"state": "ACTIVE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zati onOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}

Ji o

"met adat a": {
"creator": "testrest"
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Find Payment Instruments by Card Number

This section shows you how to find payment instruments by card number.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?offset=0&1imit=20

Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?offset=0&1imit=20

Production in India: GET https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?offset=0&1imit=20

instrumentIdentifierTokenId is the instrument identifier token ID returned in the id field when you
created the instrument identifier token. For more information, see Create an Instrument Identifier
(on page 243).

Use these query string parameters to filter the list of payment instrument tokens:

* of fset — Page offset number.

* limit — Maximum number of items you would like returned.

Required Fields for Finding Payment Instruments by Card Number

instrumentldentifierTokenld

Include the ID of the instrument identifier token you want to retrieve in the URL path.

Related Information

» API Field Reference for the REST API

REST Example: Finding Payment Instruments by Card Number

Request

CET https://apitest.cybersource.comtns/vl/instrunmentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0& i m t =5
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Response to a Successful Request

" links": {
"sel f": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0&l i m t =5"
1
"first": {
"href":
"https://apitest.cybersource.contns/vl/instrumentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0&l i m t =5"
1
"next": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =5&l i m t =5"
1
"last": {
“href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst rument s?of f set =121265&l i m t =5"

}
s
"object": "collection",
"of fset": O,
"limt": 5,
"count": 5,
“"total ": 121269,
" enbedded": {
"paynent | nstrunments": |
{
" links": {
"sel f": {
“href":

"https://apitest.cybersource.conftns/vl/ paynentinstrunents/FAD5E715F7BD9910E053A2
598D0A7278"
1
"customer": {
"href":
"https://apitest.cybersource.conltns/vl/ custonmers/ FADSE715F75E9910E053A2598D0A72
78"

} ’
"id": "FADSE715F7BD9910E053A2598D0A7278",

"object": "paynentlnstrunment",
"state": "ACTI VE",
"card": {
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"expirationMonth": "12",
"expirationYear": "2031",
"type": "visa"
(¥
"bill To": {
"firstName": "John",
"l ast Nane": "Doe",
"conmpany": "Visa",
"address1": "1 Market St",
"l ocality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
(¥
"met adat a": {
"creator": "testrest"
(¥
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11"
(¥
"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paymenti nst runent s"

H
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zati onOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

H

"met adat a": {
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"creator": "testrest"

"_links": {
"self": {
"href":
"https://apitest.cybersource. conltns/vl/ paynentinstruments/ FAD5E70505B30CFOEO053AF
598E0A005F"
}
"customer": {
"href":
"https://apitest.cybersource. conitns/vl/ custonmers/ FADSE70505B40CF9E053AF598E0AQ0Q
5F"

}
}
"id": "F4AD5E70505B30CF9E053AF598E0AO005F"
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
"expirati onMonth": "02",
"expirationYear": "2024",
"type": "visa"
}

"buyer | nformation": {
“currency": "USD'

(¥
"bill To": {
"firstName": "NOREAL"
"l ast Nane": "NAVE',
"address1": "1295 Charl eston Road",
“locality": "Muntain View
"admi ni strativeArea": "CA"
"post al Code": "94043",
"country": "US",
"email": "custoner_enail =nul | @yber sour ce. cont
(¥
"met adat a": {
"creator": "testrest"
(¥
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11"
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(¥
"paynment | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411

11/ payment i nst runent s"

}
"id": "7010000000016241111",

"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zationOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
(¥
"met adat a": {
"creator": "testrest"
}
}
}
(¥
{
"_links": {
"sel f": {
"href":

"https://apitest.cybersource. conltns/vl/ paynentinstruments/ F4AD566EED6D369CCE053AF
598E0A495B"
}

"customer": {
"href":
"https://apitest.cybersource. conitns/vl/ custonmers/ F4AD5523603862EEOE053AF598E0AES

FE"

}
H
"id": "FAD566EED6D369CCEO053AF598E0A495B"
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
“expirati onMonth": "12",
"expirationYear": "2031",
"type": "visa"
b
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"buyer | nformation": {
"“currency": "USD'

(¥

"bill To": {
"firstName": "JOHN',
"l ast Nane": " DOE",
"address1": "1 Market St",
"l ocality": "san francisco",
"admini strativeArea": "CA"
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

(¥

"processingl nformation": {
"bi | | Payment Pr ogr anEnabl ed": fal se
}
"met adat a": {
"creator": "testrest"
}
" _enbedded": ({
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
}
"paynment | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ payment i nst runent s"

H
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTIVE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zati onOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"
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"met adat a": {

"creator": "testrest"

"_links": {
"self": {
“href":
"https://apitest.cybersource. conltns/vl/ paynentinstruments/ F4ACDBDD6EOAS57ECIOEOQ53AF
598E0ABGIF"
}
"customer": {
“href":
"https://apitest.cybersource. conitns/vl/ customers/ FACDBCA630247B2EE053AF598E0ADC
91"

}
}
"id": "FACDBDD6EOA57ECIEO053AF598E0ABGIF"
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
“expirati onMonth": "12",
"expirationYear": "2034",
"type": "visa"
}

"buyer | nformation": {
“currency": "USD'

(¥

"bill To": {
"firstName": "JOHN',
"l ast Nane": " DOE",
"address1": "1 Market St",
"l ocality": "san francisco",
"admi ni strativeArea": "CA"
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

(¥

"processingl nformation": {
"bi | | Payment Pr ogr anEnabl ed": fal se
}
"met adat a": {
"creator": "testrest"
}
"_enbedded": {
"instrunentldentifier": {
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"_links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
(¥
"payment | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ payment i nst runent s"

}
"id": "7010000000016241111",

"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {

"number": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zationOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789619999"

}
}
}
(¥
"met adat a": {
"creator": "testrest"
}
}
}
(¥
{
"_links": {
"sel f": {
"href":

"https://apitest.cybersource. conltns/vl/ paynentinstruments/ FACDEF212EAAOBL13E053AF
598E0AB8F4"
}

"customer": {
"href":
"https://apitest.cybersource. conitns/vl/ customers/ FACDBCA630247B2EE053AF598E0ADC

91"

}
"id": "FACDEF212EAAOB13E053AF598E0ABSF4",

"object": "paynentlnstrument",
"state": "ACTI VE",
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"card": {
“expirati onMonth": "12",
"expirationYear": "2031",
"type": "visa"

}

"buyer | nformation": {
"“currency": "USD'

(¥

"bill To": {
"firstName": "JOHN',
"l ast Nane": " DOE",
"address1": "1 Market St",
"l ocality": "san francisco",
"admini strativeArea": "CA"
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

(¥

"processingl nformation": {
"bi | | Payment Pr ogr anEnabl ed": fal se
}
"met adat a": {
"creator": "testrest"
}
" _enbedded": ({
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
}
"paynment | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ payment i nst runent s"

}
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTIVE",
"card": {

"number": "411111XXXXXX1111"
}
"processingl nformation": {

"aut hori zati onOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
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"previousTransactionld": "123456789619999"

}
}
}
Ji o
"met adat a": {
"creator": "testrest"
}
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Retrieve a Payment Instrument with an Unmasked Card
Number

This section shows you how to retrieve a payment instrument with an unmasked card number.

Important: To retrieve unmasked payment details, you must ensure that your MLE key
pair and your token vault are configured correctly. For more information on MLE keys, see
Message-Level Encryption Keys (on page 65). For more information on token vaults, see
Token Vault Management (on page 62). If necessary, contact your Cybersource account
manager or customer support.

The response is BASE 64-encoded JSON web encryption (JWE) token. The decoded JWE has these
elements:

{ "alg": "RSA-QAEP-256", //The algorithmused to encrypt the CEK
"cty": "json", //The content type
"typ": "JW", //The token type
"enc": "A256GCM', //The algorithmthat is used to encrypt the nessage
"kid": "keyld" //The serial nunber of shared public cert for encryption of CEK

}
<Encrypted Data> //The encrypted payl oad that natches the JSON response nornal |y

returned by the TM5 API, except with an unmasked paynent details

Header Configuration

You must pass this request header to retrieve unmasked payment details: Accept: application/jose.
The term application/jose refers to Javascript Object Signing and Encryption (JOSE). JOSE is a
framework that provides end-to-end security to JavaScript Object Notation (JSON)-based data
structures. JOSE achieves this by offering a collection of specifications to encrypt and digitally sign
JSON payloads. In this case, the response is message-level encrypted using a JSON Web Token (JWT).
Endpoint

Test: GET https://apitest.cybersource.com/tms/vl/paymentinstruments/{paymentInstrumentTokenId}

Production: GET https://api.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}

Production in India: GET https://api.in.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}
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The {paymentInstrumentTokenId} is the payment instrument token ID you want to retrieve. For more
information, see Create a Payment Instrument (on page 206).

REST Example: Retrieving a Payment Instrument with an Unmasked
Card Number

Request

CGET https://apitest.cybersource.comtns/vl/ paynentinstrunents/F39763E8CFDF2354E053
AF598E0AF684
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Response to a Successful Request

eyJraWQ O Ji YTELZDRmMTI zMTMONj | kZj g5MVDMLNz k2 YWE4Nz c4ZGVONTY4ODI kI i wi Y3R5I j oi anNvb

I sl nR5cCl 61 kpXVCl sl mVuYyl 61 KEyNTZHQ00i LCIhbGeci G JSUOEt TOFFUCOYNTYi f Q sPdY7WNX0j Wad
y6j dHyt Yj 8WnAyBLg4010eNNc3- cb2LWOo11LY3r 2ntJo_f 0ZN3WL75BOLzEHLI gYT96e@qgpct 7UXvvQ
LgdB25XCQ s RMJOt qugAox9QKDk 1qODVZpeki 800 HWILNKk6v GKwQP2Xr CPDs9eZ4t HQCol d_8bf f j HFOO
gVDgFt G7pJOMpl C7eeadJZCQKsEp5ZEwz TaGry Jr VLpWIVKPMKh63eLYNSTndQ hOpMXI WZS1yMrZJzgdf 1
8qQUIBB- bl Ns2j GhgTAGhPaor Rs FpHPqv OQmMWRAMFI UONgqlzzEd2xyf 9OnGA5SW 6VXEQZi 87¢c7ri yket mDI
A. mxf 5cgCFa2NwXuS1. NBdqgbudr 0gl rt Kkl OLkGdi ulAznmbNLI oKFY7-t M a@xAll pgR1t DHQOF QounP
S752j tj PPvXpHnXHp3pxi f MBTIJR _F76NcM 0SQ3r 5 PLePi Lt QeyZJnaWso6ENTr FNnhgG30TNLFS4Ngs X
6sl GgnbD2S2Kf 1yQ.4B3goxHITMul ngv TBVIBGUf 6r wszr - g- w7buAA8Noquy | f GxOWORSFOBe _392aX5
AVWY SFoUobJlar QJARsf KdoyHssknf sCIAWRZF6 _uvFbw7uoq60TnBj wf GTdsJf f gGEYSuU8Zz XW 6(QsP
AGpt wHj - JUWNEZAQ3362Cgqv3Df Zt EAS- ewBd8Dpz CQXat C4pUz1xj 3sE5RzBQX zt 81 Y_exCL970UsMkh
5pJc8eqT61z5Sf 7nxaN 1l i nrcnH7_r nR1LaJ8f 0QAvZo8r JI 8PuLe3i nNOgYhAMoub6UURNB126LPHI OW F
704M Fa8f nbr NF7Mok- z4Xwx4b- FNKr 3g_5Jy YbJgOSAF9Kwhg7Gz OGLy | PwTv XpUbFky W GWCgvf RDTVT
Br bdl weuFFDl FA4B- i 9L79Dc MRgHb6VqgVuy- A4f A9990ct mvChYOkkf nJYcFcEaTObgLpJwehadt megyW
62yJMCRLFAG U _PUyZ6k9s64KH6Ul r 07Cbu_weXi gkl qyngCr 501 f x- gDt L3t Av_Yoi | - numvNskOEY8JZ
t m 4YOUK9V1Sbr Vy354X3r hPz Ut 2k5F8LHNExOnKugs ACoFFQ pDaEBelkl 7X6Uf KZU876nLHOIl S5- ccZ3
WDbdpxH MKr Sr Mehno6g4ba9phdqt vuaj ef 6P73yF3kvHoHhXvxxr EUYcUQ | ef 9HWNBNS9sxj 2] 5Q9L
SED1XuyGBoRd5JC gj el HXOP__ 6SPi X2Wif qvVNI aS9f 1k 1e COnCTERz 9Es b 7v S13Xz Ky aNs DAFMDR3TI
2PUDN- At | RN5SA9nDTsvv(XKci - CsGTUeEYUW pbU4UHE zXi c06BygAaFJat 1pl f eJylulghVLUWKCAJ06i
_KryvAi J8gb8urb_TFGWhs2- JLQs8e3e20Ze4Akay QW hyprshr sMyi 86ngcD4o71 OY_27HAPYD2r VNPw
0l SUuxDYCp871 Lro_ RO MKu3G 1j | X- MDgJ- v3PCf 21Ej gEsB8kV4L1OBZKFCVOFGrVaXxXTvhKXj eEUy YVS
BOUMBUTW YGIznkCl JV3vi 01lxpnRVpeppnTc4x0FABt 7xPXCl _B81@q2nROMS_Az7l - XTRI Pz6skcMM S
yS6HI 4f - zg_ TWW/78gupg4 QOXFT1Mpbcs3HxQPt cBHoQBEWeNI cB1Pnso9l OmM3z4bShj 10 3- cgVRFPw
UKLhJvCOnOl 5Jql _BKSAENTJ4W qY2Eswr | G7rdZ4f VexoMd 9UX117CGqQcndj 0mboOnXDPKf cl f v55nkg70o
gHhz50vsonLxXA9LWCNLOi yI Sow mmlpUc- Gx1gnEPXvx1Xew7 ARankJI amBMAghLmKwWEQOE6 COOXWBAG3W
DSznPK3RyE6Jei uVxhRbr 5hJGQLI f H gul3NTMh3Jt PNsnnzOuvF2nZKnmec W 8 QmuHE76L.3qYD7x OnxbGnS
DPHp7AhAPueCED0s GGl | f_0S9P3- mMIMLPhL2 AFpF r9L- R- 3- Qr gJXVGYTbhbQal FIvGG swpS 06s2c9i
EKI 7VWK3nZ&0pf j i FWOUGTF4cNEj 2DW gL G 21pcKggUDbncf 3hYbgnHgNUMKHG j OxZdi aL31- ccf NodHg
6BkvRr _hhEA9I KEA9uCJloPqJt JnOFa4MUSEdI uMBF_| Sc. f enpFUQKAgRAqz7Ft 61 gg

Update a Payment Instrument

This section shows you how to update a payment instrument token.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}

Production: PATCH https://api.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}
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Production in India: PATCH https://api.in.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}

The {paymentInstrumentTokenId} is the payment instrument token ID you want to retrieve. For more
information, see Create a Payment Instrument (on page 206).

Optional Fields for Updating a Payment Instrument
default
bankAccount.type
card.issueNumber
card.startMonth
card.startYear
card.useAs
tokenizedInformation.requestorID
tokenizedInformation.transactionType
buyerInformation.companyTaxID
buyerInformation.currency
buyerInformation.dateOfBirth
buyerInformation.personalldentification.id
buyerInformation.personalldentification.type
buyerInformation.personalldentification.issuedBy.administrativeArea
billTo.address2
processingInformation.billPaymentProgramEnabled
processingIlnformation.bankTransferOptions.SECCode

merchantinformation.merchantDescriptor.alternateName

Related Information

» API Field Reference for the REST API
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REST Example: Updating a Payment Instrument

Request

PATCH https://apitest.cybersource.com/tms/vl/paymentinstruments/F39763E8CFDF2354EQ53AF598E

OAF684
{

"card": {
"expirationMonth": "12",
"expirationYear": "2031",
"type": "visa"

}l

"bill To": {

"firstName": "John",

"l ast Nanme": " Doe",
"conpany": "Conpany Nane",
"address1": "1 Market St",
"address2": "Unit B"

"l ocality": "San Francisco",
"adm ni strati veArea": "CA",
"post al Code": "94105",
"country": "US",

"emai | ": "test@ybs. cont,
"phoneNunber": "4158880000"

i nstrunmentldentifier": {
"id": "7010000000016241111"
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource.conltns/vl/ paynentinstrunments/ F39763E8CFDF2354E053AF
598E0AF684"
}
1
"id": "F39763E8CFDF2354E053AF598E0AF684" ,
"object": "paynentlnstrunment",
"state": "ACTI VE",
"card": {
"expirationMnth": "12"
"expirationYear": "2031",
"type": "visa"

"bill To": {
“firstName": "Jack",
"lastNane": "Smith",
"conpany": " Conpany Nane",
"addressl1l": "1 Market St",
"address2": "Unit B"
"locality": "San Francisco",
"admini strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"emai |l ": "updat edemai | @as. cont',
"phoneNunber": "4158888674"
s
"nmetadata": {
"creator": "testrest"
s
" _enbedded": {
"instrunentldentifier": {
" links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11
s
"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paymenti nst runent s"
}
s
"id": "7010000000016241111",
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"object": "instrumentldentifier",
"state": "ACTIVE",
"card": {

"number": "411111XXXXXX1111"
}
"processingl nformation": {

"aut hori zati onOptions": ({

"initiator": {

"merchant I niti at edTransacti on":

"previ ousTransacti onl d":
}
}

}
}
"met adat a": {

"creator": "testrest"
}

Delete a Payment Instrument

{

"123456789619999"

This section shows you how to delete a payment instrument token.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}

Production: DELETE https://api.cybersource.com/tms/

vl/paymentinstruments/{paymentInstrumentTokenId}

Production in India: DELETE https://api.in.cybersource.com/tms/

vl/paymentinstruments/{paymentInstrumentTokenId}

The {paymentInstrumentTokenId} is the payment instrument token ID you want to retrieve. For more
information, see Create a Payment Instrument (on page 206).

Required Fields for Deleting a Payment Instrument

paymentinstrumentTokenld
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Include the ID of the payment instrument token you want to retrieve in the URL path.

Related Information

» API Field Reference for the REST API

REST Example: Deleting a Payment Instrument

Request

DELETE https://apitest.cybersource.com/tms/vl/paymentinstruments/F39763E8CFDF2354EQ53AF598
EOAF684
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Successful Response
A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).

Payments with Payment Instrument Tokens

This section contains information on making payments with payment instrument tokens.

A payment instrument represents a means of payment and a payment instrument token stores this
information using an instrument identifier token. It does not store the card number and cannot exist
without an associated instrument identifier. It can include an instrument identifier, expiration date,
billing address, and card type. In the case of non-network token transactions, you can use card or
bank account information fields with a payment instrument to make a payment transaction.

To process a payment using a payment instrument token, you must include the customer token ID as
the value in the paymentInformation.paymentInstrument.id field. For example:

* Authorizing a Payment with a Payment Instrument (on page 234)

* Making a Credit with a Payment Instrument (on page 238)

For more information on payment instrument tokens, see Payment Instrument Tokens (on page 22).
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Authorizing a Payment with a Payment Instrument

This section provides the information you need in order to authorize a payment with a payment
instrument.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments
Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with a Payment Instrument
clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentInformation.paymentinstrument.id

Set to the ID of the payment instrument token you want to use.

Related Information

* API field reference guide for the REST API

Optional Fields for Authorizing a Payment with a Payment Instrument

You can use these optional fields to include additional information when authorizing a payment with
a payment instrument.

orderInformation.amountDetails.currency

orderInformation.amountDetails.total Amount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country

orderInformation.billTo.email
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orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentInformation.card.expirationMonth
paymentInformation.card.expirationYear
paymentlnformation.card.number

paymentInformation.card.type

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with a Payment Instrument

Request

{

"clientReferencel nformation": {
"code": "12345678"

b
"paynent | nformation": {
"paynent | nstrunent": {
"id": "FADSE715F7BD9910E053A2598D0A7278"
}
b
"orderInformtion": ({
"amount Detai | s": {
“currency": "USD',
“total Amount": "10.00"
}
}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",

"href": "/pts/v2/ paynents/6765713628736138103955/r ever sal s"

b
"sel f": {

"nmet hod": "GET",

“href": "/pts/v2/ payments/ 6765713628736138103955"
b

"capture": {
"met hod": "POST",

"href": "/pts/v2/ paynents/6765713628736138103955/ capt ur es"

1
"clientReferencel nformation": {
"code": "12345678"
1
"id": "6765713628736138103955"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "10. 00"
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
}1
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTIVE"
}1
"paynent | nstrunent": {
"id": "FADSE715F7BD9910E053A2598D0A7278"
}1
"card": {
"type": "001"
}1
"customer": {
"id": "F4DBE715F75E9910E053A2598D0A7278"
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}
"poi nt O Sal el nformation": {
"termnal ld": "111111"
}
"processor|nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I1"

b,

"reconciliationld": "60561224BE37KN5W ,
"status": "AUTHORI ZED',

"subm tTineUtc": "2023-02-16T18: 16: 037"
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Making a Credit with a Payment Instrument

This section shows you how to make a credit with a payment instrument.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.compts/v2/credits

Production in India: POST https://api.in.cybersource.compts/v2/credits

Required Fields for Making a Credit with a Payment Instrument

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentInformation.paymentinstrument.id

Set to the ID of the payment instrument token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Making a Credit with a Payment Instrument

Request

{

"clientReferencel nformation": {
"code": "12345678"

H
"paynent | nformation": {
"paynent | nstrunent": {
"id": "FADSE715F7BD9910E053A2598D0A7278"
}
}

"orderInformtion": ({
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"anmount Detai | s": {
"currency": "USD',
"total Ampunt": "10. 00"
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Response to a Successful Request

{
" links": {
"void": {
"met hod": "POST",
"href": "/pts/v2/credits/7055969586686467104953/ voi ds"
1
"sel f": {
“met hod": "GET",
“href": "/pts/v2/credits/7055969586686467104953"
}
1
"clientReferencel nformation": {
"code": "12345678"
1
"credit Amount Det ai | s": {
"currency": "USD',
"credi t Amount": "10.00"
1

"id": "7055969586686467104953"
"orderInformtion": ({
"amount Detai | s": {
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
s
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTIVE"
s
"paynent | nstrunent": {
"id": "FAD5E715F7BD9910E053A2598D0A7278"
s
"card": {
"type": "001"
}
s
"processorlnformation": {
"approval Code": "888888"
"responseCode": "100"
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}

"reconciliationld": "67446174JRI KXXHB",
"status": "PENDI NG',

"submit Ti meUtc": "2024-01-18T16: 55: 592"
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Instrument Identifier Tokens

Instrument identifier tokens represent tokenized payment account numbers. Tokenized payment
account information includes a primary account number (PAN) for card payments, or a US or
Canadian bank account number and routing number for an ACH bank account. An instrument
identifier token can exist independently, or it can be associated with a payment instrument.

An instrument identifier token can also contain an associated network token.

Instrument identifier tokens are associated with these features:
Card Art
TMS card art helps your customers select a card. See Card Art (on page 344).
Enrollable Network Tokens

TMS can enroll certain network tokens in an instrument identifier token to be used for
future payments. Future payments require only the instrument identifier token for the
payment information. The types of network tokens you can enroll into an instrument
identifier are tokens used for in-app payment methods such as:

* Android Pay
* Apple Pay

* Chase Pay

* Google Pay

* Samsung Pay

» Visa Click to Pay

See Create an Instrument Identifier for Enrollable Network Tokens (on page 248).
Push Provisioning

Push provisioning connects you with participating issuers to quickly provide
credentials to your customers. See Push Provisioning for Network Tokens (on page
339).

Related information
Manage Instrument Identifier Tokens (on page 243)
Payments with Instrument Identifier Tokens (on page 271)
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Manage Instrument Identifier Tokens

This section contains information on managing instrument identifier tokens.

The instrument identifier token type represents the tokenized Primary Account Number (PAN)
for card payments, or US or Canadian bank account number and routing number. An instrument
identifier can contain a credit card, ACH bank account, or tokenized card such as Apple Pay or
Android Pay. You can create, retrieve, update, or delete an instrument identifier by submitting an
HTTP POST, GET, PATCH, or DELETE operation to the /tms/v1/instrumentidentifiers endpoint.

Use the TMS REST API instrument identifier endpoint to:

* Create an instrument identifier token (on page 243)

* Retrieve an instrument identifier token (on page 253)
* Update an instrument identifier (on page 255)

* Delete an instrument identifier (on page 269)

* List payment instruments for an instrument identifier (on page 257)

For more information on instrument identifier tokens, see Instrument Identifier Tokens (on page 22).

Create an Instrument Identifier

This section shows you how to create an instrument identifier.

Endpoint
Test: POST https://apitest.cybersource.com/tms/vl/instrumentidentifiers
Production: POST https://api.cybersource.com/tms/vl/instrumentidentifiers

Production in India: POST https://api.in.cybersource.com/tms/vl/instrumentidentifiers

Required Fields for Creating an Instrument Identifier

card.number
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Related Information

» API Field Reference for the REST API
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Optional Fields for Creating an Instrument Identifier
bankAccount.number
bankAccount.routingNumber
billTo.address1
billTo.address2
billTo.administrativeArea
billTo.country
billTo.locality
billTo.postalCode
card.expirationMonth
card.expirationYear
card.securityCode

processinglnformation.authorizationOptions.initiator.
merchantlnitiatedTransaction.previousTransactionlD

Related Information

» API Field Reference for the REST API

REST Example: Creating a Card Instrument Identifier

Request
{
"card": {
"number”: "4111XXXX11111111"
}
}
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
} y

"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411

11/ paynenti nst runent s"

}
s
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {

"nunber": "411111XXXXXX1111"
s
"nmetadata": {

"creator": "testrest"
}
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REST Example: Creating a Bank Account Instrument Identifier

Request

POST https://apitest.cybersource.comtms/vl/instrumentidentifiers
{
"bankAccount ": {
"nunber": "4100",
"routingNunber": "X71923284"

Response to a Successful Request

" links": {
"sel f": {

“href": "https://
api test.cybersource. comtns/vl/instrumentidentifiers/ ATAQ1A2CA872B272E05340588D0A0
699"
} L

"paynent | nstrunents": {

“href": "https://
api test.cybersource. comtns/vl/instrumentidentifiers/ ATAQ1A2CA872B272E05340588D0A0
699/ paynent i nstrunent s"

}
s
"id": "A7A91A2CA872B272E05340588D0A0699"
"object": "instrunentldentifier"

"state": "ACTI VE",
"bankAccount ": {
"nunber":; " XXXX",
“routingNunber": "X71923284"
}H
"metadat a": {
"creator": "testrest"

Token Management Service | Instrument Identifier Tokens | 247



Create an Instrument Identifier for Enrollable Network Tokens

Important: To create an instrument identifier for an enrollable network token using

the Token Management Service (TMS), you must send the request using message-level
encryption (MLE). For more information about MLE, see Message-Level Encryption Keys (on
page 65).

TMS can enroll certain network tokens into an instrument identifier token for future payments. Any
future payments will require only the instrument identifier token for the payment information.
Enrollable network tokens can be used for these in-app payment methods:

* Android Pay
* Apple Pay

* Chase Pay

* Google Pay

* Samsung Pay

» Visa Click to Pay

These tokenized payment methods are also referred to as digital payments, digital wallets, and
tokenized cards.

Endpoint
Test: POST https://apitest.cybersource.com/tms/vl/instrumentidentifiers
Production: POST https://api.cybersource.com/tms/vl/instrumentidentifiers

Production in India: POST https://api.in.cybersource.com/tms/vl/instrumentidentifiers

Header

Set the component type in the request header to application/jose.
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Response to a Successful Request

A successful response includes the instrument identifier in the id field and the ToKEN indicator in
the tokenizedCard.source field. The TOKEN indicator denotes that the instrument identifier was

created from a device token. A payment account reference (PAR) number is also returned in the

issuer.paymentAccountReference field.

Cybersource returns a reason code in the details.reason response field to indicate the reason for
an API request's status. For more information about all possible reason codes, see the Cybersource
Reason Codes with REST API response article.

Merchant-Initiated Transactions

You can create an instrument identifier that stores a device token while you are requesting an
authorization. Such requests are typically performed for follow-on merchant-initiated transactions.
For more information about how to create an instrument identifier within an authorization request,
see these sections in the Payments Developer Guide:

* Installment Payments
* Recurring Payments

* Unscheduled COF Payments
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Required Fields for Creating an Instrument Identifier for a Device

Token

card.number

type
Set to enrollable token.

Related Information

» API Field Reference for the REST API
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Optional Fields for Creating an Instrument Identifier
bankAccount.number
bankAccount.routingNumber
billTo.address1
billTo.address2
billTo.administrativeArea
billTo.country
billTo.locality
billTo.postalCode
card.expirationMonth
card.expirationYear
card.securityCode

processinglnformation.authorizationOptions.initiator.
merchantlnitiatedTransaction.previousTransactionlD

Related Information

» API Field Reference for the REST API

REST Example: Creating an Instrument Identifier for a Device Token

Request
{
"type": "enroll abl e token",
"card": {
"nunber": "41111XXXX1111111"
}
}

Token Management Service | Instrument Identifier Tokens | 251


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/api-fields-about-guide.html

Response to a Successful Request

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70300000000149115

{
" links": {
"sel f": {
"href":
15"
} )
"paynent | nstrunents": {

"href":

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70300000000149115

15/ paynent i nst runent s"
}
s
"id": "7040000000015027161"
"object": "instrunentldentifier"
"state": "ACTI VE",
"t okeni zedCard": {
"source": "TOKEN',
"state": "ACTIVE",

"enrol | rentld": "dalfb810b1b3e01db5b215de5261df 01"
"t okenRef er encel d": "090673c4811a91960f 021ad3a24e2e01",

"number": "41111XXXX1111111",

"type": "visa",

"card": {

"suffix": "1111"

}
s
"card": {

"number": "41111XXXX1111111"
s

"issuer": {

"paynent Account Ref erence": "V0010013024026372674590402581"

} )
"nmetadata": {
"creator":. "testrest"
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Retrieve an Instrument Identifier

This section shows you how to retrieve an instrument identifier.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: GET https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

REST Example: Retrieving an Instrument Identifier

Request

CGET https://apitest.cybersource.comtns/vl/instrunentidentifiers/7030000000046226
486
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Response to a Successful Request

" links": {
"sel f": {
"href":
https://apitest.vi saacceptance.com tns/vl/instrumentidentifiers/7030000000046226
486
s
"paynent | nstrunents": {
"href":
https://apitest.visaacceptance.com tns/vl/instrumentidentifiers/70300000000462264
86/ paynmenti nstrunents
}
s
"id": "7030000000046226486"
"object": "instrunentldentifier"
"state": "ACTI VE",
"t okeni zedCard": {
"state": "ACTIVE",
“enrol | ment1d": "80efd04a838265dcdf 9d114eb542be01"
"t okenRef erencel d": "003769ea947eb057c13c192f 1d26f 002",
"nunber": "489537XXXXXX2655",
"expirationMnth": "12"

“expirationYear": "2030",
"type": "visa",
"card": {

"suffix": "6486",
"expirationMonth": "12",
"“expirationYear": "2030"

}1
"card": {
"nunber": "489537XXXXXX6486"
}1
"issuer": {
"paynent Account Ref erence": "V0010013020037567013722096631"
}1
"metadata": {
"creator": "testacct"
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Update an Instrument Identifier

This section shows you how to update an instrument identifier.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: PATCH https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

Optional Fields for Updating an Instrument Identifier
bankAccount.number
bankAccount.routingNumber
billTo.address1
billTo.address2
billTo.administrativeArea
billTo.country
billTo.locality
billTo.postalCode
card.expirationMonth
card.expirationYear

card.securityCode
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Related Information

» API Field Reference for the REST API

REST Example: Updating an Instrument Identifier

Request

PATCH https://apitest.cybersource.conltns/vl/instrunmentidentifiers/701000000001624
1111
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
1
"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynenti nst runent s"
}

} )
"“id": "7010000000016241111",

"object": "instrunentldentifier",
"state": "ACTIVE",
"card": {

"nunmber": "411111XXXXXX1111"
1
"processi ngl nformation": {

"aut hori zati onOptions": {

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789012345"

}

s

"metadata": {
"creator": "testrest"

Retrieve an Instrument Identifier's Payment Instruments

This section shows you how to retrieve the payment instrument tokens associated with an
instrument identifier token.
Endpoint

Test: GET https://apitest.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?
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Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?

Production in India: GET https://api.in.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}/paymentinstruments?

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

Use these query string parameters to filter the list of payment instrument tokens:

* of fset — Page offset number.

* 1imit — Maximum number of items you would like returned.

REST Example: Retrieving an Instrument Identifier's Payment
Instruments

Request

CGET https://apitest.cybersource.comtns/vl/instrumentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0&l i m t =5
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0&l i m t =5"
1
"first": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =0&l i m t =5"
1
"next": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =5&l i m t =5"
1
"last": {
“href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runment s?of f set =1208208&l i mi t =5"

}
s
"object": "collection",
"of fset": O,
"limt": 5,
"count": 5,
"total ": 120825,
" enbedded": {
"paynent | nstrunments": |
{
" links": {
"sel f": {
“href":

"https://apitest.cybersource.conftns/vl/ paynentinstrunents/ F396A4DD49CA23ADEO53A2
598D0AECCA"
1
"customer": {
"href":
"https://apitest.cybersource.conltns/vl/ custoners/F396A4DD49CB23ADEO53A2598D0AEC
ca”
}

} ’
"id": "F396A4DD49CA23ADE053A2598 D0AECCA" ,

"object": "paynentlnstrunment",
"state": "ACTI VE",
"card": {
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“expirati onMonth": "12",
"expirationYear": "2031",
"type": "visa"

}

"buyer | nformation": {
“currency": "USD'

(¥

"bill To": {
"firstName": "JOHN',
"l ast Nane": " DOE",
"address1": "1 Market St",
"l ocality": "san francisco",
"admi ni strativeArea": "CA"
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

(¥

"processingl nformation": {
"bi | | Payment Pr ogr anEnabl ed": fal se
}
"met adat a": {
"creator": "testrest"
}
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
}
"payment | nstrunents": {
"href":
"https://apitest.cybersource.conftns/vl/instrunentidentifiers/70100000000162411
11/ paynent i nst runent s"
}
}
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTIVE",
"card": {
"number": "411111XXXXXX1111"
}
"processingl nformation": {
"aut hori zati onOptions": ({
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"
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}
}
(¥
"met adat a": {
"creator": "testrest"
}
}
}
(¥
{
"_links": {
"self": {
"href":

"https://apitest.cybersource. conitns/vl/ paynentinstruments/ F3969009C44DEDODEOS3AF
598E0AD4EQ"
}
"customer": {
"href":
"https://apitest.cybersource. conitns/vl/ customers/ F396A109D27377A5E053AF598E0AA3
4A"

(¥
"id": "F3969009C44DEDODEO53AF598E0ADAED" ,
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
"type": "visa"
(¥
"met adat a": {
"creator": "testrest"
(¥
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
(¥
"payment | nstrunents": {
"href":
"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11/ paymenti nst runent s"

}
(¥
"id": "7010000000016241111",
"object": "instrunentldentifier"

"state": "ACTI VE",
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"card": {

"nunber": "411111XXXXXX1111"
H
"processingl nformation": {

"aut hori zationOptions": ({

"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"

}
}
}
(¥
"met adat a": {
"creator": "testrest"
}
}
}
(¥
{
"_links": {
"sel f": {
"href":

"https://apitest.cybersource. conltns/vl/ paynentinstruments/ F396A109F3637776E053AF
598EO0A87E4"
}
"customer": {
"href":
"https://apitest.cybersource. conitns/vl/ customers/ F396A109D27377A5E053AF598E0AA3
4A"

}
H
"id": "F396A109F3637776E053AF598E0A87E4" ,
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
“expirati onMonth": "12",
"expirationYear": "2031",
"type": "visa"
H
"bill To": {

"firstNanme": "John",

"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"address1": "1 Market St",
"l ocality": "San Francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",

"email": "test@ybs. cont,
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"phoneNunber": "4158880000"
}
"met adat a": {
"creator": "testrest"
}
" _enbedded": ({
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11"
}
"payment | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ payment i nst runent s"

}
H
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTI VE",
"card": {
"number": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": {
"previousTransactionl d": "123456789012345"

}
}
}
(¥
"met adat a": {
"creator": "testrest"
}
}
}
(¥
{
"_links": {
"self": {
"href":

"https://apitest.cybersource. conltns/vl/ paynmentinstruments/ F3965253C47640F5E053AF
598E0AAD5A"
}

}
"id": "F3965253C47640F5E053AF598E0AAOQSA"
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"object": "paynentlnstrument",
"state": "ACTI VE",

"card": {
"expirati onMonth": "02",
"expirationYear": "2028"
"type": "visa"

H

"bill To": {

"firstName": "John",
"l ast Nane": " Snow'
}
"met adat a": {
"creator": "testrest"
}
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":
"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11"
}
"payment | nstrunents": {
"href":
"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411
11/ paymenti nst runent s"
}
}
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTIVE",
"card": {
"number": "411111XXXXXX1111"
}
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionl d": "123456789012345"

}

Ji o

"met adat a": {
"creator": "testrest"
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"https://apitest.cybersource. conltns/vl/ paynentinstruments/ F395F6426D9A30AEE053AF

"_links": {
"self": {
"href":
598E0A5BD4"
}
H
"id": "F395F6426D9A30AEE053AF598E0ASBDA" ,
"object": "paynentlnstrument",
"state": "ACTI VE",
"card": {
“expirati onMonth": "12",
"expirationYear": "2031",
"type": "visa"
H
"bill To": {

"firstName": "John",
"l ast Nane": "Doe",
"conpany": " Conpany Nane",
"address1": "1 Market St",
"l ocality": "San Francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
(¥
"met adat a": {
"creator": "testrest"
(¥
" _enbedded": {
"instrunentldentifier": {
"_links": {
"self": {
"href":

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411

11"
H
"paynment | nstrunents": {
"href":

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70100000000162411

11/ payment i nst runent s"

}
(¥
"id": "7010000000016241111",
"object": "instrunentldentifier
"state": "ACTI VE",
"card": {
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"nunber": "411111XXXXXX1111"
H
"processingl nformation": {
"aut hori zationOptions": ({
"initiator": {
"merchant | nitiatedTransaction": {
"previousTransactionl d": "123456789012345"

}

Ji o

"met adat a": {
"creator": "testrest"
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Retrieve an Instrument Identifier with an Unmasked Card
Number

This section shows you how retrieve an instrument identifier with an unmasked card number.

Important: To retrieve unmasked payment details, you must ensure that your MLE key
pair and your token vault are configured correctly. For more information on MLE keys, see
Message-Level Encryption Keys (on page 65). For more information on token vaults, see
Token Vault Management (on page 62). If necessary, contact your Cybersource account
manager or customer support.

The response is BASE 64-encoded JSON web encryption (JWE) token. The decoded JWE has these
elements:

{ "alg": "RSA-QAEP-256", //The algorithmused to encrypt the CEK

"cty": "json", //The content type

"typ": "JW", //The token type

"enc": "A256GCM', //The algorithmthat is used to encrypt the nessage

"kid": "keyld" //The serial nunber of shared public cert for encryption of CEK
}
<Encrypted Data> //The encrypted payl oad that natches the JSON response nornal |y
returned by the TM5 API, except with an unmasked paynent details

Header Configuration

You must pass this request header to retrieve unmasked payment details: Accept: application/jose.
The term application/jose refers to Javascript Object Signing and Encryption (JOSE). JOSE is a
framework that provides end-to-end security to JavaScript Object Notation (JSON)-based data
structures. JOSE achieves this by offering a collection of specifications to encrypt and digitally sign
JSON payloads. In this case, the response is message-level encrypted using a JSON Web Token (JWT).

Endpoint

Test: GET https://apitest.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: GET https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}
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{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

REST Example: Retrieving an Instrument Identifier with an Unmasked
Card Number

Request

CGET https://apitest.cybersource.comtns/vl/instrumentidentifiers/7010000000016241
111
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Response to a Successful Request

eyJraWQ O Ji YTELZDRmMII zMTMONj | kZj g5MDMLNz k2 YWE4Nz c4ZGVONTY4ODI kil i wi Y3R51 j oi anNvbi
I sl nR5¢cCl 61 kpXVCl sl mVuYyl 61 KEyNTZHQOOi LCIhbCGci O JSUOEt TOFFUCOYNTYi f Q N_XRPaRJACKNH
BAWXI ulleoB

kgouHo5nT A1LL- VWHVF KRpf UoGpHRVpOWRY 7b1NLh4- gAl LI 3QKnxxpl x4t zSaJCn3k QDNt OBnRmKecRvF
TGKXk09eATF8J7I Lf Nj YZEgZgA4qge3Fdl EW MN_BwWwQVIMEYy OcMldpy G vUt 9G6r gnQUDs j wSDUSt QNVbpj
gqj DUner Bj bxTpr Nt BLpNCqj bSe4- vW xi ZI f FpQs_45YPWAf Rn5YuH7ebf ckBlevTdf GRI BMHXfj ac_Q
ABalgM/_50T2y1VXI | anROSC2hSabQt d43pGDsFwj 5HNOGF obb6Gpr bNedl | BL5M 0- 2 wCg. CkTelZ7COr
edhl r F_. 3eEeCOOUf z7uXxl 1FLSZZNFGUI X7vk77SGVCWcypDuVpy5QK2wWJIzTYrj JFgA Ei EO5GNXPO
490s OOp5C6 CENCXKbdGVZO VOFAyxk1dnx28ur - cSG 86HdbBRbWsvcuh4ghMgx8WIT A- ML3YKubY6L2Lc
KOYyWRONOM Yl UW2 gJFj XFZDkpCxsHpM vXRxcF6nTQkJID4r w_SHGUHqWbVI QKy | EBcvbuyecj Yt z7i Zt P_
HS349TOObJDxJ- X8exZy3LLTnD7PHj py SYGx- svl kP- Qudyi xFt znmkwf 7T7066SAa9Di dDeHOft G 7V
67MBVBGK6ENdI 8nK4sn6Si eBDMAnFt hNdHZFEhI SONI ywd E- mYl 5nuagr NVQo- ZQgJ2woYXdocdEvy TQ7
oDvRy432872]1 6nUDTZcVdYI Vj 79KDr W/ 3Lj vUYWE Av XZr ObDgl - e1YNzi | nqgi 3DI NNeL6W2sr Yr SuqJGb
- NnW | St 3Pb8qf a2ve06uRhzt pyW sWEZOCVGLSLg LZTPj aDoe2woJ1kyP2VaEMAVORynQOdCZsLI pu8_
s24rj 96T- qoi 2QkUybUQr pYi UUPI 1-j hhi mvpar 4wsJJRI sVf sf 6KVz876ReMyvWLIznb ) Ypj 7acvvgn
DAeMEf Rz XvpLvAVpGXP6RbVXuyg3wyUg 8- PqA | | Ri avS8eg9- ZdeuAkPQ. 4vZxOPr G ws1SFJm_cF3g

Delete an Instrument Identifier

This section shows you how to delete an instrument identifier.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: DELETE https://api.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: DELETE https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field in the

id field when you created the instrument identifier token. For more information, see Create an
Instrument [dentifier (on page 243).
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REST Example: Deleting an Instrument Identifier

Request

DELETE https://apitest.cybersource.conftns/vl/instrunentidentifiers/70100000000162
41111
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Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).

Payments with Instrument Identifier Tokens

This section contains information on making payments using instrument identifier tokens.
An instrument identifier token represents either a payment card number or, in the case of an ACH
bank account, the routing and account numbers. The expiration date and billing address fields are

pass through fields. The pass-through fields are used for payment network token enrollment with
card associations.

You can make a payment using an existing instrument identifier token or create one. To make
a payment using a new instrument identifier token, you must include token creation in the
authorization request. For example:

* Create an Instrument Identifier Token with Validated Payment Details (on page 272)

To process a payment using an existing instrument identifier token, you must include the instrument
identifier token ID as the value in the paymentInformation.instrumentIdentifier.id field. For
example:

* Authorize a Payment with an Instrument Identifier (on page 277)

» Making a Credit with an Instrument Identifier (on page 284)

For more information on instrument identifier tokens, see Instrument Identifier Tokens (on page 22).
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Create an Instrument Identifier Token with Validated Payment
Details

This section shows you how to create a instrument identifier token with validated payment details.

Endpoint

Test: POST https://apitest.cybersource.com/pts/v2/payments

Production: POST https://api.cybersource.com/pts/v2/payments
Production in India: POST https://api.in.cybersource.com/pts/v2/payments

customerTokenId is the customer tokenlD returned in the id field when you created the customer
token. For more information, see Create a Customer (on page 92).

Required Fields for Creating an Instrument Identifier Token with
Validated Payment Details

orderInformation.amountDetails.currency

orderInformation.amountDetails.total Amount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
paymentInformation.card.expirationMonth
paymentInformation.card.expirationYear
paymentinformation.card.number

paymentinformation.card.type
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-address1.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-admin-area.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-country.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-email.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-first-name.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-last-name.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-locality.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-postal-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-exp-mo.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-exp-year.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-number.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-card-type-a.html

processingInformation.actionList
Set the value to TOKEN_CREATE.
processingInformation.actionTokenTypes

Set the value to instrumentIdentifier.

Related Information

» API Field Reference for the REST API

REST Example: Creating an Instrument Identifier with Validated
Payment Details

Request

"clientReferencel nformation": {
"code": "TC50171_3"
}
"processingl nformation": {
"conmer cel ndi cator”: "internet",
"actionList": [
" TOKEN_CREATE"

I

"acti onTokenTypes": [
"instrunentldentifier"

(¥
"order|nformation": {
"bill To": {

"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division St.",
"post al Code": "48104-2201",
"locality": "Ann Arbor",
"admini strativeArea": "M",
"firstNanme": "John",
"phoneNunber": "999999999",
"district": "M",
"bui | di ngNurber": "123",
"conmpany": "Visa",
"email": "test@ybs. cont
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"shi pTo": {

"country": "US",
"l ast Nane": "Deo",
"address2": "Address 2",
"address1": "201 S. Division St.",
"post al Code": "48104-2201",
“locality": "Ann Arbor",
"admi ni strativeArea": "M",
"firstName": "John",
"phoneNunber": "999999999",
"district": "M",
"bui | di ngNunber™": "123",
"conmpany": "Visa",
"email": "test@ybs. cont
(¥
"anmount Detai | s": {
"total Anpunt": "102.00",
"currency": "USD'
}
(¥
"paynent | nformation": {
"card": {
"expirationYear": "2031",
"number": "4895379987X11515",
"securityCode": "890",
“expirati onMonth": "12",
"type": "001"
}
}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760634870346154903955/ r ever sal s"

1
"sel f": {

“met hod": "CET",

"href": "/pts/v2/ paynents/ 6760634870346154903955"
1

"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6760634870346154903955/ capt ur es"

1
"clientReferencel nformation": {
"code": "TC50171_3"
1
"id": "6760634870346154903955"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "102. 00"
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
} y
"card": {

"type": "001"
}

s
"poi nt O Sal el nformation": {
"termnalld": "111111"
s
"processorlnformation": {
"paynent Account Ref er enceNunber": "V0010013019326121174070050420"
"approval Code": "888888"
"net wor kTransactionld": "123456789619999"
"transactionld": "123456789619999"
"responseCode": "100",
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"avs": {
n Codell : n XII ,
"codeRaw': "I 1"

}
"reconciliationld": "698162504DTI ATR3",

"status": "AUTHORI ZED',
"subm tTi meUtc": "2023-02-10T21: 11: 272",
"t okenl nformation": ({
"instrunmentidentifierNew': false,
"instrunentldentifier": {
"state": "ACTI VE",
"id": "7030000000014911515"
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Authorize a Payment with an Instrument Identifier

This section provides the information you need in order to authorize a payment with an instrument
identifier token.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments

Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with an Instrument
Identifier

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentinformation.instrumentldentifier.id

Set to the ID of the instrument identifier token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with an Instrument Identifier

Request

{

"clientReferencel nformation": {
"code": "12345678"
b
"paynent | nformation": {
"instrunentldentifier": {
"id": "7010000000016241111"
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}
"order|nformation": {
"anmount Detai | s": {
"currency": "USD',
"total Anpunt": "10.00"
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",

"href": "/pts/v2/ paynent s/ 7055955288186053404953/ r ever sal s"

} y
"sel f": {
“met hod": "CET",

"href": "/pts/v2/ paynents/7055955288186053404953"

} y
"capture": {
"met hod": "POST",

"href": "/pts/v2/ paynent s/ 7055955288186053404953/ capt ur es"

}
1
"clientReferencel nformation": {
"code": "12345678"
1
"id": "7055955288186053404953"
"orderInformtion": ({
"amount Detai | s": {

"aut hori zedAnmount ": "10. 00"

"currency": "USD'
}
s
"paynent Account | nformati on": {
"card": {
"type": "001"
}

s
"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
s

"instrunentldentifier": {

"“id": "7010000000016241111",

"state": "ACTIVE"
}1
"card": {
"type": "001"
}
}1
"poi nt Of Sal el nformation": {
“termnal ld": "111111"
}1
"processorlnformation": {
"approval Code": "888888"
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"networ kTransactionld": "123456789619999"
"transactionld": "123456789619999"
"responseCode": "100",
"avs": {

"code": "1"

b,

"reconciliationld": "67468271CRI LOU24",
"status": "AUTHORI ZED',

"subm tTineUtc": "2024-01-18T16: 32: 097"

REST Example: Authorizing a Payment with an Instrument Identifier
While Creating TMS Tokens

Request

"clientReferencel nformation": ({
"code": "TC50171_3"
b
"processi ngl nformation": {
"actionList": [
" TOKEN_CREATE"

1.

"actionTokenTypes": [
"customer",
"paynment | nst runment ",
"shi ppi ngAddr ess"

]

} )
"paynent | nformation": {
"instrunentldentifier": {
"“id": "7010000000016241111"

}
b
"orderInformtion": ({
"amount Detai | s": {
“total Amount": "102.21",
“currency": "USD'
b
“"bill To": {
"firstNanme": "John",
"l ast Nane": " Doe",
"addressl1l": "1 Market St",
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"l ocality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",

"email": "test@ybs. cont,
"phoneNunber": "4158880000"

(¥

"shi pTo": {
"firstName": "John",
"l ast Nane": "Doe",
"address1": "1 Market St",
"l ocality": "san francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
"country": "US"

}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",

"href": "/pts/v2/ paynents/7114679840376687203955/r ever sal s"

} y
"sel f": {
“met hod": "CET",

“href": "/pts/v2/ payments/7114679840376687203955"

} y
"capture": {
"met hod": "POST",

"href": "/pts/v2/ paynents/7114679840376687203955/ capt ur es"

}
1
"clientReferencel nformation": {
"code": "TC50171_3"
1
"id": "7114679840376687203955"
"orderInformtion": ({
"amount Detai | s": {

"aut hori zedAmount ": "102. 21"

"currency": "USD'
}
s
"paynent Account | nformati on": {
"card": {
"type": "001"
}

s
"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
s

"instrunentldentifier": {

"“id": "7010000000016241111",

"state": "ACTIVE"
}1
"card": {
"type": "001"
}
}1
"poi nt Of Sal el nformation": {
“termnal ld": "111111"
}1
"processorlnformation": {
"approval Code": "888888"
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"net wor kTransactionld": "123456789619999"

"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
}
Ji o
"reconciliationld": "623971212U7PN4| U",
"status": "AUTHORI ZED',
"subm t Ti meUt c": "2024-03-26T15: 46: 242",
"t okenl nformation": ({
"shi ppi ngAddr ess": {

n i dll :
H
"paynment | nstrunment ":

n i dll :

{

},
"customer":
Ili dll:

{

"14930CO04FCADO7BEO63A2598DOAEOF1L"

"149310A4A924E911E063A2598D0A4 7AD"

"14930C004FC1D97BEO63A2598DOAEOF1L"
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Making a Credit with an Instrument Identifier

This section shows you how to make a credit with an instrument identifier token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.compts/v2/credits

Production in India: POST https://api.in.cybersource.compts/v2/credits

Required Fields for Making a Credit with an Instrument Identifier

clientReferencelnformation.code

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

paymentInformation.paymentinstrument.id

Set to the ID of the payment instrument token you want to use.

Related Information

* API field reference guide for the REST API

REST Example: Making a Credit with an Instrument Identifier

Request

{

"clientReferencel nformation": {
"code": "12345678"

H
"paynent | nformation": {
"instrunentldentifier": {
"“id": "7010000000016241111"
}
}

"orderInformtion": ({
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"anmount Detai | s": {
"currency": "USD',
"total Ampunt": "10. 00"
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Response to a Successful Request

" links": {
"void": {
"met hod": "POST",
"href": "/pts/v2/credits/7055970261066212404951/ voi ds"
1
"sel f": {
“met hod": "GET",
"href": "/pts/v2/credits/7055970261066212404951"
}
1
"clientReferencel nformation": {
"code": "12345678"
1
"credit Amount Det ai | s": {
"currency": "USD',
"credi t Amount": "10.00"
1
"id": "7055970261066212404951"
"orderInformtion": ({
"amount Detai | s": {
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}

s
"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
s
"instrunentldentifier": {
"id": "7010000000016241111",
"state": "ACTIVE"
s
"card": {
"type": "001"
}
s
"processorlnformation": {
"approval Code": "888888"
"responseCode": "100"
s
"reconciliationld": "67445198PRI LCQCQ'
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"status": "PENDI NG',
"submit Ti meUtc": "2024-01-18T16:57: 062"
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Legacy Tokens

A legacy token refers to an existing customer token, instrument identifier token, payment instrument
token, or a shipping address token.

Payments with Legacy Tokens

This section contains information on making payments with legacy tokens.
[t is recommended to use the TMS customer, payment instrument, or instrument identifier token
ID fields rather than the legacy token ID. To process a payment using legacy token, instrument

identifier token, or payment instrument token, you must include the legacy token ID in the request.
For example:

* Authorizing a Payment with a Legacy Token (on page 289)

» Making a Credit with a Legacy Token (on page 293)
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Authorizing a Payment with a Legacy Token

This section shows you how to authorize a payment with a legacy token.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments

Test: POST https://apitest.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment with a Legacy Token
clientReferencelnformation.code

paymentinformation.legacyToken.id

Include the ID of the legacy token you want to use to authorize a payment.

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

Related Information

* API field reference guide for the REST API

REST Example: Authorizing a Payment with a Legacy Token

Request

{

“clientReferencel nformation": {
"code": "12345678"
}

aynment I nformation": {
"l egacyToken": {
"id"': "B21E6717A6F03479E05341588E0A303F"
}
b
“orderInformation": ({
"anmount Det ai | s": {
“total Anpunt": "22.00",

Token Management Service | Legacy Tokens | 289


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/api-fields-about-guide.html

“currency": "USD'
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",

"href": "/pts/v2/ paynent s/ 7055956342476789004951/ r ever sal s"

1
"sel f": {

“met hod": "CET",

"href": "/pts/v2/ paynent s/ 7055956342476789004951"
1

"capture": {
"met hod": "POST",

"href": "/pts/v2/ paynent s/ 7055956342476789004951/ capt ur es"

}
1
"clientReferencel nformation": {
"code": "12345678"
1
"id": "7055956342476789004951"
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "22.00"
"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
} y
"card": {
"type": "001"
}

1

"poi nt O Sal el nformation": {
"termnalld": "111111"

1

"processorlnformation": {
"approval Code": "888888"

"net wor kTransactionld": "123456789619999"

"transactionld": "123456789619999"
"responseCode": "100",
"avs": {
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n Codell : n XII ,
"codeRaw': "I1"

}

b,
"reconciliationld": "67468431FRI | S246",

"status": "AUTHORI ZED',
"subm tTineUtc": "2024-01-18T16: 33: 547"
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Making a Credit with a Legacy Token

This section shows you how to make a credit with a legacy token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/credits
Production: POST https://api.cybersource.com/pts/v2/credits

Production in India: POST https://api.in.cybersource.com/pts/v2/credits

Required Fields for Making a Credit with a Legacy Token

clientReferencelnformation.code
orderInformation.amountDetails.currency
orderInformation.amountDetails.totalAmount

paymentInformation.legacyToken.id

Include the ID of the legacy token that you want to use to authorize a payment.

Related Information

* API field reference guide for the REST API

REST Example: Making a Credit with a Legacy Token

Request

{

"clientReferencel nformation": {
"code": "12345678"
H
"paynent | nformation": {
"l egacyToken": {
"id": "B21E6717A6F03479E05341588E0A303F"
}
}

"orderInformtion": ({
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"anmount Detai | s": {
"total Anpunt": "22.00",
“currency": "USD'
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Response to a Successful Request

" links": {
"void": {
"met hod": "POST",
"href": "/pts/v2/credits/7055970562096509704953/ voi ds"

b
"sel f": {

"nmet hod": "GET",

“href": "/pts/v2/credits/7055970562096509704953"
}

1

"clientReferencel nformation": {
"code": "12345678"

1

"credit Amount Det ai | s": {
"currency": "USD',
“credi t Amount": "22.00"

1

"id": "7055970562096509704953"

"orderInformtion": ({
"amount Detai | s": {

"currency": "USD'

}
1
"paynent Account | nformati on": {
"card": {
"type": "001"
}
1

"paynent | nformation": {
"t okeni zedCard": {

"type": "001"
} y
"card": {
"type": "001"
}

} y

"processorlnformation": {
"approval Code": "888888"
"responseCode": " 100"

} ’
“reconciliationld": "67444779FRI LJT84",
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"status": "PENDI NG',
"submit Ti meUtc": "2024-01-18T16:57: 362"
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Network Tokens for Merchants

Network tokens are network scheme generated tokens that represent customer card information for
secure transactions. Network tokens can be provisioned directly through Cybersource for merchants.

Payments with Network Tokens for Merchants

This section contains information on making payments with network tokens for merchants.
Network tokens are generated by the network scheme and represent customer card information for
secure transactions. Network schemes include but are not limited to Visa, Mastercard, and American
Express. Network tokens are mapped to instrument identifier tokens. The minimum card data
required to request a network token is the PAN and the expiration date.

Payments are made using network tokens by default for merchants. To authorize a payment ignoring
the network token, you must indicate this in the request. For example:

* Authorize a Payment While Ignoring Network Token (on page 298)

For more information on network tokens, see Network Tokens (on page 23).
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Authorize a Payment While Ignoring Network Token

This section shows you how to authorize a payment ignoring a network token.

Endpoint
Test: POST https://apitest.cybersource.com/pts/v2/payments
Production: POST https://api.cybersource.com/pts/v2/payments

Production in India: POST https://api.in.cybersource.com/pts/v2/payments

Required Fields for Authorizing a Payment While Ignoring Network
Token

clientReferencelnformation.code
paymentIinformation.customer.id
paymentinformation.paymentinformation.id
paymentinformation.shippingAddress.id
orderInformation.amountDetails.currency
orderInformation.amountDetails.totalAmount
processingInformation.capture
processingInformation.commercelndicator

tokenInformation.networkTokenOption

Set value to ignore.

Related Information

» API Field Reference for the REST API
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REST Example: Authorizing a Payment While Ignoring Network Token

Request

“clientReferencelnformation": {
"code": "RTS- Aut h"

s
"paynent | nformation": {
"card": {
"expirationYear": "2031",
"expirationMonth": "12",
"type": "001"
s
"instrunentldentifier": {
"id": "7010000000016241111"
}
s

"orderInformation": {
"anmount Detai |l s": {
"“currency": "USD',

"total Anpunt": "1.00"
}
s
"processi nglnformation": {
"capture": "fal se",
"commercelndicator": "internet"
s
"tokenl nformation": ({
"net wor kTokenQption": "ignore"
}
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",

"href": "/pts/v2/ paynents/6769913443166412604951/reversal s"

} y
"sel f": {
“met hod": "CET",

“href": "/pts/v2/ payments/ 6769913443166412604951"

} y
"capture": {
"met hod": "POST",

"href": "/pts/v2/ paynents/6769913443166412604951/ capt ur es"

}

"clientReferencel nformation": {

"code": "RTS-Auth"
} y

"id": "6769913443166412604951",

"orderInformtion": ({
"amount Detai | s": {

"aut hori zedAmount ": " 1.
"currency": "USD'
}
s
"paynent Account | nformati on": {
"card": {
"type": "001"
}
s

"paynent | nformation": {
"t okeni zedCard": {
"type": "001"
} y

"instrunentldentifier": {

"id": "7030000000014911515",

"state": "ACTI VE"
}

hi ppi ngAddr ess": {

“id": "F537CESDBA2F032CE053AF598E0AG4F2"

}

"paynent | nstrunent": {

"id": "F537E3D12322416EE053AF598E0AD7 71"

} y
"card": {
"type": "001"

}
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"customer": {
"id": "F537CES8DBA2C032CE053AF598E0AG4F2"

}
"poi nt O Sal el nformation": {
"termnpal ld": "111111"
}
"processor | nformation": {
"paynent Account Ref er enceNunber": "V0010013019326121174070050420",
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "|1"

b,
"reconciliationld": "744295942E2LY3F8",

"status": "AUTHORI ZED',
"subm tTineUtc": "2023-02-21T14: 55: 447"

Manage Merchant-Initiated Transactions and Network Tokens

This section contains information for using network tokens in merchant-initiated transactions (MIT).
Network tokens are generated by the network scheme and represent customer card information for
secure transactions. Network schemes include but are not limited to Visa, Mastercard, and American
Express. Network tokens are mapped to instrument identifier tokens. The minimum card data

required to request a network token is the PAN and the expiration date.

You can manage merchant-initiated transactions using network tokens by including the relevant MIT
information in requests sent to tms/v2/customers. For example:

» Update Merchant-Initiated Transaction Authorization Options (on page 302)

For more information on network tokens and credentialed transactions, see Network Tokens (on
page 23) and Credentialed Transactions, respectively.
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Update Merchant-Initiated Transaction Authorization Options

This section shows you how to update merchant-initiated transaction (MIT) authorization options.

Endpoint

Test: PATCH https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: PATCH https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: PATCH https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

Required Fields for Updating MIT Authorization Options

processingInformation.authorizationOptions.
initiator.merchantlnitiatedTransaction.previousTransactionld

processingInformation.authorizationOptions.
initiator.merchantlnitiatedTransaction.originalAuthorizedAmount

processingInformation.authorizationOptions.
initiator.merchantlnitiatedTransaction.processorTransactionld

Related Information

» API Field Reference for the REST API
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REST Example: Updating MIT Authorization Options

Request

"processi nglnformation": {
"aut hori zationOptions": {
"initiator": {
"merchantInitiatedTransaction": {
"previousTransactionld": "123456789012345",
"origi nal Aut hori zedAnount": "1",
"processor Transactionl d": "123456789012345123"
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Response to a Successful Request

" links": {
"sel f": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
1
"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411

11/ paynenti nst runent s"

}

} )
"“id": "7010000000016241111",

"object": "instrunentldentifier"
"state": "ACTIVE",
"card": {
"nunmber": "411111XXXXXX1111"
1
"processi ngl nformation": {
"aut hori zati onOptions": {
"initiator": {
"merchant | nitiatedTransaction": ({
"previousTransactionld": "123456789012345",
"ori gi nal Aut hori zedAnpount": "1",
"processor Transactionl d": "123456789012345123"

}
}
}
s
"metadata": {
"creator": "testrest"
}
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Network Tokens for Partners

Network tokens are network scheme generated tokens that represent customer card information for
secure transactions. Network tokens can be provisioned through Cybersource for partners.

Network tokens that are provisioned by TMS are card-on-file (COF) tokens.

Manage Network Tokens for Partners

This section contains information on managing network tokens for partners.

Network tokens are generated by the network scheme and represent customer card information for
secure transactions. Network schemes include but are not limited to Visa, Mastercard, and American
Express. Network tokens are mapped to instrument identifier tokens. The minimum card data

required to request a network token is the PAN and the expiration date.

You can provision network tokens for a card number or an existing instrument identifier. For
example:

* Provision a Network Token for a Card Number (on page 306)

* Provision a Network Token for an Existing Instrument Identifier (on page 309)
You can also retrieve a network tokens for existing payment credentials. For example:
* Retrieve Network Token Payment Credentials (on page 323)

For more information on network tokens, see Network Tokens (on page 23).
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Provision a Network Token for a Card Number

This section shows you how to provision a network token for a card number.

Network tokens that are provisioned by TMS are card-on-file (COF) tokens.

Endpoint
Test: POST https://apitest.cybersource.com/tms/vl/instrumentidentifiers
Production: POST https://api.cybersource.com/tms/vl/instrumentidentifiers

Production in India: POST https://api.in.cybersource.com/tms/vl/instrumentidentifiers

Required Fields for Provisioning a Network Token for a Card Number

card.number
card.expirationMonth

card.expirationYear

type

Related Information

» API Field Reference for the REST API

Optional Fields for Provisioning a Network Token for a Card Number

card.securityCode

Related Information

» API Field Reference for the REST API
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REST Example: Provisioning a Network Token for a Card Number

Request
{
“type": "enrollable card",

"card": {

‘nunber”: "4895379987X11515",

"expirationMonth": "12",
"expirationYear": "2031",
"securityCode": "089"
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Response to a Successful Request

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70300000000149115

{
" links": {
"sel f": {
"href":
15"
}1
"paynent | nstrunents": {

"href":

"https://apitest.cybersource.conmtns/vl/instrunentidentifiers/70300000000149115

15/ paynent i nst runent s"

}
1
"id": "7030000000014911515",
"object": "instrunentldentifier"
"state": "ACTI VE",
"t okeni zedCard": {
"state": "ACTIVE",
"nunber": "489537XXXXXX5914",
"expirationMonth": "12"
"expirationYear": "2022"
"type": "visa",
"card": {
"suffix": "1515",
"expirationMonth": "12"

"paynent Account Ref erence": "V0010013019326121174070050420"

"expirationYear": "2031"
}
}1
"card": {
"nunber": "489537XXXXXX1515"
}1
"issuer": {
}1
"nmetadata": {
"creator": "testrest"
}
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Provision a Network Token for an Existing Instrument Identifier

This section shows you how to provision a network token for an existing instrument identifier.

Endpoint

Test: POST https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}/enrollment

Production: POST https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}/enrollment

Production in India: POST https://api.in.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}/enrollment

instrumentIdentifierTokenId is the instrument identifier token ID returned in the id field when you
created the instrument identifier token. For more information, see Create an Instrument Identifier
(on page 243).

Required Fields for Provisioning a Network Token for an Existing
Instrument Identifier

card.expirationMonth
card.expirationYear
card.securityCode

instrumentldentifierTokenld

Include the ID of the instrument identifier token you want to retrieve in the URL path.

type

Related Information

» API Field Reference for the REST API

Optional Fields for Provisioning a Network Token for an Existing
Instrument Identifier

card.securityCode
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Related information
API Field Reference for the REST API

REST Example: Provisioning a Network Token for an Existing
Instrument Identifier

Request
{
"type": "enrollable card",
"card": {
"expirati onMonth": "12",
"expirationYear": "2031",
"securityCode": "089"
}
}
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Response to a Successful Request

{
" links": {
"sel f": {
"href":

"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"
1
"paynent | nstrunents": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11/ paynenti nst runent s"
}
1
"id": "7010000000016241111",
"object": "instrunentldentifier"
"state": "ACTI VE",
"t okeni zedCard": {
"state": "ACTIVE",

"type": "visa"
}1
"card": {
"number": "411111XXXXXX1111"
}1
"metadata": {
"creator":. "testrest"
}
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Provision a Network Token for a Consumer

When you provision a network token for an individual consumer in a wallet, you can manage the
network token and payment credentials separately for that consumer. Provisioning network tokens
for a consumer is supported for American Express, Mastercard, and Visa. This section describes how
to provision a network token for a card number and a consumer ID.

Network tokens that are provisioned by TMS are card-on-file (COF) tokens.

! Important: You must be enabled as an ECOM enabler in the Visa Token Service (VTS)
to provision a network token with a consumer ID. For more information, contact your
Cybersource account representative.

Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/tokenized-cards
Production: POST https://api.cybersource.com/tms/v2/tokenized-cards

Production in India: POST https://api.in.cybersource.com/tms/v2/tokenized-cards
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Required Fields for Provisioning a COF Network Token for a Consumer
card.number
card.expirationMonth
card.expirationYear
card.securityCode

createlnstrumentidentifier
Set to true.
source
Set to ONFILE.
consumerld

When this field is not included, a network token is provisioned only for the PAN in the
request.

Related Information

» API Field Reference for the REST API

REST Example: Provisioning a Network Token for a Consumer

Request

"createlnstrunmentldentifier": true,

"source": "ONFILE",

"consuner|d": "123456",

"card": {
"number": " X895379980000580",
"expirationMonth": "12",
"expirationYear": "2023",
"securityCode": "123"
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Response to a Successful Request

" links": {
"sel f": {
"href": "/tms/v2/tokeni zed- cards/ 7030000000014911515"
s
"instrunentidentifier": {
"href": "/tms/vl/instrument-identifier/7030000000042974378"
}

s
"id": "7030000000014911515",
"object": "tokenizedCard",
"state": "ACTIVE",
"source": "ONFILE",
"enrol | nentld": "96eb80a56b76aeld486e14f40b3d7a01",
"t okenRef erencel d": "059ae2f 74835647400c219884b7bc601",
"paynent Account Ref erence": "V0010013022298169667504231315",
"nunber": "489537XXXXXX9215",
"expirationMonth": "10",
"expirationYear": "2031",
"type": "001",
"card": {

"suffix": "0580",

"expirationMonth": "12",

"expirationYear": "2023"
s
"nmetadata": {

"cardArt": {

"conbi nedAsset": {
"id": "d3225702- 354a- 4f 17- 8c40- 1727de7f f ab7",
" links": {
"sel f": {
“href":
"/tms/v2/tokens/ 7030000000042974378/ ndes/ asset s/ card- art - conbi ned"

}

}

1

"issuer": {
"name": " METROBANK CARD CORPORATI ON (A FI NANCE COWPANY)",
"shortDescription": "METROBANK CARD CORPORATI ON'

1

"creator": "testrest"
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Provision a Network Token for a Token

This section shows you how to create a network token for a given token.

Network tokens that are provisioned by TMS are card-on-file (COF) tokens.

Endpoint
Test: POST https://apitest.cybersource.com/tms/v2/tokenized-cards
Production: POST https://api.cybersource.com/tms/v2/tokenized-cards

Production in India: POST https://api.in.cybersource.com/tms/v2/tokenized-cards
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Required Fields for Provisioning a Network Token for a Token

card.number

Set to the tokenized card number. When source is set to TOKEN, this field value must be
a digital network token to provision a COF network token.

card.expirationMonth
card.expirationYear
card.securityCode

createlnstrumentldentifier
Set to true.
source

Set to TOKEN. The value set for card.number must be a digital network token to
provision a COF network token.

consumerld

When this field is not included, a network token is provisioned only for the PAN in the
request.

Related Information

» API Field Reference for the REST API

REST Example: Provisioning a Network Token for a Token

Request

{

"createlnstrunmentldentifier": true,

"source": "TOKEN',

"card": {
"nunber": "X621943123037127",
"expirationMonth": "12",
"expirationYear": "2025",
"securityCode": "123"
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Response to a Successful Request

" links": {
"sel f": {
"href": "/tms/v2/tokeni zed- cards/ 7030000000014911515"
s
"instrunentidentifier": {
"href": "/tms/vl/instrument-identifier/7030000000042974378"
}

s
"id": "7030000000014911515",
"object": "tokenizedCard",
"state": "ACTIVE",
"source": "TOKEN',
"enrol | nentld": "96eb80a56b76aeld486e14f40b3d7a01",
"t okenRef erencel d": "059ae2f 74835647400c219884b7bc601",
"paynent Account Ref erence": "V0010013022298169667504231315",
"nunber": "489537XXXXXX9215",
"expirationMonth": "10",
"expirationYear": "2031",
"type": "001",
"card": {

"suffix": "0580",

"expirationMonth": "12",

"expirationYear": "2023"
s
"nmetadata": {

"cardArt": {

"conbi nedAsset": {
"id": "d3225702- 354a- 4f 17- 8c40- 1727de7f f ab7",
" links": {
"sel f": {
“href":
"/tms/v2/tokens/ 7030000000042974378/ ndes/ asset s/ card- art - conbi ned"

}

}

1

"issuer": {
"name": " METROBANK CARD CORPORATI ON (A FI NANCE COWPANY)",
"shortDescription": "METROBANK CARD CORPORATI ON'

1

"creator": "testrest"
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Retrieve a Standalone Network Token

This section contains the required information for partners, merchants, and acquirers to retrieve a
standalone network token.

Endpoint
Test: GET https://apitest.cybersource.com/tms/v2/tokenized-cards/{tokenizedCardId}
Production: GET https://api.cybersource.com/tms/v2/tokenized-cards/{tokenizedCardId}

Production in India: GET https://api.in.cybersource.com/tms/v2/tokenized-cards/
{tokenizedCardId}

{tokenizedCardId} is the tokenized card ID returned in the id field when you provisioned the
network token. For more information, see Provision a Network Token for a Consumer (on page 312).

REST Example: Retrieving a Standalone Network Token

Request

CGET https://apitest.cybersource.comtmnms/v2/tokenized-cards/ 223ACDECF1681954E063A25
98D0A786D
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Response to a Successful Request

{
" links": {
"sel f": {
"href": "/tms/v2/tokeni zed- cards/ 223ACDECF1681954E063A2598D0A786D"
s
"instrunentldentifier": {
"href": "/tms/vl/instrumentidentifiers/7040890000006625091"
}

} ’
"id": "223ACDECF1681954E063A2598D0A786D",

"object": "tokenizedCard",

"state": "ACTI VE",

"enrol | nentld": "FMAMMC00001441368f a429c85a5d4df 5ad1875bf d2f aa5eb",

"t okenRef erencel d": " DMAMMCLUS0000000a7f ab5f 3a27e49daaf 1984f 7b49ab2f 6",
"nunber": "521415XXXXXX5091",

"expirationMnth": "10"

"expirationYear": "2027"
"type": "nmastercard",
"card": {

"suffix": "0747",
"expirationMonth": "12"
"expirationYear": "2025"
s
"metadata": {
"cardArt": {
"conbi nedAsset": {
"id": "9a90ad5f-8577-4a7a- 856f - eb66e5437671"
"_links": {
"sel f": {
“href":
"/tms/v2/tokens/ 7040890000006625091/ ndes/ asset s/ card- art - conbi ned"
}
}
}

randLogoAsset ": {
"id": "3d7c2517-6b98-4eac-a099- 9bd407830e0e"
"_links": {
"sel f": {
"href":
"/tms/v2/t okens/ 7040890000006625091/ ndes/ asset s/ br and- | ogo"

}

s
"i ssuerLogoAsset": {
"id": "f607c880-ceaa-4e88- 86a7-de854abc8417"
"_links": {
"self": {
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"href":
"/tms/v2/tokens/ 7040890000006625091/ ndes/ asset s/ i ssuer -1 ogo"

}

b,
"iconAsset": {
"id"': "549a3034- 12da- 4e85- b0d9- 9ad19f ec6e2b”

"_links": {
"self": {
"href":
"/tms/v2/t okens/ 7040890000006625091/ ndes/ asset s/ i con"
}
}
(¥
"foregroundCol or": "OFOFOF"
(¥
"issuer": {
"name": "Test |ssuerA®',
"shortDescription": "MasterCard Test Bank",
"l ongDescription": "Test Bank for MasterCard MIF"
}

b,
"source": "ONFILE"
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Delete a Standalone Network Token

This section contains the required information for partners, merchants, and acquirers to delete a
standalone network token.

A successful delete response returns an empty HTTP 204 No Content status. For information on status
codes, see HTTP Status Codes (on page 358).

« Important: This is only available for Visa network tokens. You cannot use this feature to
delete American Express or Mastercard network tokens.

Endpoint
Test: DELETE https://apitest.cybersource.com/tms/v2/tokenized-cards/{tokenizedCardId}
Production: DELETE https://api.cybersource.com/tms/v2/tokenized-cards/{tokenizedCardId}

Production in India: DELETE https://api.in.cybersource.com/tms/v2/tokenized-cards/
{tokenizedCardId}

{tokenizedCardId} is the tokenized card ID returned in the id field when you provisioned the
network token. For more information, see Provision a Network Token for a Consumer (on page 312).

REST Example: Deleting a Standalone Network Token

Request

DELETE https://apitest.cybersource.comtns/v2/tokeni zed- cards/ 223ACDECF1681954E063
A2598D0A786D
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Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status.
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Retrieve Network Token Payment Credentials

This section describes how to retrieve network token payment credentials such as:

* Network token value
* Cryptogram (Visa and Mastercard only)

* Dynamic card verification value (CVV) (American Express only)

Network token payment credentials are returned as a JSON web encryption (JWE) response.

Endpoint
Test: POST https://apitest.cybersource.com/tms/v2/tokens/{tokenId}/payment-credentials
Production: POST https://api.cybersource.com/tms/v2/tokens/{tokenId}/payment-credentials

Production in India: POST https://api.in.cybersource.com/tms/v2/tokens/{tokenId}/payment-
credentials

The {tokenId} is the token ID returned in the id field when you created the customer, payment
instrument or instrument identifier token. For more information, see Create an Instrument Identifier
(on page 243) for more information.

REST Example: Retrieving Network Token Payment Credentials

Request

POST https://apitest.cybersource.comtmnms/v2/tokens/7040890000006625091/ paynent -cre
dential s
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Response to a Successful Request: BASE 64

JrawWg G | 50M5YnVj OTI mive QLVDI nVDE2NW y YmJ h YWYy ODAX NDNhOTI OO |i wi Y3R51 j oi anNvbi | s
I NR5¢Cl 61 kpXVCl sl nVuYyl 61 KEyNTZHQOO0i LCIhbCGeci G JSUOEt TOFFUCOYNTYi f Q uYCE2zysW B8E5S6
2FGII 4Yyot ZEHWAAZ - 2f vhj aUWIbuAZ2t nZmidoKUdsf sBLYW nxpMDUsi ENTTHG UJJ25Snhcft 6eZG 7
9gW S55ZAGAI 1eYl JA08gr 01U7P- 1Q zQbt 6dl KTRZEI YDi Nj ypSaVf QPQPODaGNf BO4Li 7Pt 88i - Pl spG
af q9P7TgacPyKol kviMbOM_VWOWSZYN _j dFq8hEu4Dy7gqDpf 0z- r Cdt WygWpFbGadur Dr KCbLBoQ4dY7COck
Joe200OWH Olh_7uzynDDUj ngWFRcHgj xY7bmAz94i r4QUaoTQ aaqgyP6A2H3Gt 6Dy4Vpl zO2XgLQA.

_cLex9BPst Ygqnf e. Rvbdj AQWR6HaVZ7USbp6j - KWPCLj Gc3Wk4M Owd58X2NNZ5ek UpAvU28  MogQ@Ws
M_hJ7ul gf Usnk9 Y5nvAWYh68Ct ye2yChgu V. _33alne3i ZPSAEG 7HeJVngOhy4EaQHNb92XYXUV1invF
HJokAdcRaj 3eKwh6v- 11 RhB4ul gXU62ZanVGGu5c7Uk VKT 6Ji i gZar GJi Y2DKCR YnbQYkj 4IJNFY94J| S5
OwrnG k3M AJNIDYI U- 6US98zW=I8VhBwhMuXk1j uqVBfi fj IMFa_-vnJdj Goqlri 2buz7hMIG- xOPI YoHU
GSFeqNr cLUj JxI 008l nXf hj 7Dt f YYNc0e4g5U39xt k- T2TDnQF dek RvVxgdx c VR4Anmzd EqUHBX YUWT SWIAbg
V- f j uCGDCkUoPI gkZ95y4RIhSPZzj ZHdul f 2Fk3L7e- nt 02PB25zUTt _aXeNBSH8zj nal 2ve6D3VNOScdu
RM _9PXv18760pHEGYgk KLSTXcTUas XKl zMEi UzLI 3p5pN30KnVbr yAzuU3hhm MyyPpEQkp9h3W D4sch
OH1E8Yt i hLI STt TUNWX5dJuR6i VWpKqFXECqYPt DW zXQDTedFqdTA4i SE3MCs. t h9qWPzsevuDYp- - 060
POw

Response to a Successful Request: Decrypted

{
" links": {
"self": {
"href": "/tms/v2/tokens/7040890000006625091/ paynent - cr edenti al s"
b
"t okeni zed-cards": {
"href": "/tnms/v2/tokenized-cards/223ACDECF1681954E063A2598D0A786D"
}

b
"t okeni zedCard": {

"id": "223ACDECF1681954E063A2598D0A786D",
"state": "ACTI VE",
"enrol |l ment1d": "FMAMMC00001441368f a429c85a5d4df 5ad1875bf d2f aab5eb"”,
"t okenRef erencel d": " DVAMMCLUSO000000a7f ab5f 3a27e49daaf 1984f 7b49ab2f 6",
"nunber": *X214150083525091",
"expirationMonth": "10",
"expirationYear": "2027",
"type": "nmastercard",
"cryptogram': "AJnA9YsVf m58AAFH RkBAAADFA==",
"requestorld": "50162233570",
"card": {
"suffix": "0747",
"expirationMonth": "12",

"expirationYear": "2025"
b
"met adata": {

"cardArt": {
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"conbi nedAsset": {
"id": "9a90ad5f-8577-4a7a- 856f - eb66e5437671"
"_links": {
"self": {
“href":
"/tms/v2/t okens/ 7040890000006625091/ ndes/ asset s/ card- art - conbi ned"
}
}
}

randLogoAsset ": {
"id": "3d7c2517-6b98- 4eac- a099- 9bd407830e0e"
"_links": {
"self": {
"href":
"/tms/v2/t okens/ 7040890000006625091/ ndes/ asset s/ br and- | ogo"

}

(¥
"i ssuerLogoAsset": {
"id": "f607c880-ceaa-4e88-86a7-de854abc8417"
"_links": {
"self": {
"href":
"/tms/v2/tokens/ 7040890000006625091/ ndes/ asset s/ i ssuer -1 ogo"

}

b,
"iconAsset": {
"id"': "549a3034- 12da- 4e85- b0d9- 9ad19f ec6e2b”

"_links": {
"self": {
“href": "/tnms/v2/tokens/7040890000006625091/ ndes/ assets/i con"
}
}
(¥
"foregroundCol or": "OFOFOF"
(¥
"issuer": {
"nanme": "Test |ssuerA®'
"shortDescription": "MasterCard Test Bank",
"l ongDescription": "Test Bank for MasterCard MIF"
}
(¥
"source": "ONFILE"
(¥
"card": {
"nunber": "521415XXXXXX5091"
(¥
"issuer": {
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"paynent Account Ref erence": "50015018T6JE5Z0ORIONOQTPOHHMYN'
}

"processingl nformation": {}

For more information on decrypting data, see Encrypt and Decrypt Data (on page 357).
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Retrieve Network Token AFT Payment Credentials

This section describes how to retrieve the payment credentials for a Visa Token Service (VTS)
network token that is used for account funding transactions (AFTs). You can retrieve these payment
credentials for a VTS network token:

» VTS network token value

* AFT cryptogram (Visa only)

The VTS network token payment credentials are returned as a JSON Web Encryption (JWE) response.

! Important: You must contact your Visa representative to ensure that your system is enabled
to retrieve an AFT cryptogram.
Endpoint

Test: POST https://apitest.cybersource.com/tms/v2/tokens/{tokenId}/payment-credentials
Production: POST https://api.cybersource.com/tms/v2/tokens/{tokenId}/payment-credentials

Production in India: POST https://api.in.cybersource.com/tms/v2/tokens/{tokenId}/payment-
credentials

The {tokenId} is the token ID returned in the id field when you create the customer, payment

instrument, or instrument identifier token. For more information, see Create an Instrument Identifier
(on page 243).
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Required Fields for Retrieving Network Token AFT Payment
Credentials

paymentCredentialType
Set to CRYPTOGRAM.
transactionType

Set to AFT.

Related Information

» API Field Reference for the REST API

REST Example: Retrieving Network Token AFT Payment Credentials

Request

"paynent Credenti al Type": " CRYPTOGRAM',
"transactionType": "AFT"

Response to a Successful Request: BASE 64

eyJraWd G JmOTdnOW yMDZk Yz QxNz I nZGRI OARI Nj MbN| MyMAWi ZTI 2Nj YANDcOl i wi Y3R51 j oi anNvbi

I sl nR5cCl 61 kpXVCl sl mVuYyl 61 kEyNTZHQ00i LCIhbGeci O JSUOEt TOFFUCOYNTYi f Q VHL68JF7g104i

2dDQ_NAf PEDakHY! 54C5mJ- YJI t CLVKN3zLI pEZf 9VJr UcYr Tew6z CNNRKs 3t r eD- Mn3VNK6e YnR YAhkeu
ryYl U2NXZVWBCsZsgeQu5y3c2eO _Ai DHRYlI KE@MILoXYqgb- ol ot vsnN3p4nYui Yl L21FkdssBV- V66kyM
WPaVVZpTgFpOl ZBnONN6p1MoUEybPc5vBpY2l 24QZFHIj t X6j xdi vA5XmgBgj 2DEnue7Kl sS3At Msi xm5G0
d46FROi adGQFQHAVsS8I Dj f cUj 5- vxcFopp8wBOd1sNsl t Cngj 4WIZFbZGy Te- GhouSCf NX7uC- oHHdx RGd
A. z8TDop40z778UEUl . yNSpacqPUTGVScM.QIND] FEvI WiY7Yr ywINh7_hCgQBPeW alwPnKRsg 9qubr 6
_2xYI doNTzr &gi uTj 5_cToObsZF0zFoaDj N9zZWeppYTB9df gvQd8AFOAFenhnBl f JVLgj bej PTAHH Js
pl UGVAQUPQTAQLLr I T_WBRf - hj QRUHr goXpkXg- Fj zf 1SLNTJb8aFWivLj Nt Qvbau- OaSBeJSbCl uDuOK
US6TFCZn- 9Ut E67uDoSgPMys 8XVy APdSAHLFK8y Xzp0mv YQECR3_p75- MHXs AAqQIUAf XoH] EFsUpqy CkU
BPLE7med i uQESf nl gnt VAL vr dl wdgqTVJc_388UJLI GgnDKDuD4gGhdz YuCENNSr VBVn(@B71 ggFPM 4kqt

bf G J- gvowC6nmlalW/8r zRo9AqAFXMUpk TaE4v CaPVnRbXuzY0dss81LQ yGi 0_eBy6W OvXe- OyOvi DK
FxT_GVeF4AnSwkbpxM3E 7aWbVXJ- _r 6LBgALt gl bi QZqr W gLv_FV7DDhY7HnN39R14gve6yxNPu7RCFEV
i Y6RUI do_JxPCj NBL6XxGXn1ccnx SCQwvVFGvr Flwm Ed8vCnl mi nX4C VO_ba9l yOUYA | S7- CW r a7Tv
t | SVdYL4JOvPnOHvr 8ROWEI 5Y6i Bt V- En6BhHpVd8aFdSTTOF HI 7bUt UUESFnt nLDlat C- sa2sBj r w4PI

B- NQVEE4uAGeecc YnmYdf PUQdLuMRkzkoPFoNwgnJJ5UCBT6 Gz EQxZCzf xgTyn_nRt oU- Sbb42QKBOBI 01c
zad24Ful Lk93QaW2SwRX_O0QHh8l CxbWFl axG HEGLL5Ypgqr VKFDLWETD90- ysQz Fwei W SORr bLhnKs 2
xp3GT75d_wxE5I OvLI _A7t JI 81 5BQ aBnTt yZof EJsd6i nYHMDTYzj - 9YRK4r - gr A3xvyt | 50dwkJJJ4Ju
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IWJ Gux AdKvbx Yr kwkKgnOHKBE58BG KEI T6j 0gLXUObsuDPo1E OS] 9NGy UeBILKG pt GNQOBeN 06pYWTG
Mkj f PZi 9S1Zv9wnr 7C0wc Se_ x| mu4df 192co8hJKUI XosbAZt ur Q 8t RSBAZSKr LgO4v CQF IJnYx YCL11 VaDwk
nhTe78ev9qVZDOHP7H _gqXPHY50BDf Br - pxFCnYt - oQM 24hc2_r 13Jvzek YP3bj oUVIYso(B- eJ1A4Ny O
8Bk2qUzZVEWa_szCz_uCi ozwdXWeOHVI UWn1Bvr bRKz MB1Uxr EZk KnP3xaOPQv91FMIgWJEG/pxr CoH4
9gGgNCBr U- J46HA01YCAFzvgqYTSxGaCr51 gngbXz PK16AW GYKPXEUEX ZERv VhI xhQRKpBKD3KJFO772b
| Kdf Tj Pl _QqnUJ5_wy7QScUP_70kJZduC9JgNy- S4ht ThQHLAAWR XO6Rz 1 naup4f Z3t kal dNTac QQm~cd-
kJ3Bj 049VcV2BkMR1oP2__ P2si MBH30D8l ZAb9SO0buFezplKVNf I KNV2f TODXEESzFZi - aL4Ox MBI | 6yu
j KXt Kt j OZoMyZawNeulL G | t ZQZ8Bkhvz RTr wuBHWNc bhCNI- 0gwC4 YuBZ8FD1 Rpd1v PNOPMpEMbI q9BKf _
W GeXUMKOXzsVdQLf cBd6aDHAysFnt 8Y9610YTX8KA. uT1lyJ32LL_T1Ti f xI H3HAA

Response to a Successful Request: Decrypted

{
" links": {
"self": {
“href":
"/tnms/v2/t okens/ 1CD10F58FB7C7DBBE063A2598D0A1405/ paynent - cr edenti al s"
1
"t okeni zed-cards": {
"href": "/tms/v2/tokenized-cards/ 1CD10F58FB837DB8E063A2598D0A1405"
}
}

"t okeni zedCard": {
"id": "1CD10F58FB837DB8E063A2598D0A1405",
"state": "ACTIVE",
“enrol | nent1d": "dalfb810blb3e01db5b215de5261df 01",
"t okenRef erencel d": "090673c4811a91960f 021ad3a24e2e01",
"nunber": "X895370017256311",
"expirationMonth": "12",

"expirationYear": "2031",

“"type": "visa",

"cryptogram': "AwWAAAAD 9THGeHWAARI4QA0AAAA="
“eci": "07",

"requestorld": "40010052236",

"card": {

"suffix": "7161",
"expirationMonth": "12",

"expirationYear": "2030"
} Ll
"nmetadata": {

"cardArt": {

"conbi nedAsset": {
"id": "8f64614def 1la41d39ea8acae4616bf 6",

" links": {
"sel f": {
“href":

"/tms/v2/tokens/ 1CD10F58FB7C7DB8E063A2598D0A1405/ vt s/ asset s/ card- art - conbi ned"
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}
}
"brandLogoAsset ": {
"id": "00000000000000000000000000001071",
"_links": {
"self": {
"href":
"/tms/v2/t okens/ 1CD10F58FB7C7DBBE063A2598D0A1405/ vt s/ asset s/ br and- | ogo"
}
}
}
"foregroundCol or": "1lafOf 0"
}
"issuer": {
"shortDescription": "shortDescription"
"l ongDescription": "l ongDescription”
}
}
"source": "ONFILE"
}
"card": {
"nunmber": "X622943123037161"
}
"issuer": {
"paynent Account Ref erence": "V0010013024026372674590402581"
}
"processingl nformation": {
"conmer cel ndi cator”: "internet"
}

For more information on decrypting data, see Encrypt and Decrypt Data (on page 357).

Token Management Service | Network Tokens for Partners | 330



Retrieve an Instrument Identifier

This section shows you how to retrieve an instrument identifier.

Endpoint

Test: GET https://apitest.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: GET https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field when
you created the instrument identifier token. For more information, see Create an Instrument
Identifier (on page 243).

REST Example: Retrieving an Instrument Identifier

Request

CGET https://apitest.cybersource.comtns/vl/instrunentidentifiers/7030000000046226
486
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Response to a Successful Request

" links": {
"sel f": {
"href":
https://apitest.vi saacceptance.com tns/vl/instrumentidentifiers/7030000000046226
486
s
"paynent | nstrunents": {
"href":
https://apitest.visaacceptance.com tns/vl/instrumentidentifiers/70300000000462264
86/ paynmenti nstrunents
}
s
"id": "7030000000046226486"
"object": "instrunentldentifier"
"state": "ACTI VE",
"t okeni zedCard": {
"state": "ACTIVE",
“enrol | ment1d": "80efd04a838265dcdf 9d114eb542be01"
"t okenRef erencel d": "003769ea947eb057c13c192f 1d26f 002",
"nunber": "489537XXXXXX2655",
"expirationMnth": "12"

“expirationYear": "2030",
"type": "visa",
"card": {

"suffix": "6486",
"expirationMonth": "12",
"“expirationYear": "2030"

}1
"card": {
"nunber": "489537XXXXXX6486"
}1
"issuer": {
"paynent Account Ref erence": "V0010013020037567013722096631"
}1
"metadata": {
"creator": "testacct"
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Delete an Instrument Identifier

This section shows you how to delete an instrument identifier.

Endpoint

Test: DELETE https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production: DELETE https://api.cybersource.com/tms/v1l/instrumentidentifiers/
{instrumentIdentifierTokenId}

Production in India: DELETE https://api.in.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}

{instrumentIdentifierTokenId} is the instrument identifier token ID returned in the id field in the
id field when you created the instrument identifier token. For more information, see Create an
Instrument [dentifier (on page 243).

REST Example: Deleting an Instrument Identifier

Request

DELETE https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162
41111

Token Management Service | Network Tokens for Partners | 333



Response to a Successful Request

A successful delete response returns an empty HTTP 204 No Content status. For more information, see
HTTP Status Codes (on page 358).

Network Token Provision Failures

Token Management Service | Network Tokens for Partners | 334



Lost and Stolen Card Response

Network Token Provision Failure Reason Codes and Descriptions

Reason Code Description
INVALID_REQUEST The network token provision request contained invalid data.

CARD_VERIFICATION_FAI | The network token provision request contained data that could not be
LED verified.

CARD NOT ELIGIBLE Card cannot be used currently with issuer for tokenization.
CARD_NOT_ALLOWED Card cannot be used currently with card association for tokenization.
DECLINED Card cannot be used currently with issuer for tokenization.

SERVICE_UNAVAILABLE The network token service was unavailable or timed out.

SYSTEM_ERROR An unexpected error occurred with network token service, check
configuration.
{
" links": {
"self": {

“href": "https://
api test.cybersource. conftnms/vl/instrunentidentifiers/7030000000041554452"
}l

"paynent | nstrunments”: {

“href": "https://
api test.cybersource. conitnms/vl/instrunentidentifiers/7030000000041554452/ paynenti n
strument s"

}
b s
“id": "7030000000041554452",
"object": "instrumentldentifier",
"state": "ACTIVE",
"t okeni zedCard": {
“state": "UNPROVI SI ONED',
"reason": "CARD _NOT_ELI G BLE",

"type": "visa"
}l
"card": {
"nunber": "400555XXXXXX4452"
}l
"net adat a": {
"creator": "testrest"
}
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Issuer Decline Response

"_links": {
"sel f": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000051790079"

}

"paynent | nstrunents": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000051790079/ paynenti n

strunent s"

}

} ’
“id": "7030000000051790079",

"object": "instrunentldentifier",
"state": "ACTI VE",
"t okeni zedCard": {
“state": "UNPROVI SI ONED",
"reason”: "CARD _NOT_ALLOWED',

"type": "visa"
}l
"card": {
"nunber": " 462294 XXXXXX0079"
}l
"nmetadata": {
"creator": "testrest"
}
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Past Expiration Date Response

"_links": {
"sel f": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000224170019"

}

"paynent | nstrunents": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000224170019/ paynenti n

strunent s"

}

} ’
“id": "7030000000224170019",

"object": "instrunentldentifier",
"state": "ACTI VE",
"t okeni zedCard": {
“state": "UNPROVI SI ONED",
"reason”: "CARD _NOT_ALLOWED',

"type": "visa"
}l
"card": {
"nunber": "476134XXXXXX0019"
}l
"nmetadata": {
"creator": "testrest"
}
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Issuer Not Participating Response

"_links": {
"sel f": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000224170019"

}

"paynent | nstrunents": {

“href": "https://
api test.cybersource. comtns/vl/instrunmentidentifiers/7030000000224170019/ paynenti n

strunent s"

}

} ’
“id": "7030000000224170019",

"object": "instrunentldentifier",
"state": "ACTI VE",
"t okeni zedCard": {
“state": "UNPROVI SI ONED",
"reason”: "CARD _NOT_ALLOWED',

"type": "visa"
}l
"card": {
"nunber": "476134XXXXXX0019"
}l
"nmetadata": {
"creator": "testrest"
}
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Push Provisioning for Network Tokens

! Important: This feature is in pilot phase. You have early access to this feature even though it
might contain bugs or unfinished work. Please consider the risk when using this feature.

Push provisioning connects you with participating banks to enable the secure transfer of customer
and payment information that is stored by banks. Using push provisioning, the issuer can provide
credentials straight to your customer in seconds.

Prerequisites

Before using the push provisioning service, you must meet these requirements:

* You must be configured for TMS. See Token Management Service Onboarding (on page 60).

* Network tokens must be enabled. For more information, see Network Token Enablement (on
page 69).

* Push provisioning must be enabled with the card brand.

* The issuer must be integrated with the card brand.
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Provision a Network Token with Push Provisioning

This section shows you how to provision a network token with push provisioning.

Endpoint
Test: POST https://apitest.cybersource.com/tms/v2/tokenized-cards
Production: POST https://api.cybersource.com/tms/v2/tokenized-cards

Production in India: POST https://api.in.cybersource.com/tms/v2/tokenized-cards

Use the Push Provisioning Instrument Identifier in Authorizations

You can include the instrument identifier that is returned when you create or retrieve a network
tokenized card with push provisioning in an authorization. For more information, see Authorize a
Payment with an Instrument Identifier (on page 277).

You can also create other token types, such as customer, shipping address, and payment instrument

tokens, when you send the authorization request. For more information, see REST Example:
Authorizing a Payment with an Instrument Identifier While Creating TMS Tokens (on page 280)
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Required Fields for Provisioning a Network Token with Push

Provisioning
accountReferenceld
card.type

Set to eo1.
createlnstrumentldentifier
Set to true.

source

Set to ISSUER.

Related Information

» API Field Reference for the REST API
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Optional Fields for Provisioning a Network Token with Push
Provisioning

passcode.value

Related Information

» API Field Reference for the REST API

REST Example: Provisioning a Network Token with Push Provisioning

Request

"account Ref erencel d": "703699458563818460001"
"createlnstrunentldentifier": true,

"source": "Il SSUER',
"card": {

"type": "001"
}

}

Request with Passcode

{
"source": "I SSUER',
"account Ref erencel d": "703699458563818460001",
"card": {
"type": "001"
s
"passcode": {
"val ue": "123456"
s
"createlnstrunentldentifier": true
}
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Response to a Successful Request

" links": {
"sel f": {
"href":
"https://apitest.cybersource.conitns/v2/tokeni zed-cards/ 139C09B1970689FAE0633F36C
FOA2D7B"
1
"instrunentldentifier": {
"href":
"https://apitest.cybersource.comtns/vl/instrunentidentifiers/70100000000162411
11"

} )
"id": "139C09B1970689FAE0633F36CF0A2D7B",

"object": "tokenizedCard",

"state": "ACTIVE",

"enrol |l mentld": "ja9nej oqszrqf ubwy9ngz4ot 4f nl vgpp",

"t okenRef erencel d": "uvfofw or4nobycjf5cy9cwf yzu5pi pa"
"nunber": "404626XXXXXX0572",

"expirationMonth": "03",

"expirationYear": "2025",
"type": "visa",
"card": {

"suffix": "4608",
"expirationMonth": "03",
"expirationYear": "2025"

s

"source": "Il SSUER',

"account Ref erencel d": "703699458563818460001"
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Card Art

Important: This feature is in pilot phase. You have early access to this feature even though it

might contain bugs or unfinished work. Please consider the risk when using this feature.

You can choose to display card art provided by TMS to help your customers identify the card
that they are selecting. Cybersource recommends that card art be shown in all cardholder-facing

interactions where it applies.
Card art is available for these card types:

* American Express
» Mastercard

e Visa

Retrieve Card Art

This section describes how to retrieve card assets.

Endpoint

Test: POST https://apitest.cybersource.com/tms/
v2/tokens/{tokenId}/{provider}/assets/{asset.type}

Production: POST https://api.cybersource.com/tms/
v2/tokens/{tokenId}/{provider}/assets/{asset.type}

Production in India: POST https://api.in.cybersource.com/tms/

v2/tokens/{tokenId}/{provider}/assets/{asset.type}

The {tokenId} is the instrument identifier ID returned in the id field when you created the TMS

token.

The {provider} is the provider of the card for which you want to retrieve card art. Possible values:
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* aets: American Express
* mdes: Mastercard
* mscof: Mastercard
* vts: Visa
The {asset. types} is the card art asset that you retrieve. Possible values:
* card-art-combined: background image, brand logo, and issuer logo
* card-background: background image
* card-issuer-1logo: issuer logo
* card-brand-1logo: brand logo

* card-co-brand-1logo: co-branded card logo

* card-icon: card brand icon

The availability of card asset types depends on the provider:

Card Art Assets and Providers

Card Art Asset aets mdes mscof vts

card-art-combined

card-background

card-issuer-logo

card-brand-logo

card-co-
brand-1logo

card-icon
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REST Example: Retrieving Card Art Assets

Request for the Issuer Logo

CGET https://apitest.cybersource.comtns/v2/tokens/{tokenld}/{provider}/assets/card
-i ssuer-1ogo
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Response to a Successful Request

{
"id": "3883d6a112284123b8b23ec595670eb7",
"type": "issuerlLogo",
“provider": "vts",
“content": |
{
"type": "inmage/png",
"data": "ROl...aP=", / | Base- 64 encoded data
"wi dt h": 200, /1 Include if provided by the issuer
"height": 200 // Include if provided by the issuer
}
]
}
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BIN Lookup Service and TMS

When some types of tokens are provisioned, TMS returns the BIN details that are provided by the
BIN Lookup Service. This section shows you how to retrieve the BIN information provided by the BIN
Lookup Service for a PAN or network token.

Important: You must be enabled for network tokenization to retrieve BIN details using TMS.

TMS returns BIN data when you send a request to create or retrieve these token types:

» Payment instrument tokens (on page 206)

* Instrument identifier tokens (on page 242)

For more information about using the BIN Lookup Service, see the BIN Lookup Service Developer
Guide

Endpoints

Instrument Identifier Tokens

Test: GET https://apitest.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}?retrieveBinDetails=true

Test: POST https://apitest.cybersource.com/tms/vl/instrumentidentifiers?
retrieveBinDetails=true

Production: GET https://api.cybersource.com/tms/vl/instrumentidentifiers/
{instrumentIdentifierTokenId}?retrieveBinDetails=true

Production: POST https://api.cybersource.com/tms/vl/instrumentidentifiers?
retrieveBinDetails=true

Production in India: GET https://api.in.cybersource.com/tms/
vl/instrumentidentifiers/{instrumentIdentifierTokenId}?retrieveBinDetails=true

Production in India: POST https://api.in.cybersource.com/tms/
vl/instrumentidentifiers?retrieveBinDetails=true

Payment Instrument Tokens

Test: GET https://apitest.cybersource.com/tms/vl/paymentinstruments/
{paymentInstrumentTokenId}?retrieveBinDetails=true
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Test: POST https://apitest.cybersource.com/tms/vl/paymentinstruments?
retrieveBinDetails=true

Production: GET https://api.cybersource.com/tms/vl/paymentinstruments/
{paymentInstrumentTokenId}?retrieveBinDetails=true

Production: POST https://api.cybersource.com/tms/vl/paymentinstruments?
retrieveBinDetails=true

Production in India: GET https://api.in.cybersource.com/tms/
vl/paymentinstruments/{paymentInstrumentTokenId}?retrieveBinDetails=true

Production in India: POST https://api.in.cybersource.com/tms/
vl/paymentinstruments?retrieveBinDetails=true

{instrumentIdentifierTokenId} and {paymentInstrumentTokenId} are the token IDs that are returned
in the id field when you created the token.

REST Example: Retrieving an Instrument Identifier with BIN
Details

Request

GET https://apitest.cybersource.com/tms/vl/instrumentidentifiers/7049989999918257179?retri

eveBinDetails=true
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Response to a Successful Request

" links": {
"sel f": {
"href": "/tms/vl/instrumentidentifiers/7049989999918257179"
s
"paynent | nstrunents": {
"href":
"/tms/vl/instrumentidentifiers/7049989999918257179/ paynenti nstrunents"
s
"t okeni zed-cards": {
"href": "/tms/v2/tokeni zed- cards/ 23589328AA5A15CDE063A2598D0A702B"

s
"id": "7049989999918257179"
"object": "instrunentldentifier"
"state": "ACTIVE",
"t okeni zedCard": {
"id": "23589328AA5A15CDE063A2598D0A702B"
"state": "ACTIVE",
"enrol | nentld": "abea32809655e12383cd1b006e119d01"
"t okenRef erencel d": "131db9889f 4c503b240519cca8f 35901"
"number": "489537XXXXXX5398",
"expirationMonth": "12",
"expirationYear": "2030",
"type": "visa",
"card": {
"suffix": "7179",
"expirationMonth": "12",
"expirationYear": "2030"
s
"metadata": {
"cardArt": {
"conbi nedAsset": {
"id": "8f6461l4def ladld39ea8acae4616bf 6f",
" links": {
"self": {
“href":
"/tms/v2/t okens/ 7049989999918257179/ vt s/ asset s/ card-art - conbi ned"
}
}
}

randLogoAsset ": {
"id": "00000000000000000000000000001071",
"_links": {
"sel f": {
"href":
"/tms/v2/t okens/ 7049989999918257179/ vt s/ asset s/ br and- | ogo"
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}
"foregroundCol or":
}
"issuer": {
"shortDescription":
"l ongDescri ption":

H

"source": "ONFILE"

}
"card": {

"number " : " 462294 XXXXXX7179"

(¥
"issuer": {
" paynent Account Ref erence":
(¥
"met adata": {
"creator": "mid"
(¥
"_enbedded": {
"bi nLookup": {
"issuer": {
“country": "US"
(¥
"status": "COWLETED',
"paynent Account | nf or mati on":
"card": {
"type": "001",
"brandNanme": "VISA",
"credential Type": "PAN
"cardType": "VISA"

{

" laf Of 0"

"shortDescription",
"1 ongDescri pti on"

"V0010013024023377525412642508"

Token Management Service | BIN Lookup Service and TMS | 351



Using Token Management Service with Wallet Apps

Use the TMS API features to create an e-wallet app for your customers.

Manage Tokens with Wallet Apps

This section contains information for on managing tokens using wallet apps.

Use the Token Management Service (TMS) API features to create an e-wallet app for your customers.
You can use your e-wallet to create, update, patch, and delete payment methods. Use the TMS API to:

* Create a New Customer Account (on page 352)

» Add a New Shipping Address (on page 353)

* Create a New Payment Instrument with the Payments API (on page 353)
» Add a New Payment Method Address (on page 355)

* Edit or Delete a Shipping Address (on page 353)

* Edit or Delete a Payment Method (on page 354)

* Change the Default Payment Method (on page 354)

 View Wallet (on page 355)

Create a New Customer Account

Use the TMS API in your e-wallet app when creating a new customer account to store customer
information securely.

1. Call the POST /tms/v2/customers endpoint to create a new customer in the e-wallet app
customer sign-up flow.

2. The request returns the customer token. Store the customer token with the customer profile
information in your database.
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Add a New Shipping Address

Use the TMS API in your e-wallet app to store a customer's new shipping address.

1. When you collect the new customer's shipping address, use the customer token from the
Create a New Customer Account (on page 352) step to create a shipping address for that
customer.

2. Call POST /tms/v2/customers/{customerTokenId}/shipping-addresses.

Edit or Delete a Shipping Address

Use the TMS API in your e-wallet app to edit or delete a customer's shipping address.

1. To get all addresses, call: GET /tms/v2/customers/{customerTokenId}/shipping-address.
The first record is the default.

2. To add an address, call: POST /tms/v2/customers/{customerTokenId}/shipping-addresses.
This adds a non-default shipping address. If it is the customer's first address, it becomes the
default address.

3. To edit an address, call: PATCH /tms/v2/customers/{customerTokenId}/shipping-addresses/
{shippingAddressTokenId}.

4. To delete an address, call: DELETE /tms/v2/customers/{customerTokenId}/shipping-addresses/
{shippingAddressTokenId}.

5. To set an address as the default address, call: PATCH /tms/
v2/customers/{customerTokenId}/shipping-addresses/{shippingAddressTokenId} and set the
value of the request field default to true.

Create a New Payment Instrument with the Payments API

Use the payments API in your e-wallet app to store the customer's payment method information in a
payment instrument.
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1. Use the payment instrument you created in the call from the Add a Default Payment Instrument
with Validated Payment (on page 161) step to create a new payment method.

2. Call: PoST /pts/v2/payments and pass the instrument identifier token, card type, and expiration
date in the request.
If this is the first payment method, it becomes the customer's default.

3. Store the card expiration date and last 4 digits with the customer profile information in your
database.

Edit or Delete a Payment Method

Use the TMS API in your e-wallet app to retrieve a customer's payment method and allow the
customer to delete or edit the payment method.

1. To retrieve the customer's default payment method, call: GET /tms/
v2/customers/{customerTokenId}/payment-instruments.
The first record is the default payment method. The remaining payment methods are the non-
default payment methods.

2. To delete a payment method, call: DELETE /tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

3. To edit a payment method, call: PATCH /tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}

4. Include the updated payment method details in the call.

Change the Default Payment Method

Use the TMS API in your e-wallet app to change the customer's default payment method.

1. To get all payment methods, call: GET /tms/v2/customers/{customerTokenId}/payment-
instruments.
The first result is the default payment instrument. The remaining payment methods are the
non-default payment methods.

2. To make a non-default payment method the default, call: PATCH /tms/
v2/customers/{customerTokenId}/payment-instruments/{paymentInstrumentTokenId} and set the
value of the request field default to true.
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Add a New Payment Method Address

Use the TMS API in your e-wallet app to list the customer's addresses or add a new address for a
payment method.

1. To list the customer's existing billing addresses, call: GET /tms/
v2/customers/{customerTokenId}/payment-instruments.
The call returns all of the payment methods for a customer, including their billing address
details.

2. To list the customer's existing shipping addresses, call: GET /tms/
v2/customers/{customerTokenId}/payment-instruments.
This call returns all the shipping address details for a customer.

3. To add a new address, call: POST /tms/v2/customers/{customerTokenId}/shipping-addresses.

4. To add an address to the payment method created in Create a New Payment Instrument with
the Payments API (on page 353), call: PATCH /tms/v2/customers/{customerTokenId}/payment-
instruments/{paymentInstrumentTokenId}.

5. Pass the ID of the instrument identifier created in Create a New Payment Instrument with the
Payments API (on page 353) and the card expiration date.

View Wallet

Use the TMS API in your e-wallet app to view wallet.

1. Call GET /tms/v2/customers/{customerTokenId}/payment-instruments.
The first record is the default payment instrument.

2. Retrieve the last four digits of the card number from your database or call the payment
identifier endpoint.

Payments with Tokens and Wallet Apps

This section contains information for on making payments with tokens using wallet apps.

Use the TMS API features to create an e-wallet app for your customers. You can use your e-wallet to
authorize a payment. For example:

* Authorize a Payment (on page 356)
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Authorize a Payment

Use the TMS API in your e-wallet app to authorize a payment.

1. To get the customer’s default shipping address, call: GET /tms/
v2/customers/{customerTokenId}/shipping-address.
The first record is the default.

2. To retrieve the customer's default payment method, call: GET /tms/
v2/customers/{customerTokenId}/payment-instruments.
The first record is the default.

3. Finally, when the customer clicks the Place Order button, call: POST /pts/v2/payments pass the
customer token, payment instrument token, and shipping address token.
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Encrypt and Decrypt Data

1. Send a POST request to token cryptogram resource at /tms/v2/tokens/
instrumentIdentifierTokenId/payment-credentials. The response is BASE 64 encoded text. For
example:

JraVQ G | 50AY5YnVj OTl mivie QLVDI miVDE2NW y YmJ h YWYy ODAXNDNhOTI OO 1§ wi Y3R51 j oi anN
vbi I sl nR5cCl 61 kpXVCl sl mVuYyl 61 kEyNTZHQO0i LCIhbGeci G JSUOEt TOFFUCOYNTYi f Q uYCE2
zysWIBBE562FGI| 4Yyot ZEHWAAzZ - 2f vhj aUWIbuAZ2t nZmi4oKUdsT sBLYW nxpVDUsi ENTTHG_UJ
J25Snhcft 6eZG 79gW S55ZACGAI 1eYl JAOBgr 01U7P- 1Q z(Qbt 6dl KTRZEI YDIi Nj ypSaVf QPQPODa
GNf BO4Li 7Pt 88i - Pl spGaf q9P7TgacPyKol kvVbOWM-VWWSZYN _j dFq8hEu4Dy 7gqDpf 0z- r Cdt Wg
WFbGMur Dr KCbLBoAdY7QOckJoe2COM OLh_7uzynDDUj ngWFRcHgj xY7bmAMz94i _r4QUaoTQ

aaqgyP6A2H3Gnt 6Dy4Vpl zAO2XgLQA. _cLex9BPst Yqgnf e. Rvbdj AQWR6HaVZ7USbp6j - KWPCLj Gec
3Wk4M OnJ58X2NNZ5ek UpAvU28 Moq@WsM_hJ7ul gf Usnk9_ Y5nvAWSYh68Ct ye2yChgu_V_33a
Lne3i ZP5SAEG 7HeJVngOhy4EaQHNDb92XYXUV1nmvFHIokAdcRaj 3eKwh6v- 11 RhB4ul gXuU62ZanVGG
ub5c7Uk VKT 6Ji i gZar GJi Y2DKCRj YnbQYkj 4INFY94J1 S50WTnG k3M AJNIDYI U- 6US98zW&E18VhB
whMuXk1j uqVBfi fj IMFa_-vndj Goqlri 2buZz7hMIG x0PI YoHUGSFegNr cLUj JxI 008l nXf hj 7Dt f

YvNc0e4g5U39xt k- T2TDn(F dekRVxgdx cVRAnZd EqUHBX YUWT'SWIAbg V- f j uCGDCk UoPI gkZ95y4R
JhSPZzj ZHdul f 2Fk3L7e- nt 02PB25zUTt _aXeNBSH8zj mal 2ve6D3VNOScduRM _9PXv18760pHEG
ggkKLSTXcTUas XKl zMEi UzLI 3p5pN30KnVbr yAzuU3hhm MyyPpEQkp9h3W D4sc50HLE8Yt i hLI S
Tt TUNWX5dJuR6i VWpKgFXECqYPt DW zXQDTedFqdTA4i sSE3MCs. t h9gWPzsevuDYp- - 060POw

2. Decode the BASE 64 encoded response. The response is a decoded JWE response with an
encrypted payload. For example:

{
"kid": "99f 9bec99f 34502f 0165b2bbaaf 280143a9249",
“cty": "json",
"typ": "JWIM,

"enc": "A256CGCM',
"al g": " RSA- OAEP- 256"

}
<Encrypt ed payl oad>

3. Decrypt the JWE encrypted payload. The response is the decrypted payload. For example:

" links": {
"sel f": {
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“href": "/tms/v2/tokens/ AS60EECDED74936DE0533F36CFOACEBC/ paynent - cr edenti a

I's
}
}
"t okeni zedCard": {
"state": "ACTI VE",
"number": "4X24XX7118382281",
"expirationMonth": "11",
"expirationYear": "2022",
"type": "visa",
“cryptogram': "AFlaj noLKKj 8 AAKhssPUGJADFA\ u003d\ u003d",
"requestorld": "ABCD',
"card": {
"suffix": "2382",
"expirationMonth": "12",
"expirationYear": "2018"
}
}
"card": {
"number": "402400XXXXXX2382"
}
"issuer": {
"paynent Account Ref erence": "V0000000000005109162731718000"
}
}

HTTP Status Codes

A request response returns one of the following HTTP status codes:

* 200: The standard response for a successful HTTP request. In a GET request, the response
will contain an empty entity corresponding to the requested resource. In a POST request, the
response will contain an entity describing or containing the result of the action.

* 201: The request was fulfilled and resulted in a new resource being created. If you get this HTTP
status code for an unsuccessful transaction, Cybersource or the merchant's processor probably
marked this transaction as under review, declined, or failed.

* 204: The server fulfilled the request but does not need to return a body.
* 403: Forbidden Response: The profile might not have permission to perform the operation.
* 404: Token Not Found. The token ID may not exist or was entered incorrectly.

* 409: Conflict. The token is linked to a Payment Instrument.
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* 410: Token not available The token has been deleted.

» 424: Failed Dependency: The profile represented by the profile ID may not exist or the profile ID
was entered incorrectly.

* 500: Unexpected error.

* 502: Bad gateway. There was a token deletion error from the Visa Token Service (VTS).
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Supported Processors

The processors listed below support customer and instrument identifier tokens, unless noted
otherwise.

Processor Payment Method

Visa Platform
Connect * Credit card—supports 0.00 pre-authorizations for Visa and Mastercard
cards.

* Credit card—supports 1.00 pre-authorizations for American Express,
Discover, Diners Club, and JCB card types.

* Debit card and prepaid card.

 Payouts.
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